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DIVISION 1 

PROCEDURAL RULES 

943-001-0000 
Model Rules of Procedure 

The Oregon Health Authority adopts the Attorney General 
Model Rules applicable to rulemaking, effective January 1, 2010, 
with the exception of OAR 137-001-0080. 

[ED. NOTE: The full text of the Attorney General’s Model Rules of Procedure 
is available from the office of the Attorney General or the Oregon Health 
Authority.] 
Stat. Auth.: ORS 183.341 & 413.042 
Stats. Implemented: ORS 183.341 & 413.042 
Hist.: OHA 1-2009(Temp), f. & cert. ef. 9-14-09 thru 3-12-10; OHA 2-2009, f. 
12-31-09, cert. ef. 1-1-10 

943-001-0005  
Notice of Proposed Rulemaking and Adoption of Temporary 
Rules  

(1) Except as provided in ORS 183.335(7) or (12) or 183.341, 
before permanently adopting, amending, or repealing an adminis-
trative rule, the Authority shall give notice of the intended action:  

(a) To legislators specified in ORS 183.335(15) at least 49 
days before the effective date of the rule;  

(b) To persons on the interested parties lists described in 
section (2) of this rule for the pertinent OAR chapter or pertinent 
subtopics or programs within an OAR chapter at least 28 days 
before the effective date of the rule;  

(c) In the Secretary of State’s Bulletin referred to in ORS 
183.360 at least 21 days before the effective date of the rule;  

(d) To other persons, agencies, or organizations that the 
Authority is required to provide an opportunity to comment 
pursuant to state statute or federal law or as a requirement of 
receiving federal funding, at least 28 days before the effective date 
of the rule;  

(e) To the Associated Press and the Capitol Press Room at 
least 28 days before the effective date of the rule; and  

(f) In addition to the above, the Authority may send notice of 
intended action to other persons, agencies, or organizations that the 
Authority , in its discretion, believes to have an interest in the 
subject matter of the proposed rule at least 28 days before the effec-
tive date of the rule.  

(2) Pursuant to ORS 183.335(8), the Authority shall maintain 
an interested parties list for each OAR chapter of rules for which 
the Authority has administrative responsibility, and an interested 
parties list for subtopics or programs within those chapters. A 
person, group, or entity that desires to be placed on the list to 
receive notices regarding proposed permanent adoption, amendment, 
or repeal of a rule must make the request in writing or by electronic 
mail to the rules coordinator for the chapter. The request must 
include either a mailing address or an electronic mail address to 
which notices may be sent.  

(3) Notices under this rule may be sent by hand delivery, state 
shuttle, postal mail, electronic mail, or facsimile. The Authority 
recognizes state shuttle as “mail” and may use this means to notify 
other state agencies.  

(a) An email notification under section (1) of this rule may 
consist of any of the following:  

(A) An email that attaches the Notice of Proposed Rulemaking 
or Notice of Proposed Rulemaking Hearing and Statement of Need 
and Fiscal Impact.  

(B) An email that includes a link within the body of the email, 
allowing direct access online to the Notice of Proposed Rulemaking 
or Notice of Proposed Rulemaking Hearing and Statement of Need 
and Fiscal Impact.  
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(C) An email with specific instructions within the body of the 
email, usually including an electronic Universal Resource Locator 
(URL) address, to find the Notice of Proposed Rulemaking or 
Notice of Proposed Rulemaking Hearing and Statement of Need 
and Fiscal Impact.  

(b) The Authority may use facsimile as an added means of 
notification, if necessary. Notification by facsimile under section 
(1) of this rule shall include the Notice of Proposed Rulemaking or 
Notice of Proposed Rulemaking Hearing and Statement of Need 
and Fiscal Impact, or specific instructions to locate these documents 
online. 

(c) The Authority shall honor all written requests that notifica-
tion be sent by postal mail instead of electronically if a mailing 
address is provided.  

(4) If the Authority adopts or suspends a temporary rule, the 
Authority shall notify: 

(a) Legislators specified in ORS 183.335(15);  
(b) Persons on the interested parties list described in section 

(2) of this rule for the pertinent OAR chapter, subtopics, or 
programs within an OAR chapter;  

(c) Other persons, agencies, or organizations that the Authority 
is required to notify pursuant to state statute or federal law or as a 
requirement of receiving federal funding; and  

(d) The Associated Press and the Capitol Press Room; and  
(e) In addition to the above, the Authority may send notice to 

other persons, agencies, or organizations that the Authority, in its 
discretion, believes to have an interest in the subject matter of the 
temporary rulemaking.  

(5) In lieu of providing a copy of the rule or rules as proposed 
with the notice of intended action or notice concerning the 
adoption of a temporary rule, the Authority may state how and 
where a copy may be obtained on paper, by electronic mail, or from 
a specified web site.  

Stat. Auth: ORS 183.341 & 413.042 
Stats. Implemented: ORS 183.330, 183.335, & 183.341  
Hist.: OHA 1-2011, f. & cert. ef. 7-1-11 

943-001-0007 
Delegation of Rulemaking Authority 

Any officer or employee of the Oregon Health Authority who 
is identified on a completed Delegation of Authority form signed 
by the Director or Deputy Director of the Authority and filed with 
the Secretary of State, Administrative Rules Unit, is vested with 
the authority to adopt, amend, repeal, or suspend administrative 
rules as provided on that form until the delegation is revoked by the 
Director or Deputy Director of the Authority, or the person leaves 
employment with the Authority.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 183.325  
Stat. Auth: ORS 183.341 & 413.042 
Stats. Implemented: ORS 183.330, 183.335, & 183.341  
Hist.: OHA 1-2011, f. & cert. ef. 7-1-11 

943-001-0009 
Lay Representation in Contested Case Hearings 

(1) Contested case hearings are conducted in accordance with 
the Attorney General’s model rules at OAR 137-003-0501 to 0700. 
Subject to the approval of the Attorney General, an officer or 
employee of the Oregon Health Authority (Authority) is authorized 
to appear on behalf of the agency in the following types of hearings 
conducted by the Authority: 

(a) Eligibility and termination determinations related to 
medical assistance coverage. 

(b) Suspension, reduction, or denial of medical assistance ser-
vices, prior authorization, or medical management decisions. 

(c) Enrollment or disenrollment decisions related to managed 
care plans. 

(d) Eligibility for or termination of health insurance premium 
assistance, or determination of subsidy levels. 

(e) Provider issues including provider enrollment or denial of 
enrollment, overpayment determinations, audits, and sanctions. 

(f) Other administrative actions including criminal background 
checks, hardship waivers related to medical assistance, client over-
payments related to medical assistance. 

(g) Oregon State Hospital’s involuntary administration of a 
significant procedure to a patient or resident. 

(2) The agency representative may not make legal argument 
on behalf of the agency. 

(a) “Legal argument” includes arguments on: 
(A) The jurisdiction of the agency to hear the contested case; 
(B) The constitutionality of a statute or rule or the application 

of a constitutional requirement to an agency; and 
(C) The application of court precedent to the facts of the par-

ticular contested case proceeding. 
(b) “Legal argument” does not include presentation of motions, 

evidence, examination and cross-examination of witnesses or pre-
sentation of factual arguments or arguments on: 

(A) The application of the statutes or rules to the facts in the 
contested case;  

(B) Comparison of prior actions of the agency in handling 
similar situations; 

(C) The literal meaning of the statutes or rules directly appli-
cable to the issues in the contested case; 

(D) The admissibility of evidence;  
(E) The correctness of procedures being followed in the con-

tested case hearing. 
(3) When an agency officer or employee appears on behalf of 

the Authority, the administrative law judge shall advise the repre-
sentative of the manner in which objections may be made and 
matters preserved for appeal. Such advice is of a procedural nature 
and does not change applicable law on waiver or the duty to make 
timely objection. Where such objections involve legal argument, 
the administrative law judge provide reasonable opportunity for 
the agency officer or employee to consult legal counsel and permit 
the Authority’s legal counsel to file written legal argument within a 
reasonable time after the conclusion of the hearing. 

Stat. Auth: ORS 413.042 
Stats Implemented: ORS 183.452 
Hist.: OHA 2-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 23-2011, f. 
10-31-11, cert. ef. 11-1-11 

943-001-0010 
Oregon Health Authority 

(1) Effective June 26, 2009, 2009 Or. Laws Chapter 595 
(House Bill 2009) created the Oregon Health Authority and trans-
ferred to the Oregon Health Authority certain duties, functions, and 
powers of: 

(a) The Department of Administrative Services (DAS) related 
to the Public Employees’ Benefit Board (PEBB) and the Oregon 
Educators Board (OEBB); 

(b) The Department of Consumer and Business Services 
(DCBS) related to the Oregon Medical Insurance Pool Board 
(OMIP); 

(c) The Office of Private Health Partnerships (OPHP); and 
(d) The Department of Human Services (DHS) with respect to 

health and health care. The transferred subject areas of DHS are 
generally described in Section 19(1)(a), Or. Laws Chapter 595 
(House Bill 2009) as including but not limited to: 

(A) Developing the policies for and the provision of publicly 
funded medical care and medical assistance in Oregon; 

(B) Ensuring the promotion and protection of public health 
and the licensing of health care facilities; 

(C) Developing the policies for and the provision of mental 
health treatment and treatment for substance use disorders; 

(D) Administering the Oregon Prescription Drug Program; 
and 

(E) Establishing responsibility for the Office for Oregon 
Health Policy and Research and all functions of the office. 

(2) The transferred functions described in section (1)(d)(A)–(E) 
above are generally carried out as currently described in DHS rules 
by the Public Health Division, the Addictions and Mental Health 
Division, and the Division of Medical Assistance Programs. 
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(3) As used in these rules (OAR 943-001-0000 to 943-001-
0015) the term “agency” means DHS, PEBB, OEBB, OMIP, and 
OPHP, and within the context of transfer responsibilities, DAS and 
DCBS. 

(4) Effective June 26, 2009, the administration of new non-
transferred duties, functions, and powers established by 2009 Or. 
Laws, Chapter 595 (House Bill 2009), or other 2009 laws, in the 
Oregon Health Authority or its constituent units is temporarily del-
egated to the Department of Human Services, subject to the super-
vision and oversight of the Oregon Health Authority, until opera-
tionally transferred, either in whole or in part, to the Oregon Health 
Authority. 

(5) Operational transfer may occur, in whole or in part, in any 
program, business transaction, judicial, or administrative proceeding 
on the date specified by the Oregon Health Authority but no later 
than June 30, 2011. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.032 - 413.037 
Hist.: OHA 1-2009(Temp), f. & cert. ef. 9-14-09 thru 3-12-10; OHA 2-2009, f. 
12-31-09, cert. ef. 1-1-10 

943-001-0015 
Transition Period Roles and Responsibilities 

(1) Effective June 26, 2009, to maintain business continuity 
for the duties, functions, and powers transferred to the Oregon 
Health Authority, the agencies listed in OAR 943-001-0010(1)(a)–(d) 
shall continue to exercise their former duties, functions, and 
powers, subject to the supervision and oversight of the Oregon 
Health Authority, until superseded, by operational transfer, either 
in whole or in part, to the Oregon Health Authority, as follows: 

(a) All rules shall remain in effect and ongoing rule filing pro-
cesses may continue. 

(b) All program administration, policies, and procedures 
remain in effect and may continue to be developed and implement-
ed. 

(c) Any judicial or administrative action, proceeding, contested 
case hearing, or administrative review matters, or new action, pro-
ceeding, or matter involving or relating to the duties or powers 
transferred to the Oregon Health Authority shall continue. 

(d) Rights and obligations legally incurred under contracts, 
leases, and business transactions shall remain legally valid. 

(e) Contract, grant, and business transaction procurement and 
administration duties, functions, and powers shall remain in effect 
and may continue. 

(f) Any statutory obligations for taxes, assessments, fees, 
charges, or payments shall continue to be paid to or reimbursed by 
the appropriate agency. 

(g) Any former statutorily required findings, determinations, 
or recommendations to be made by the agencies shall continue to 
be made by the agencies. 

(h) Any former statutorily required filings, notices or service 
of papers, applications, notices or other documents to be mailed, 
provided to, or served on the agencies shall continue to be mailed, 
provided to, or served on the agencies and the agencies shall retain 
responsibility to take any appropriate actions to protect the interests 
of the state concerning or arising from any filings, notices, or ser-
vice. 

(A) Mailing or service of notices or documents on the 
agencies shall be considered notice to the Oregon Health Authority. 
For example, any notice sent to the Department of Human Services 
Estate Administration Unit for purposes of ORS 113.145, 114.525 
and 130.370 shall be considered notice to the Oregon Health 
Authority. 

(B) Any filings, notices, or service made to the Oregon Health 
Authority may be transmitted by the Oregon Health Authority to 
the appropriate agency. 

(2) Any and all remaining duties, functions, or powers of the 
agencies relating to the duties, functions, and powers transferred to 
the Oregon Health Authority that are not described in section (1) 
shall continue in effect or be exercised by the agencies until super-
seded by operational transfer, either in whole or in part, to the 
Oregon Health Authority. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.032 - 413.037 
Hist.: OHA 1-2009(Temp), f. & cert. ef. 9-14-09 thru 3-12-10; OHA 2-2009, f. 
12-31-09, cert. ef. 1-1-10 

943-001-0020 
Oregon Health Authority Shared Service and Cooperative 
Relationships with Department of Human Services 

(1) The Oregon Health Authority (Authority) will cooperate 
and collaborate with the Department of Human Services (Depart-
ment) in order to effectively coordinate services to individuals, 
families and communities and realize operational efficiencies in 
the administration of services that are shared between them 
(“shared services”). 

(2) For all the programs, functions, and duties with respect to 
health or health care (generally described in Oregon Laws 2009, 
chapter 595, section 19(1)(a)), transferred to the Authority from the 
Department (“transferred program”) or for shared services, the 
Authority declares that: 

(a) All transferred program rules shall remain in effect until 
superceded by adoption of Authority rules or adoption of rules by 
the Authority coordinating shared services with the Department.  

(b) All transferred program administration, policies, and pro-
cedures remain in effect pending the completion of review and 
adoption by the Authority or adoption of such policies and proce-
dures related to coordination of shared services with the Department.  

(c) Any judicial or administrative action, proceeding, contested 
case hearing, or administrative review matters, or new action, pro-
ceeding, or matter involving or relating to the duties or powers 
transferred to the Authority are the responsibility of the Authority.  

(d) Rights and obligations legally incurred under transferred 
program contracts, leases, and business transactions remain legally 
valid and are the responsibility of the Authority.  

(e) Statutorily required filings, notices or service of papers, 
applications, notices or other documents to be mailed, provided to, 
or served on the Authority shall be mailed, provided to, or served 
on the Authority. Any notices required by ORS 113.145, 114.525 
and 130.370 to be sent to the Authority may be consolidated with 
similar notices to the Department and sent to the Estate Adminis-
tration Unit of the Department. Any notices required by 416.530 to 
be sent to the Authority may be consolidated with similar notices to 
the Department and sent to the Personal Injury Lien Unit of the 
Department Any consolidated notice shall be considered notice to 
the Authority as long as the Authority’s interest or claim in the 
matter is identified in the notice consistent with requirements in 
applicable statute.  

(f) A reference to an Administrator or Assistant Director in 
any transferred program rule of the Authority means the Director 
of the Authority’s program that is covered by that chapter of the 
Oregon Administrative Rules or the Authority’s program specified 
in the rule. 

(3) As the state Medicaid agency for the administration of 
funds from Titles XIX and XXI of the Social Security Act, the 
Authority is charged with the administration of the medical assis-
tance program. The Authority is responsible for facilitating outreach 
and enrollment efforts to connect eligible individuals with all avail-
able publicly funded health programs. 

(a) The Authority and the Department recognize that there are 
many points of interconnection between their programs and the 
individuals who receive services through these programs. In 
addition, there are areas of natural connection between the 
Authority and the Department based upon the former and current 
structures of the Department in the administration of the medical 
assistance program.  

(b) The Authority shall work cooperatively with the Department 
in the administration of the medical assistance program and to 
facilitate the outreach and enrollment in the program, including 
making determinations of eligibility and service need for medical 
assistance. The Authority has designated the Department as the 
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operating agency for home and community-based waiver services 
and as an Organized Health Care Delivery System. 

(c) The Authority and the Department are authorized by state 
law to delegate to each other any duties, functions and powers that 
they deem necessary for the efficient and effective operation of 
their respective functions. The Authority and the Department will 
work together to adopt rules to assure that medical assistance eligi-
bility requirements, procedures, and determinations are consistent 
across both agencies. The Authority has authorized the Department 
to determine medical eligibility for medical assistance. Where that 
responsibility is given to the Department under ORS Chapter 411, 
the Department has delegated to the Authority the duties, functions, 
and powers to make medical eligibility determinations in accordance 
with OAR 410-120-0006. 

(d) Where statute establishes duties and functions of the 
Authority or the Department in relation to medical assistance as a 
public assistance program, the Authority and the Department shall 
cooperate in the effective administration of the program. 

Stat. Auth.:ORS 413.042 
Statutes Implemented: ORS 413.042 
Hist.: OHA 3-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 24-2011, f. 
10-31-11, cert. ef. 11-1-11 

DIVISION 3 

PUBLIC RECORD FEES 

943-003-0000  
Definitions  

The following definitions apply to Oregon Administrative 
Rule 943-003-0010 unless otherwise indicated:  

(1) “Authority” means the Oregon Health Authority.  
(2) “Designee” means any officer or employee of the Authority, 

appointed by the Director to respond to requests for reduction or 
waiver of fees for public records of the Authority.  

(3) “Director” means the Director of the Authority.  
(4) “Person” means any natural person, corporation, partner-

ship, firm, or association.  
(5) “Photocopy(ing)” means a photograph, microphotograph 

and any other reproduction on paper or film in any scale, or the 
process of reproducing, in the form of a photocopy, a public record.  

(6) “Public record” includes any writing that contains infor-
mation relating to the conduct of the public’s business that is pre-
pared, owned, used or retained by the Authority regardless of phys-
ical form or characteristics.  

(7) “Requestor” means a person requesting inspection, copies, 
or other reproduction of a public record of the Authority.  

(8) “Writing” means handwriting, typewriting, printing, pho-
tographing and every means of recording, including letters, words, 
pictures, sounds, or symbols, or combination thereof, and all 
papers, maps, files, facsimiles or electronic recordings. It includes 
information stored on computer tape, microfiche, photographs, 
films, tape or videotape or that is maintained in a machine readable 
or electronic form.  

Stat. Auth: ORS 192.430, 413.042  
Stats. Implemented: ORS192.430 & 192.440 
Hist.: OHA 4-2011, f. & cert. ef. 7-1-11 

943-003-0010  
Fees for Inspection or Copies of Public Records and Oregon 
Health Authority Publications; Other Services  

(1) The Authority may charge a fee reasonably calculated to 
reimburse the Authority for the cost of making public records 
available:  

(a) Costs include but are not limited to:  
(A) The services and supplies used in making the records 

available;  
(B) The time spent locating the requested records, reviewing 

the records, and redacting, or separating material exempt from dis-
closure;  

(C) Supervising a person’s inspection of original documents;  

(D) Copying records;  
(E) Certifying copies of records;  
(F) Summarizing, compiling, or organizing the public records 

to meet the person’s request;  
(G) Searching for and reviewing records even if the records 

subsequently are determined to be exempt from disclosure;  
(H) Postal and freight charges for shipping the copies of the 

public records, sent first class or bulk rate based on weight;  
(I) Indirect costs or third party charges associated with 

copying and preparing the public records; and  
(J) Costs associated with electronic retrieval of records.  
(b) When a Department of Justice review of the records is 

requested by the Authority, the Authority may charge a fee equal to 
the Attorney General’s charge for the time spent by the attorney 
reviewing the public records, redacting material from the records, 
and segregating the public records into exempt and nonexempt 
records. A fee will not be charged for the cost of time spent by an 
attorney in determining the application of the provisions of ORS 
192.410 to 192.505;  

(c) Staff time shall be calculated based on the hourly rate of 
pay and fringe benefits for the position of the person performing 
the work; 

(d) The cost for publications shall be based on the actual costs 
of development, printing, and distribution, as determined by the 
Authority; 

(e) The cost for a public records request requiring the 
Authority to access the State’s mainframe computer system, may 
include but not be limited to costs for computer usage time, data 
transfer costs, disk work space costs, programming, and fixed 
portion costs for printing and tape drive usage.  

(2) The Authority shall establish a list of fees used to charge 
requestors for the costs of preparing and making available public 
records for the following:  

(a) Photocopies;  
(b) Facsimile copies. The Authority may limit the transmission 

to thirty pages;  
(c) Electronic copies, diskettes, DVDs, and other electronically 

generated materials. The Authority shall determine what electronic 
media for reproduction of computer records shall be used and 
whether the electronic media is to be provided by the Authority or 
the requestor;  

(d) Audio or video cassettes;  
(e) Publications.  
(3) The Authority shall review the list of fees established in 

policy from time to time in order to assure that the fees reflect 
current Authority costs.  

(4) No additional fee shall be charged for providing records or 
documents in an alternative format when required by the Americans 
with Disabilities Act.  

(5) The Authority shall notify requestors of the estimated fees 
for making the public records available for inspection or for pro-
viding copies to the requestor. If the estimated fees exceed $25, the 
Authority shall provide written notice and will not act further to 
respond to the request until the requestor notifies the Authority, in 
writing, to proceed with making the records available:  

(a) The Authority may require that all or a portion of the esti-
mated fees be paid before the Authority may proceed with making 
the record available;  

(b) The Authority may require that actual costs of making the 
record available be paid before the record is made available for 
inspection or copies provided.  

(6) The Director or designee may reduce or waive fees when a 
determination is made that the waiver or reduction of fees is in the 
public interest because making the records available primarily ben-
efits the general public. Factors that may be taken into account in 
making such a determination include, but are not limited to:  

(a) The overall costs to be incurred by the Authority is negli-
gible; or  

(b) Supplying the requested records or documents is within 
the normal scope of Authority activity; or  
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(c) Requiring payment would cause extreme or undue financial 
hardship upon the requestor; or  

(d) Discovery requests made as part of pending administrative, 
judicial, or arbitration proceedings.  

(7) If the Authority denies an initial verbal request for waiver 
or reduction of fees, the requestor may submit a written request. If 
the Authority subsequently denies the written request for a waiver 
or reduction of fees, the requestor may petition the Attorney 
General for a review of the denial pursuant to the provisions of 
ORS 192.440(6) and 192.450.  

Stat. Auth: ORS 192.430, 413.042  
Stats. Implemented: ORS 192.430,192.440 and 192.450  
Hist.: OHA 4-2011, f. & cert. ef. 7-1-11 

DIVISION 5 

INDIVIDUAL RIGHTS 

943-005-0000  
Purpose and Applicability 

(1) These rules establish the Oregon Health Authority (Author-
ity) policy of non-discrimination and a process for reporting and 
investigating complaints of discrimination based on protected 
class, in accordance with state and federal law, including but not 
limited to Title VI of the Civil Rights Act of 1964 (Title VI), the 
Americans with Disabilities Act of 1990 (ADA as amended), 
Section 504 of the Rehabilitation Act of 1973.  

(2) These rules do not apply when the: 
(a) Authority’s Office of Equity and Inclusion (OEI) has 

determined that the report of discrimination does not involve an 
allegation of discrimination based on protected class status. 

(b) Allegation of discrimination based on protected class 
status is against an entity other than the Authority or an Authority 
contractor or subcontractor.  

(3) OAR 943-005-0060 applies to all client service delivery 
contracts involving the receipt of federal funds executed or 
amended on or after January 1, 2015. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 5-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 19-2011, f. 
8-30-11, cert. ef. 9-1-11; OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0005  
Definitions  

(1) “Alternate format communication” means printed material 
converted to a style allowing individuals with disabilities to 
achieve effective communication. 

(2) “Auxiliary aids or services” mean devices or services that 
allow individuals with hearing, cognitive or speech impairments to 
achieve effective communication.  

(3) “Client” means any individual receiving services, seeking 
services or information, or who is the intended recipient of 
Authority services.  

(4) “Contractor” means any entity with which the Authority 
has an agreement or contract to provide services using federal 
funds to clients. 

(5) “Direct threat” means a significant risk to the health or 
safety of others. A direct threat is one that: 

(a) Cannot be eliminated or reduced to an acceptable level 
through the provision of auxiliary aids or services or through rea-
sonably modifying policies, practices or processes.  

(b) Is identified through an individual assessment that relies 
on current medical evidence, or the best available objective 
evidence that shows:  

(A) The nature, duration and severity of the risk;  
(B) The probability that a potential injury will actually occur; 

and  
(C) Whether reasonable modifications of policies, practices or 

processes will lower or eliminate the risk.  
(6) “Discrimination” means the denial of services to individuals 

or groups because the individual or group is part of a protected 
class. It includes policy, practice or treatment resulting in unequal 

access to Authority programs and services, or having a disparate 
impact on a protected class. 

(7) “Good cause” exists when an action, delay, or failure to act 
arises from an excusable mistake, surprise, excusable neglect, or 
the reasonable reliance on the statement of a party, Authority con-
tractor, subcontractor or agency representative. 

(8) “Harassment” means unwelcome, unwanted or offensive 
conduct directed at an individual based on the individual’s protected 
class status. 

(9) “Individual with a disability” means an individual who: 
(a) Has a physical or mental impairment that substantially 

limits one or more major life activities; or 
(b) Has a record or history of such an impairment; or 
(c) Is regarded as having such an impairment. 
(10) “Protected class” means a group of people protected from 

discrimination by law, on the basis of sexual orientation, race, 
color, national origin, religion, disability, age, sex (includes preg-
nancy-related conditions and sexual harassment), marital or familial 
status, or other class protected by law. 

(11) “Qualified individual with a disability” means an individ-
ual who can meet the essential eligibility requirements for a 
program, service or activity with or without reasonable modification 
of rules, policies or processes, or the provision of auxiliary aids or 
services. 

(12) “Reasonable modifications” means a modification of 
policies, practices, or processes made to a program or service that 
allows an individual with a disability to participate equally in the 
program or benefit from the program or service. 

(13) “Sexual orientation” means an individual’s actual or per-
ceived heterosexuality, homosexuality, bisexuality or gender identity, 
regardless of whether the individual’s gender identity, appearance, 
expression or behavior differs from that traditionally associated 
with the individual’s sex at birth. 

(14) “Subcontractor” means any entity or agent who enters 
into an agreement with an Authority contractor to perform part or 
all of the obligations of the contractor who has a contract with the 
Authority funded in whole or part with federal funds. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 5-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 19-2011, f. 
8-30-11, cert. ef. 9-1-11; OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0010  
Non-Discrimination Policy  

(1) The Authority shall not, either directly or through another 
entity, discriminate against any individual, or harass, exclude from 
participation, or deny the benefit of programs, services or activities 
because the individual belongs to a protected class.  

(2) The Authority shall not discriminate against an individual 
in the granting of licenses and certificates because the individual is 
part of a protected class.  

(3) The Authority shall not apply criteria, standards, or 
practices that screen out or tend to screen out individuals in a pro-
tected class from fully and equally enjoying any goods, programs, 
services, or activities unless: 

(a) The criteria can be shown to be necessary for providing 
those goods, programs, services or activities; or  

(b) The Authority determines the screening or exclusion iden-
tifies a direct threat to the health or safety of others. 

(4) The Authority shall provide programs, services, and activ-
ities in the most integrated setting possible to meet the needs of 
individuals within the context of the program, service, or activity. 

(5) The Authority shall not require an individual to participate 
in programs, services, or activities that are separate or different, 
despite the existence of permissibly separate or different programs 
or activities. 

(6) The Authority shall ensure each program, service, or activ-
ity, including public meetings, hearings and events, are usable by 
all individuals. This includes respecting the individual’s dignity by 
providing individuals with disabilities the ability to safely approach, 
enter, operate, and participate in the program, service, or activity 
with or without reasonable modifications. 
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(7) The Authority shall ensure each program, service, or 
activity provides individuals with the opportunity to access transla-
tion, oral and sign language interpreters, auxiliary aids or services 
and other alternative methods of communications, including help 
for non-English speaking individuals and limited English proficiency 
(LEP) persons. 

(8) The Authority shall take appropriate steps to ensure that 
communications with applicants, participants, and members of the 
public with disabilities are as effective as communications with 
others.  

(9) The Authority shall not deny individuals the opportunity 
to participate on planning or advisory boards based on the individ-
ual’s protected class. 

(10) The Authority shall not discriminate against individuals 
due to their relationship or association with one or more individuals 
in a protected class.  

(11) The Authority shall not retaliate against any individual 
filing a report of discrimination or harassment. 

(12) The Authority shall comply with the following statutes 
and regulations: 

(a) Title VI of the Civil Rights Act of 1964 prohibiting dis-
crimination in the delivery of services based on race, color or 
national origin (42 USC §2000d), and the United States Department 
of Justice (DOJ) implementing regulations at 28 C.F.R. Part 42, 
Subpart C.  

(b) The Omnibus Crime Control and Safe Streets Act of 1968, 
prohibiting discrimination in the delivery of services based on race, 
color, national origin, religion, or sex (42 U.S.C. § 3789d(c) (1)), 
and the DOJ implementing regulations at 28 C.F.R. Part 42, 
Subpart D.  

(c) Guidance to Federal Financial Assistance Recipients 
Regarding Title VI Prohibition Against National Origin Discrimi-
nation Affecting Limited English Proficient Persons at 67 Fed. 
Reg. 41455 (June 18, 2002), addressing the obligation of recipients 
to take reasonable steps to provide meaningful access to funded 
programs and activities to those persons who may be limited 
English proficient (LEP), pursuant to Title VI and the Safe Streets 
Act.  

(d) Section 504 of the Rehabilitation Act of 1973, prohibiting 
discrimination in the delivery of services based on disability (29 
U.S.C. § 794), and the DOJ implementing regulations at 28 C.F.R. 
Part 42, Subpart G. 

(e) Title II of the Americans with Disabilities Act of 1990 (as 
amended), prohibiting discrimination in the delivery of services 
based on disability (42 U.S.C. § 12132), and the DOJ implementing 
regulations at 28 C.F.R. Part 35. 

(f) Title III of the Americans with Disabilities Act of 1990 (as 
amended), prohibiting discrimination in places of public accom-
modation based on disability (42 U.S.C. § 12182), and the DOJ 
implementing regulations at 28 C.F.R. Part 36. 

(g) Title IX of the Education Amendments of 1972, prohibiting 
discrimination in educational services based on sex (20 U.S.C. § 
1681), and the DOJ implementing regulations at 28 C.F.R. Part 54. 

(h) The Age Discrimination Act of 1975, prohibiting discrim-
ination in the delivery of services based on age (42 U.S.C. § 6102), 
and the DOJ implementing regulations at 28 C.F.R. Part 42, 
Subpart I. 

(i) Executive Order 13279 and the DOJ regulations on the 
Equal Treatment for Faith-Based Organizations, prohibiting dis-
crimination in the delivery of services based on religion and pro-
hibiting the use of federal funding for inherently religious activities 
(28 C.F.R. Part 38(i)). 

(j) Section 1557 of the Patient Protection and Affordable Care 
Act of 2010, prohibiting discrimination in the delivery of services 
in health care programs or activities based on race, color, national 
origin, sex, sex stereotypes, gender identity, age or disability. 

(k) Oregon Revised Statute 659A.403, prohibiting discrimina-
tion in places of public accommodation based on race, color, 
religion, sex, sexual orientation, national origin, marital status or 
age if the individual is 18 years of age or older.  

(l) Oregon Revised Statute 659A.103, prohibiting discrimina-
tion on the basis of disability. 

(m) All other applicable state or federal laws.  
Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 5-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 19-2011, f. 
8-30-11, cert. ef. 9-1-11; OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0015  
Illegal Drug Use 

(1) Except as provided in OAR 943-005-0015(2), this rule 
does not prohibit discrimination against an individual based on that 
individual’s current illegal use of drugs. 

(2) The Authority shall not deny services to an eligible indi-
vidual based on the individual’s current illegal use of drugs when 
the requested or provided services are in connection with drug 
rehabilitation or other health services related to the individual’s 
current illegal use of drugs.  

(3) A drug rehabilitation or treatment program may deny par-
ticipation to an individual who engages in illegal use of drugs 
while that individual is in the program. 

(4) A program may adopt reasonable drug testing policies 
designed to ensure that an individual who has illegally used drugs 
in the past is not now using drugs illegally. 

(5) A psychoactive substance use disorder resulting from cur-
rent illegal use of drugs is not a disability under these rules. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 5-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 19-2011, f. 
8-30-11, cert. ef. 9-1-11; OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0020  
Reasonable Modifications 

(1) Unless the Authority Director or the Director’s designee 
determines in writing that a modification or alteration will funda-
mentally alter the nature or benefit of the program, service or 
activity, or create an undue administrative or financial burden, the 
Authority shall:  

(a) Make reasonable modifications to the policies, practices or 
processes of a program, service or activity when the modifications 
are necessary to avoid discrimination based on disability. 

(b) Provide aids and services or alternate format communica-
tions to individuals with disabilities where necessary to ensure an 
equal opportunity to participate in, and enjoy the benefits of a pro-
gram, service, or activity.  

(2) The Authority shall decide which aid, service or format 
may be provided without fundamental alteration or undue burden, 
but shall consider first the choice of the requester. 

(a) Except as authorized under specific programs, the Authority 
is not required to provide personal devices, individually prescribed 
devices, readers for personal use or study, or services of a personal 
nature. 

(b) The Authority shall not assess a charge or fee to an indi-
vidual with a disability or any group of individuals with disabilities 
to cover the costs of measures required to provide the individual 
with a reasonable modification. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 5-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 19-2011, f. 
8-30-11, cert. ef. 9-1-11; OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0025  
Requesting a Reasonable Modification  

(1) Requests for reasonable modification to a program, 
service, or activity may be made to Authority staff either verbally, 
by completing the Request for Reasonable Modification form, or in 
any manner otherwise acceptable to the Authority. 

(2) When the Authority receives a request for reasonable 
modification, the Authority shall: 

(a) Make a determination about any additional documentation 
needed and request the documentation. 

(b) Communicate with the individual requesting the reasonable 
modification about the process, additional required documentation 
and the possibility of acceptable alternate modifications.  
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(c) Authority staff shall consider the requester a partner, com-
municating routinely and respectfully in an effort to achieve a swift 
and satisfactory resolution to requests for reasonable modification.  

(3) When a request for reasonable modification is related to an 
event or activity that is fixed in time, such as a public meeting, 
Authority staff shall make a decision as soon as reasonably 
possible, and in no case less than eight hours prior to the event or 
activity, provided the request is received at least 12 hours prior to 
the event or activity. 

(4) No more than 15 days after receiving a request or any 
additional required documentation, whichever is later, the Authority 
shall notify the requester in writing that the requested modification 
was approved, approved with alternate modification, or denied. 

(a) Notification related to a request for reasonable modification 
approved with alternate modifications or denied shall be clearly 
labeled “Preliminary Notification Subject to Review”. 

(b) The Authority shall ensure the approved modification 
occurs within a reasonable time. 

(5) The Authority’s ADA Coordinator shall review all prelim-
inary notifications. 

(6) An individual or the individual’s representative may 
request a review meeting with the ADA Coordinator after receiving 
a preliminary notification approving alternate modifications or 
denying modifications. 

(a) If a review meeting is not requested within 60 days of the 
preliminary notification, the decision shall become final. 

(b) Within 15 days of receiving a request for a review 
meeting, the ADA Coordinator will meet with the individual or the 
individual’s representative and attempt to resolve the individual’s 
concerns. 

(c) Within 15 days of the review meeting, the ADA Coordinator 
will respond in writing and shall notify the requestor of the final 
result of the review. 

(7) An individual whose request for reasonable modification 
has been denied or approved with an alternate modification that the 
individual believes to be inadequate may file: 

(a) A report of discrimination as described in these rules; or  
(b) A complaint with the appropriate federal or state regulatory 

agency. 
(8) The Authority shall retain all written requests for meetings 

with the ADA Coordinator for at least three years. 
Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 5-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 19-2011, f. 
8-30-11, cert. ef. 9-1-11; OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0030  
Reporting Discrimination and Available Remedies 

(1) Any individual, or individual’s representative, who believes 
an individual has been discriminated against, harassed, excluded 
from participation or denied the benefit of programs, services, or 
activities because the individual is a member of a protected class 
may file a report of discrimination based on protected class.  

(a) The Authority shall accept anonymous reports and investi-
gate them to the extent possible. 

(b) The Authority shall maintain confidentiality when con-
ducting investigations to the extent possible.  

(c) The Authority shall ask the reporter or affected individual 
to sign a release of information indicating authorization for the 
Authority to access information to assist the investigation. 

(2) The Authority shall accept a report of discrimination based 
on a request for reasonable modification only if: 

(a) The request for reasonable modification, including requests 
for auxiliary aids or services, an interpreter, or an alternate format 
communication, was made as provided for in these rules; and  

(b) The final result under these rules was a denial or provision 
of an alternate modification that the requester believes to be inade-
quate. 

(3) A report of discrimination shall be filed within 180 days of 
the date of the alleged discrimination unless good cause exists for 
the delay in reporting. 

(4) The Authority shall accept a report of discrimination on 
the Authority’s form, in a verbal report or in any other format that 
contains enough information to allow the Authority to investigate 
the report.  

(a) A report of discrimination may be submitted to any 
Authority office, in person, by phone, fax or electronically. 

(b) Any Authority employee who receives a report of discrim-
ination based on protected class shall notify OEI in accordance 
with approved Authority policies and processes.  

(c) OEI or its designee shall coordinate and conduct investiga-
tions related to reports of discrimination. 

(5) A complete report of discrimination includes: 
(a) The name of all parties involved, including any witnesses. 
(b) A specific and detailed description of the conduct or action 

that the individual believes is discriminatory or harassing. 
(c) The name and location of the building or facility the indi-

vidual was unable to access or the program, service, or activity in 
which the individual was denied participation.  

(d) The date or time period in which the discrimination or 
harassment occurred.  

(e) A description of the remedy the client or the individual 
filing the report desires. 

(f) A statement of good cause that justifies waiving the time 
limit, if more than 180 days have passed since the discrimination or 
harassment occurred. 

(6) Authority staff shall assist reporters and make every effort 
to obtain a complete report. 

(7) The Authority shall investigate all reports of discrimination 
to the fullest extent possible.  

(a) All investigations shall include an interview with the indi-
vidual filing the report, when that individual is known.  

(b) All Authority employees shall fully cooperate with inves-
tigations. 

(8) The Authority shall provide as requested, at no cost to the 
parties, reasonable modifications or alternate means of participation 
in order to aid the investigation. Such modifications or alternate 
means include but are not limited to the provision of an interpreter 
or written material in large print. 

(9) Within seven days of receiving a report of discrimination 
based on protected class, the Authority shall provide written notifi-
cation to: 

(a) The individual who was allegedly discriminated against or 
harassed, the individual’s representative, or the reporter, if different.  

(b) The alleged perpetrator in accordance with the respective 
collective bargaining agreements and related state policies. 

(c) The notice to the alleged perpetrator shall state that retali-
ation is prohibited. 

(10) When the investigation is complete, the Authority shall 
provide written notification to the:  

(a) Individual who filed the report. 
(b) Individual who was allegedly discriminated against or 

harassed, or the individual’s representative, if different from (a). 
(c) The alleged perpetrator in accordance with appropriate 

collective bargaining agreements and related policies.  
(11) The closing notice shall include, as appropriate: 
(a) The findings of the investigation. 
(b) An explanation about the process and timelines for a 

request for reconsideration.  
(12) When the Authority substantiates a report of discrimination 

or harassment, the Authority shall take prompt and appropriate 
action in accordance with policy, contracts, and collective bargaining 
agreements. 

(13) Authority employees who violate these rules may be sub-
ject to disciplinary action up to and including termination from 
state service.  

(14) The remedies provided under these rules are in addition 
to other remedies available under state or federal rule or law, 
except where exhaustion of these remedies is a requirement of 
seeking remedies in another forum.  

(15) The Authority shall make available: 
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(a) Information about an individual’s right to file a complaint 

with the other entities, including the U.S. Department of Justice 

(USDOJ), U.S. Department of Health and Human Services Office 

of Civil Rights (OCR), and the Oregon Bureau of Labor and Indus-

tries (BOLI); and  

(b) Applicable timelines for reporting complaints of discrimi-

nation and harassment with other entities.  

(16) These rules and remedies do not create a contested case 

subject to judicial review.  

Stat. Auth.: ORS 413.042 

Stats. Implemented: ORS 413.042 

Hist.: OHA 5-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 19-2011, f. 

8-30-11, cert. ef. 9-1-11; OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15

943-005-0040 
Request for Reconsideration 

(1) When the investigation of a report of discrimination or 
harassment is complete, the individual who filed the report of dis-
crimination or harassment, the aggrieved individual, or the person 
accused of discrimination or harassment may submit a written 
request for reconsideration within 20 days of the date the closing 
notice is issued. 

(2) Written requests for reconsideration must be dated and 
submitted to the Authority’s Director’s Office.  

(3) The Director or Director’s designee shall issue a final writ-
ten response to the request for reconsideration. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0050 
Data Collection 

(1) OEI shall maintain records related to reports of alleged 
discrimination and harassment including data on the: 

(a) Number of reports received.  
(b) Types of discrimination or harassment alleged.  
(c) Location of the alleged discrimination.  
(d) Resolution status of individual reports. 
(e) Number of requests for reconsideration. 
(2) OEI shall establish reporting standards for designees. 
(3) OEI shall retain all collected reporting records for at least 

three years.  
Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0060 
Authority Contractors and Subcontractors 

(1) Authority contractors and subcontractors shall: 
(a) Comply with all applicable state and federal statutes and 

rules.  
(b) Designate an individual to serve as the Authority contact 

for tracking and compliance purposes. 
(c) Establish non-discrimination and reasonable modifications 

policies similar to those described in these rules. 
(d) Establish written processes for documenting and resolving 

reports of discrimination, harassment, and requests for reasonable 
modification. 

(e) Provide a copy of their non-discrimination policies and 
processes to OEI upon request. 

(f) Maintain records related to reports of alleged discrimination 
and harassment substantially similar to the data collection require-
ments established by these rules and provide them to the Authority 
upon request.  

(g) Retain these records for at least three years. 
(2) Authority contractors or subcontractors with 15 or more 

employees shall designate at least one person to coordinate its 
efforts to adopt grievance procedures. 

(3) The name and contact information of the coordinator shall 
be communicated to individuals requesting information, or applying 
for or receiving the benefit of programs, services, or activities in 
handbooks and other general information materials, including but 
not limited to appropriate websites and publications.  

(4) Contractor and subcontractor grievance procedures shall: 
(a) Incorporate appropriate due process standards. 
(b) Provide for the prompt and equitable resolution of com-

plaints alleging discrimination or harassment based on protected 
class.  

(5) Authority contractors and subcontractors shall provide 
timely and meaningful notice to individuals about the: 

(a) Contractor’s or subcontractor’s non-discrimination policies 
and processes;  

(b) Individual’s right to file a complaint with the Authority, 
U.S. Department of Justice (USDOJ), U.S. Department of Health 
and Human Services Office of Civil Rights (OCR), and the Oregon 
Bureau of Labor and Industries (BOLI); and  
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(c) Applicable timelines for reporting complaints of discrimi-
nation and harassment with the Authority, USDOJ, OCR and 
BOLI.  

(6) Authority contractors and subcontractors shall include the 
information required by this rule in handbooks and other general 
information materials including but not limited to appropriate web-
sites and publications provided to individuals requesting information, 
or applying for or receiving the benefit of programs, services, or 
activities. 

(7) If the Authority receives a report of discrimination or 
harassment involving the conduct of an Authority contractor or 
subcontractor: 

(a) The Authority shall inform the Authority contractor or 
subcontractor of the report. 

(b) The Authority contractor or subcontractor shall: 
(A) Cooperate with the Authority’s investigative process;  
(B) Take prompt and appropriate action consistent with this 

rule, Authority contracts, and all applicable Authority administrative 
rules, policies and processes.  

(8) Authority contractors who violate these rules may be 
subject to action including, but not limited to requests to cure, 
implementation of compliance work plans, contract amendments, 
or termination and non-renewal of contract. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

943-005-0070 
Implementation and Training 

(1) OEI shall develop a plan to communicate the Authority’s 
non-discrimination rules and associated policies and processes to 
individuals who interact with the Authority, including regular and 
temporary employees, volunteers, contractors and subcontractors 
and clients.  

(2) OEI shall coordinate the Authority’s civil rights compliance 
activities. 

(3) All Authority employees shall receive training regarding 
this policy that includes: 

(a) Information about where to find these rules and associated 
policies; and 

(b) An opportunity to ask questions and have their questions 
answered. 

(4) OEI shall work collaboratively within the Authority to: 
(a) Bring existing processes into compliance with this rule and 

Authority policy. 
(b) Increase uniformity within Authority programs in policy 

and processes related to civil rights violations and investigations. 
(c) Improve identification of civil rights violations. 
(d) Ensure uniformity in tracking and compiling data related 

to civil rights complaints and violations. 
(e) Communicate the Authority’s non-discrimination rules, 

policies, and processes in handbooks and other general information 
materials to individuals requesting information, or applying for or 
receiving the benefit of programs, services, or activities.  

(5) The Authority shall provide contractors and subcontractors 
with communication and training materials developed as a part of 
the implementation of these rules.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 413.042 
Hist.: OHA 3-2014, f. 9-10-14, cert. ef. 1-1-15 

DIVISION 7 

CRIMINAL HISTORY CHECKS  

943-007-0001 
Criminal History Checks  

Employees, volunteers, providers and contractors for the Ore-
gon Health Authority (Authority) are subject to background checks 
and screening to determine if they have a history of criminal or 
abusive behavior such that they should not be allowed to work, 

volunteer, be employed, or otherwise perform in positions covered 
by these rules.  

(1) The Authority adopts and incorporates by reference the 
rules established in: OAR 407-007-0000 to 0075 and 407-007-
0090 to 0100 (Employees, Volunteers and Contractors); for those 
matters that involve employees, volunteers, or contractors of the 
Authority, except as otherwise provided in this rule.  

(2) The Authority adopts and incorporates by reference the 
rules established in: OAR 407-007-0200 to 407-007- 0325; and 
407-007-0340 to 407-007-0370 (Providers) for those matters that 
involve any entity or agency licensed, certified, registered, or oth-
erwise regulated by the Authority, except as otherwise provided in 
this rule.  

(3) The Authority adopts and incorporates by reference the 
rules established in OAR 407-007-0400 to 0460 for those matters 
that involve abuse checks for Authority employees, volunteers, and 
applicants for employment or volunteer positions, except as other-
wise provided in this rule. 

(4) Any reference to any rule from OAR 407-007-0000 to 
407-007-0100 or from 407-007-0400 to 407-007-0460 in rules or 
contracts of the Authority are deemed to be references to the 
requirements of this rule, and shall be construed to apply to 
employees, volunteers, or contractors of the Authority.  

(5) References in OAR 407-007-0000 to 407-007-0460 to the 
Department of Human Services (Department) or to the Oregon 
Health Authority shall be construed to be references to either or 
both agencies.  

(6) The Authority authorizes the Department to act on its 
behalf in carrying out background checks and screening associated 
with the administration of programs or activities administered by 
the Authority.  

(7) The Authority shall conduct appeals of a Notice of Intent 
to Deny for potentially disqualifying abuse pursuant to OAR 943-
007-0335. All other appeals shall be conducted by the Authority 
pursuant to 943-007-0501.  

Stat. Auth.: ORS 181.534, 181.537 & 413.042 
Stats. Implemented: ORS 181.534, 181.537 & 183.341  
Hist.: OHA 2-2012(Temp), f. & cert. ef. 5-7-12 thru 11-2-12; OHA 6-2012, f. 8-
9-12, cert. ef. 8-10-12 

943-007-0335 
Decision and Appeal Rights for Providers with Potentially 
Disqualifying Abuse 

(1) This rule applies only to: 
(a) Background checks in which an SI has potentially disqual-

ifying abuse under OAR 407-007-0290(11)(d) with no other poten-
tially disqualifying convictions or conditions; and 

(b) After a weighing test under OAR 407-007-0300, the 
Authority determines that more likely than not, SI poses a risk to 
the physical, emotional, or financial well-being of vulnerable indi-
viduals. 

(2) The Authority shall provide the SI a written Notice of 
Intent to Deny. 

(a) The Authority shall indicate on the Notice of Intent to 
Deny the date the final fitness determination was made and the date 
of the intended action if the SI fails to request an expedited hearing. 

(b) The Authority shall mail the Notice of Intent to Deny to 
the SI using the mailing address provided by the SI by the next 
business day after the date of the final fitness determination. 

(c) The Authority shall include a copy of the background 
check request and an Expedited Hearing Request form with the 
Notice of Intent to Deny. 

(3) An SI may contest a Notice of Intent to Deny by 
requesting an expedited hearing. The expedited hearing process is 
conducted in accordance with ORS 183.411 to 183.497 and the 
Attorney General’s Uniform and Model Rules of Procedure for the 
Office of Administrative Hearings (OAH), OAR 137-003-0501 to 
137-003-0700. 

(4) To request an expedited hearing, the SI must submit a 
completed and signed Expedited Hearing Request form. The 
request for an expedited hearing must be received by the Authority 
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within 10 calendar days after the date of the final fitness determina-
tion. 

(5) An SI has the right to represent him or herself or have 
legal representation during the expedited hearing process. For the 
purpose of this rule, the term “SI” shall be considered to include 
the SI’s legal representative if the SI has provided the Authority 
with the information. 

(a) An SI appealing a Notice of Intent to Deny regarding the 
position of homecare worker as defined in ORS 410.600 or 
personal support worker as defined in ORS 410.600 may be repre-
sented by a labor union representative pursuant to ORS 183.459. 

(b) For all other SIs, the SI may not be represented by a lay 
representative. 

(6) If the SI fails to request an expedited hearing within the 
allowed time, the Authority shall issue a Notice of Denial to the SI 
and to the QE. The SI shall have no further hearing rights under 
OAR 943-007-0501. 

(7) If the SI requests an expedited hearing in a timely manner, 
the SI shall remain in the same status made in a preliminary fitness 
determination under OAR 407-007-0315 until the date of a final 
order or the Notice of Denial. 

(8) The Authority may conduct an administrative review 
before referring the appeal to OAH. 

(a) The SI must participate in the administrative review. Par-
ticipation may include but is not limited to providing additional 
information or documents requested by the BCU within a specified 
amount of time. 

(b) The administrative review is not open to the public. 
(c) The Authority may make an informal disposition based on 

the administrative review and shall issue a final order and a notice 
of fitness determination. 

(9) The Authority may be represented by a hearing representa-
tive in expedited hearings or by the Office of the Attorney General. 

(a) The Authority shall provide the administrative law judge 
and the SI a complete copy of available information used during 
the background checks and fitness determinations. The claimant is 
entitled to reasonable notice of all hearing documents either 
through personal service, electronically, regular mail, or certified 
mail. 

(b) An SI may not have access to confidential information 
contained in abuse investigation reports or other records collected 
or developed during the abuse check process without a protective 
order limiting further disclosure of the information. 

(A) A protective order issued pursuant to this section must be 
issued by an administrative law judge as provided for in OAR 137-
003-0570(8) or by a court of law. 

(B) In conjunction with a protective order issued pursuant to 
this section, individually identifying information relating to clients, 
witnesses, and other individuals identified in abuse investigation 
reports or other records collected or developed during the abuse 
check process shall be redacted prior to disclosure, except for the 
information identifying the SI. 

(10)The expedited hearing shall be conducted by the OAH by 
telephone within 10 business days from the receipt of the completed 
and signed Expedited Hearing Request form. 

(a) The expedited hearing is not open to the public. 
(b) The administrative law judge shall make a new fitness 

determination based on evidence and the record. 
(c) The only remedy an administrative law judge may grant is 

a fitness determination that the subject individual is approved, 
approved with restrictions, or denied. Under no circumstances 
shall the Authority or the QE be required to place an SI in any posi-
tion, nor shall the Authority or the QE be required to accept 
services or enter into a contractual agreement with an SI. 

(12) The Authority shall issue a dismissal order in the 
following situations: 

(a) The SI may withdraw an expedited hearing request 
verbally or in writing at any time before the issuance of a final 
order. A dismissal order due to the withdrawal is effective the date 
the withdrawal is received by the Authority or the OAH. The SI 

may cancel the withdrawal in writing within four calendar days 
after the date of withdrawal. 

(b) The Authority shall dismiss a hearing request when the SI 
fails to participate in the administrative review. Failure to participate 
in the administrative review shall result in termination of hearing 
rights. The order is effective on the due date for participation in the 
administrative review. 

(c) The Authority shall dismiss a hearing request when the SI 
fails to appear at the time specified for the expedited hearing. The 
order is effective on the date scheduled for the hearing. 

(13) After an expedited hearing, the administrative law judge 
shall issue a final order within three business days. 

(a) If the final order maintains the Authority’s intent to deny, 
the Authority shall issue a Notice of Denial by the next business 
day after the date of the final order. The SI shall have no further 
hearing rights under OAR 943-007-0501. 

(b) If the final order reverses the Authority’s intent to deny to 
an approval or a restricted approval, the Authority shall issue a 
Notice of Fitness Determination by the next business day after the 
date of the final order unless the Authority formally stays the final 
order. 

(14) Final orders, including dismissal and default orders, are 
subject to reconsideration or rehearing petitions within 60 calendar 
days after the order is served, pursuant to OAR 137-003-0675. 

Stat. Auth.: ORS 181.534, 181.537 & 413.042 
Stats. Implemented: ORS 181.534, 181.537 & 183.341  
Hist.: OHA 2-2012(Temp), f. & cert. ef. 5-7-12 thru 11-2-12; OHA 6-2012, f. 8-
9-12, cert. ef. 8-10-12 

943-007-0501  
Contesting a Final Fitness Determination  

(1) A final fitness determination of denied or approved with 
restrictions is considered an adverse outcome. An SI with an 
adverse outcome may contest that outcome.  

(2) If an SI is denied, the SI may not work, volunteer, be 
employed, hold the position, provide services or be employed, 
licensed, certified, or registered or otherwise perform in positions 
covered by these rules. An SI appealing a restricted approval may 
only work under the terms of the restriction during the appeal.  

(3) If an adverse outcome is changed at any time during the 
appeal process, the change does not guarantee employment or 
placement.  

(4) An SI may challenge the accuracy or completeness of 
information provided by the OSP, the FBI, or other agencies report-
ing information to the Authority, by appealing to the entity 
providing the information. These challenges are not subject to the 
Authority’s appeal process.  

(5) The SI has the right to represent him or herself or have 
legal representation during the appeal process. The SI may not be 
represented by a lay person. In this rule, the term “SI” shall be con-
sidered to include the SI’s legal representative.  

(a) An SI appealing an adverse outcome regarding the position 
of personal support worker as defined in ORS 410.600 may be rep-
resented by a labor union representative pursuant to ORS 183.459. 

(b) For all other SIs, the SI may not be represented by a lay 
representative. 

(6) An SI who is already employed by the Authority at the 
time of the final fitness determination may appeal through 
applicable personnel rules, policies, and collective bargaining pro-
visions. The SI’s decision to do so is an election of remedies as to 
the rights of the SI with respect to the fitness determination and 
constitutes a waiver of the contested case process described in this 
rule.  

(7) An SI may contest an adverse fitness determination by 
requesting a contested case hearing. The contested case hearing 
process is conducted pursuant to ORS 183.411 to 183.497 and the 
Attorney General’s Uniform and Model Rules of Procedure for the 
Office of Administrative Hearings (OAH), OAR 137-003-0501 to 
137-003-0700.  

(a) To request a contested case hearing the SI must complete 
and sign the Hearing Request form.  
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(b) The completed and signed form must be received by the 
Authority within the following time lines:  

(A) For Authority employees and SIs offered employment by 
the Authority, no later than 15 calendar days after the effective date 
of action listed on the notice of the fitness determination.  

(B) For all other SIs, no later than 45 calendar days after the 
effective date of action listed on the notice of the fitness determina-
tion.  

(c) If a request for hearing is not timely, the Authority shall 
determine, based on a written statement from the SI and available 
information, if there is good cause to proceed with the appeal.  

(d) The Authority may refer an untimely request to OAH for a 
hearing on the issue of timeliness.  

(8) The Authority may conduct an administrative review 
before referring the appeal to OAH. 

(a) The SI must participate in the administrative review. Par-
ticipation may include but is not limited to providing additional 
information or additional documents requested by the Authority 
within a specified amount of time.  

(b) The administrative review is not open to the public.  
(9) The Authority may conduct additional criminal records or 

abuse checks during the contested case hearing process to update 
or verify the SI’s potentially disqualifying convictions or conditions 
and factors to consider in the weighing test. If needed, the 
Authority may amend the notice of fitness determination during the 
appeal process while still maintaining the original hearing rights 
and deadlines.  

(10) The Authority shall be represented by a hearing represen-
tative in contested case hearings. The Authority may also be repre-
sented by the Department of Justice’s Office of the Attorney 
General.  

(a) The Authority shall provide the administrative law judge 
and the SI a complete copy of available information used during 
the criminal records checks and fitness determinations. The notice 
of contested case and prehearing summary and all other documents 
shall be mailed by regular first class mail.  

(b) SIs may not have access to confidential information con-
tained in records collected or developed during the criminal 
records check process without a protective order limiting further 
disclosure of the information.  

(A) A protective order issued pursuant to this section must be 
issued by an administrative law judge as provided for in OAR 137-
003-0570(8) or by a court of law.  

(B) In conjunction with a protective order issued pursuant to 
this section, individually identifying information relating to clients, 
witnesses, and other persons identified in abuse investigation 
reports or other records collected or developed during the criminal 
records check process shall be redacted prior to disclosure, except 
for the information identifying the SI. 

(c) The contested case hearing is not open to the public.  
(d) The administrative law judge shall make a new fitness 

determination based on the evidence and the contested case hearing 
record.  

(e) The only remedy that an administrative law judge may 
grant is a fitness determination that the SI is approved, approved 
with restrictions (if allowed by rule), or denied. Under no circum-
stances shall the Authority or Qualified Entity (QE) be required to 
place an SI in any position, nor shall the Authority or QE be 
required to accept services or enter into a contractual agreement 
with an SI. 

(f) For providers, a hearing pursuant to these rules may be 
conducted in conjunction with a licensure or certification hearing 
for the SI. 

(11) The result of an appeal is a final order.  
(a) The notice of fitness determination becomes the final order 

as if the SI never requested a hearing in the following situations:  
(A) The SI failed to request a hearing in the time allotted in 

this rule. No other document shall be issued after the notice of 
fitness determination.  

(B) The SI withdraws the request for hearing at any time 
during the appeal process.  

(b) The Authority may make an informal disposition based on 
the administrative review. The Authority shall issue a final order 
and new notice of fitness determination. If the resulting fitness 
determination is an adverse outcome, the appeal shall proceed to a 
contested case hearing. 

(c) The Authority shall issue a dismissal order in the following 
situations:  

(A) The SI may withdraw a hearing request verbally or in 
writing at any time before the issuance of a final order. A dismissal 
order due to the withdrawal is effective the date the withdrawal is 
received by the Authority or OAH. The SI may cancel the with-
drawal in writing within 14 calendar days after the date of with-
drawal. 

(B) The Authority shall dismiss a hearing request when the SI 
fails to participate in the administrative review. Failure to participate 
in the administrative review shall result in termination of hearing 
rights. The order is effective on the due date for participation in the 
administrative review. The Authority shall review a good cause 
request to reinstate hearing rights if received in writing by the 
Authority within 14 calendar days.  

(C) The Authority shall dismiss a hearing request when the SI 
fails to appear at the time and place specified for the contested case 
hearing. The order is effective on the date scheduled for the 
hearing. The Authority shall review a good cause request to 
reinstate hearing rights if received in writing by the Authority 
within 14 calendar days of the order.  

(d) After a hearing, the administrative law judge shall issue a 
proposed and final order.  

(A) If no written exceptions are received by the Authority 
within 14 calendar days after the service of the proposed and final 
order, the proposed and final order shall become the final order.  

(B) If timely written exceptions to the proposed and final 
order are received by the Authority, the Authority’s ‘s Director or 
designee shall consider the exceptions and serve a final order, or 
request a written response or a revised proposed and final order 
from the administrative law judge.  

(12) Final orders, including dismissal and default orders, are 
subject to reconsideration or rehearing petitions within 60 calendar 
days after the final order is served, pursuant to OAR 137-003-
0675.  

(13) The Authority may provide the QE’s QED with the 
results of the appeal.  

Stat. Auth.: ORS 181.534, 181.537 & 413.042 
Stats. Implemented: ORS 181.534, 181.537 & 183.341  
Hist.: OHA 2-2012(Temp), f. & cert. ef. 5-7-12 thru 11-2-12; OHA 6-2012, f. 8-
9-12, cert. ef. 8-10-12 

DIVISION 12 

RESTRICTING ACCESS TO OREGON HEALTH 
AUTHORITY PREMISES AND EMPLOYEES  

943-012-0005  
Definitions  

The following definitions apply to OAR 943-012-0005 through 
943-012-0025:  

(1) “Authority” means the Oregon Health Authority.  
(2) “Division” means every individual organizational unit 

within the Authority.  
(3) “Employee” means individuals acting in the course and 

scope of their duties who are on the State of Oregon payroll, 
contract employees, employees of temporary service agencies, and 
volunteers. It also includes employees of other government or 
social service agencies who, at the time they are accompanying an 
Authority employee on Authority business, are the target of 
conduct described in OAR 943-012-0010.  

(4) “Premises” means any land, building, facility, and other 
property owned, leased, or in the possession of, and used or con-
trolled by the Authority. When the Authority occupies space in a 
building occupied by multiple tenants, the definition includes the 
common areas of the building used by all tenants such as, but not 
limited to, restrooms, hallways, and food service areas.  
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(5) “Restriction of Access” means the Authority has limited 
an individual’s access to specific Authority premises, employees, 
or methods of communication.  

(6) “Weapon” includes, but is not limited to:  
(a) A dangerous or deadly weapon as defined in ORS 161.015;  
(b) Any other object or substance used in a manner that com-

promises the safety of Authority employees or visitors on Authority 
premises;  

(c) An imitation or replica of any of the above.  
Stat. Auth.: ORS 413.042  
Stats. Implemented: ORS 413.042, 654.010 
Hist.: OHA 7-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 18-2011, f. 
8-30-11, cert. ef. 9-1-11 

943-012-0010  
Prohibited Conduct  

(1) Conduct that may result in restriction of access includes, 
but is not limited to the following:  

(a) Causing or threatening to cause physical injury to Authority 
employees or visitors;  

(b) Engaging in actions which compromise the safety or 
health of Authority employees or visitors;  

(c) Causing or threatening to cause harm to the family or 
property of an employee or visitors through written, electronic, or 
verbal communication;  

(d) Causing or threatening to cause damage to Authority 
premises;  

(e) Bringing a deadly or dangerous weapon onto the Authority’s 
premises, unless authorized by ORS chapter 166 to carry a 
handgun;  

(f) Displaying, attempting, or threatening to use any weapon, 
on or off Authority premises, that compromises the safety of 
Authority employees or visitors;  

(g) Engaging in harassing conduct as defined in ORS 166.065.  
(h) Engaging in telephonic harassment as defined in ORS 

166.090.  
(2) The conduct listed in section (1) is also prohibited if it 

occurs during employees’ off-work hours and off Authority 
premises and the prohibited conduct is related to the employee’s 
work with the Authority.  

(3) Prior to issuing a restriction of access notice, the Authority 
shall make an individualized assessment as to whether the conduct 
listed in section (1) of this rule is a result of a disability of which 
the Authority has knowledge and whether the conduct is a “direct 
threat” to others as described in OAR 943-005-0000 through 943-
005-0030. If the Authority determines the disabled individual’s 
conduct is not a direct threat, the Authority shall explore the possi-
bility of a reasonable accommodation to mitigate the safety risk.  

(4) The prohibitions on conduct in this rule do not apply to 
individuals who are residents of an Authority-operated residential 
facility.  

Stat. Auth.: ORS 413.042  
Stats. Implemented: ORS 413.042, 654.010  
Hist.: OHA 7-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 18-2011, f. 
8-30-11, cert. ef. 9-1-11 

943-012-0015  
Continuation of Eligible Services  

(1) An individual whose access has been restricted by the 
Authority shall continue to be provided services for which the indi-
vidual meets program eligibility requirements by an alternate and 
effective method of communication as determined by the Authority.  

(2) Alternate methods may include telephone, electronic mail, 
written communication, meeting at a designated secure site, or 
through the individual’s representative.  

Stat. Auth.: ORS 413.042  
Stats. Implemented: ORS 413.042, 654.010  
Hist.: OHA 7-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 18-2011, f. 
8-30-11, cert. ef. 9-1-11 

943-012-0020  
Notification  

(1) If the Authority determines that it is necessary to restrict 
access or the methods of communication because of prohibited 

conduct, the individual will be provided written notification, 
signed by the assistant director or deputy assistant director of the 
affected division, and sent by certified mail or other traceable 
means. The notice shall describe the following:  

(a) Conduct giving rise to the restrictions;  
(b) The specific premises or parts of premises from which the 

individual is excluded; or the forms of communication which are 
restricted;  

(c) The alternate method by which services may be obtained;  
(d) Contact information for services or appointment scheduling;  
(e) The availability of the review process, including notification 

that individuals with disabilities are entitled to request modification;  
(f) The potential criminal consequences for violating the 

notice of restriction of access; and  
(g) The law enforcement agency being notified.  
(2) The notice shall be effective upon issuance.  
(3) Restrictions on access to Authority premises or methods of 

communication shall remain in place until the Authority determines 
the individual no longer poses a threat and issues an official notifi-
cation of removal.  

Stat. Auth.: ORS 413.042  
Stats. Implemented: ORS 413.042, 654.010  
Hist.: OHA 7-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 18-2011, f. 
8-30-11, cert. ef. 9-1-11 

943-012-0025  
Authority Review  

(1) The Authority shall establish an internal review process to 
ensure that a notice of restriction of access is warranted prior to 
issuing a written notice of restriction of access.  

(2) Following the Authority’s issuance of a notice of restriction 
of access, the recipient of the notice may request review of the 
Authority’s determination. The request must be submitted to the 
office of the Director of the Authority. The request must be in 
writing and submitted, by mail or personal delivery, within 15 busi-
ness days of the date of issuance of the notice of restriction of 
access. If the request is submitted by mail, it must be postmarked 
within 15 business days. No particular format is required for the 
request for review; however, the individual should include specific 
grounds for requesting the review.  

(3) Upon receipt of a request for review, the Director or an 
assistant director shall review the request and issue a written deci-
sion. The review may include an informal conference. The decision 
shall be issued within ten days of receipt of the request for review.  

(4) The Authority’s decision is final.  
(5) If the Authority’s decision rules in favor of the individual, 

the restricted individual’s access restriction shall be immediately 
lifted. If the decision is unfavorable to the restricted individual, the 
restricted individual may seek further review after six months have 
lapsed since the date of issuance by following the process described 
in this rule. 

Stat. Auth.: ORS 413.042  
Stats. Implemented: ORS 413.042, 654.010  
Hist.: OHA 7-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 18-2011, f. 
8-30-11, cert. ef. 9-1-11 

DIVISION 14 

PRIVACY AND CONFIDENTIALITY 

943-014-0000  
Definitions  

The following definitions apply to OAR 943-014-0000 to 
943-014-0070:  

(1) “Administrative Hearing” means an oral proceeding before 
an administrative law judge in a contested case hearing. 

(2) “Authority” means the Oregon Health Authority.  
(3) “Authority Workforce” means employees, volunteers, 

trainees, and other persons whose conduct, in the performance of 
work for the Authority, is under the direction and control of the 
Authority, whether or not they are paid by the Authority.  
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(4) “Authorization” means permission from an individual or 
his or her personal representative giving the Authority, and others 
named on the form, authorization to obtain, release or use informa-
tion about the individual from third parties for specified purposes 
or to disclose information to a third party specified by the 
individual.  

(5) “Business Associate” means an individual or entity per-
forming any function or activity on behalf of the Authority 
involving the use or disclosure of protected health information 
(PHI) and is not a member of the Authority’s workforce.  

(a) “Function or activity” includes but is not limited to 
program administration, claims processing or administration, data 
analysis, utilization review, quality assurance, billing, legal, 
actuarial, accounting, consulting, data processing, management, 
administrative, accreditation, financial services, and similar services 
for which the Authority may contract or obtain by interagency 
agreement, if access to PHI is involved.  

(b) Business associates do not include licensees or providers 
unless the licensee or provider also performs some function or 
activity on behalf of the Authority.  

(6) “Client” means an individual who requests or receives 
program benefits or direct services from the Authority, including 
but not limited to services requested in connection with the admin-
istration of the medical assistance program, and individuals who 
apply for or are admitted to a state hospital or who are committed 
to the custody of the Authority,  

(7) “Client Information” means personal information relating 
to a client that the Authority may maintain in one or more locations 
and in various forms, reports, or documents, or stored or transmitted 
by electronic media.  

(8) “Collect” or “Collection” means the assembling of personal 
information through interviews, forms, reports, or other information 
sources.  

(9) “Contract” means a written agreement between the Author-
ity and a person or entity setting forth the rights and obligations of 
the parties including but not limited to contracts, licenses, agree-
ments, interagency agreements, and intergovernmental agreements.  

(10) “Correctional Institution” means any penal or correctional 
facility, jail, reformatory, detention center, work farm, halfway 
house, or residential community program center operated by 
contract with the federal government, a state, or an Indian tribe for 
the confinement or rehabilitation of persons charged with or con-
victed of a criminal offense or other persons held in lawful custody. 
“Other persons held in lawful custody” include juvenile offenders, 
adjudicated delinquents, aliens detained awaiting deportation, wit-
nesses, or others awaiting charges or trial.  

(11) “Corrective Action” means an action that a business 
associate must take to remedy a breach or violation of the business 
associate’s obligations under the business associate’s contractual 
requirement, including but not limited to reasonable steps that must 
be taken to cure the breach or end the violation.  

(12) “Covered Entity” means health plans, health care clear-
inghouses, and health care providers who transmit any health infor-
mation in electronic form in connection with a transaction that is 
subject to federal Health Insurance Portability and Accountability 
Act (HIPAA) requirements, as those terms are defined and used in 
the HIPAA regulations, 45 CFR parts 160 and 164.  

(13) “De-identified Data” means client information from 
which the Authority or other entity has deleted, redacted, or 
blocked identifiers so the remaining information cannot reasonably 
be used to identify an individual.  

(14) “Department” means the Department of Human Services.  
(15) “Disclose” means the release, transfer, relay, provision of 

access to, or conveying of client information to any individual or 
entity outside the Authority.  

(16) “Health Care” means care, services, or supplies related to 
the health of an individual. Health care includes but is not limited 
to preventive, diagnostic, therapeutic, rehabilitative, maintenance, 
palliative care, counseling services, assessment, or procedures with 
respect to the physical or mental condition, or functional status of 
an individual, or that affects the structure or function of the body 

and the sale or dispensing of a drug, device, equipment, or other 
prescribed item.  

(17) “Health Care Operations” means any activities of the 
Authority to the extent that the activities are related to health care, 
Medicaid, or any other health care related programs, services, or 
activities administered by the Authority and include:  

(a) Conducting quality assessment and improvement activities, 
including income evaluation and development of clinical guidelines;  

(b) Population-based activities related to improving health or 
reducing health care costs, protocol development, case management 
and care coordination, contacting health care providers and patients 
with information about treatment alternatives; and related functions 
that do not include treatment;  

(c) Reviewing the competence of qualifications of health care 
professionals, evaluating practitioner, provider, and health plan 
performance; and conducting training programs in which students 
and trainees in areas of health care learn under supervision to 
practice or improve their skills, accreditation, certification, licensing, 
or credentialing activities;  

(d) Underwriting, premium rating, and other activities relating 
to the creation, renewal, or replacement of a contract for Medicaid 
or health care related services;  

(e) Conducting or arranging for medical review, legal services, 
and auditing functions, including fraud and abuse detection and 
compliance programs, and disclosure to the Medicaid Fraud Unit 
pursuant to 43 CFR part 455.21;  

(f) Business planning and development, such as conducting 
cost-management and planning-related analyses related to managing 
and operating the Authority, including administration, development, 
or improvement of methods of payments or health care coverage; 
and  

(g) Business management and general administrative activities 
of the Authority, including but not limited to:  

(A) Management activities relating to implementation of and 
compliance with the requirements of HIPAA;  

(B) Customer service, including providing data analysis;  
(C) Resolution of internal grievances, including administrative 

hearings and the resolution of disputes from patients or enrollees 
regarding the quality of care and eligibility for services; and  

(D) Creating de-identified data or a limited data set.  
(18) “Health Oversight Agency” means an agency or authority 

of the federal government, a state, territory, political subdivision of 
a state or territory, Indian tribe, or a person or entity acting under a 
grant of authority from or by contract with the public agency, 
including employees or agents of the public agency or its contractors 
or grantees that is authorized by law to oversee the health care 
system or government programs in which health information is 
necessary to determine eligibility or compliance, or to enforce civil 
rights laws for which health information is relevant. When per-
forming these functions, the Authority acts as a health oversight 
agency for the purposes of these rules. 

(19) “HIPAA” means the Title II, Subtitle F of the Health 
Insurance Portability and Accountability Act of 1996, 42 USC 
1320d et seq, and the federal regulations adopted to implement the 
Act.  

(20) “Individual” means the person who is the subject of 
information collected, used, or disclosed by the Authority.  

(21) “Individually Identifying Information” means any single 
item or compilation of information or data that indicates or reveals 
the identity of an individual, either specifically (such as the indi-
vidual’s name or social security number), or from which the indi-
vidual’s identity can be reasonably ascertained.  

(22) “Information” means personal information relating to an 
individual, a participant, or an Authority client.  

(23) “Inmate” means a person incarcerated in or otherwise 
confined in a correctional institution. An individual is no longer an 
inmate when released on parole, probation, supervised release, or 
is otherwise no longer in custody.  

(24) “Institutional Review Board (IRB)” means a specially 
constituted review body established or designated by an entity in 
accordance with 45 CFR part 46 to protect the welfare of human 
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subjects recruited to participate in biomedical or behavioral 
research. The IRB must be registered with the Office for Human 
Research Protection.  

(25) “Law Enforcement Official” means an officer or employee 
of any agency or authority of the federal government, a state, terri-
tory, political subdivision of a state or territory, or Indian tribe who 
is empowered by law to:  

(a) Investigate and conduct an official inquiry into a potential 
violation of law; or  

(b) Prosecute or otherwise conduct a criminal, civil, or admin-
istrative proceeding arising from an alleged violation of law.  

(26) “Licensee” means a person or entity that applies for or 
receives a license, certificate, registration, or similar authority from 
the Authority to perform or conduct a service, activity, or function.  

(27) “Minimum Necessary” means the least amount of infor-
mation, when using or disclosing confidential client information, 
that is needed to accomplish the intended purpose of the use, dis-
closure, or request.  

(28) “Participant” means individual’s participating in Authority 
population-based services, programs, and activities that serve the 
general population, but who do not receive program benefits or 
direct services received by a client. Examples of participants 
include but are not limited to an individual whose birth certificate 
is recorded with Department of Vital Statistics, the subjects of 
public health studies, immunization or cancer registries, newborn 
screening, and other public health services, and individuals who 
contact Authority hotlines or the ombudsman for general public 
information services.  

(29) “Payment” means any activities undertaken by the 
Authority related to a client to whom health care is provided in 
order to:  

(a) Obtain premiums or to determine or fulfill its responsibility 
for coverage and provision of benefits under the Medicaid program 
or other publicly funded health care services; and  

(b) Obtain or provide reimbursement for the provision of 
health care.  

(30) Payment activities mean:  
(a) Determinations of eligibility or coverage, including coor-

dination of benefits or the determination of cost sharing amounts, 
and adjudication of health benefit or health care claims;  

(b) Risk adjusting amounts due which are based on enrollee 
health status and demographic characteristics;  

(c) Billing, claims management, collection activities, obtaining 
payment under a contract for reinsurance, and related health care 
data processing;  

(d) Review of health care services with respect to medical 
necessity, coverage under a health plan, appropriateness of care, or 
justification of charges;  

(e) Utilization review activities, including pre-certification 
and pre-authorization of services, concurrent and retrospective 
review of services; and  

(f) Disclosure to consumer reporting agencies relating to col-
lection of premiums or reimbursement including name and address, 
date of birth, payment history, account number, and name and 
address of the health care provider or health plan.  

(31) “Personal Representative” means a person who has 
authority to act on behalf of an individual in making decisions 
related to health care.  

(32) “Protected Health Information (PHI)” means any indi-
vidually identifiable health information, whether oral or recorded 
in any form or medium, that is created or received by a health care 
provider, health plan, public health authority, employer, life insurer, 
school or university, or health care clearinghouse and relates to the 
past, present, or future physical or mental health or condition of an 
individual; the provision of health care to an individual; or the past, 
present, or future payment for the provision of health care to an 
individual. Any data transmitted or maintained in any other form or 
medium by covered entities, including paper records, fax documents, 
all oral communications, or any other form, such as screen prints of 
eligibility information, printed e-mails containing identified indi-
vidual’s health information, claim or billing information, or hard 

copy birth or death certificates. PHI does not include school 
records that are subject to the Family Educational Rights and 
Privacy Act and employment records held in the Authority’s role as 
an employer.  

(33) “Protected Information” means any participant or client 
information that the Authority may have in its records or files that 
must be safeguarded pursuant to Authority policy. This includes 
but is not limited to individually identifying information.  

(34) “Provider” means a person or entity that may seek reim-
bursement from the Authority as a provider of services to Authority 
clients pursuant to a contract. For purposes of these rules, reim-
bursement may be requested on the basis of claims or encounters or 
other means of requesting payment.  

(35) “Psychotherapy Notes” mean notes recorded in any 
medium by a health care provider who is a mental health 
professional documenting or analyzing the contents of conversations 
during a private counseling session, or group, joint, or family coun-
seling session, when the notes are separated from the rest of the 
individual’s record. Psychotherapy notes do not include medication 
prescription and monitoring, counseling session start and stop 
times, the modalities and frequencies of treatment furnished, 
results of clinical tests, and any summary of diagnosis, functional 
status, treatment plan, symptoms, prognosis, or progress to date.  

(36) “Public Health Agency” means a public agency, including 
the Authority, or a person or entity acting under a grant of authority 
from or by contract with the Authority or public agency that 
performs or conducts one or more of the following essential func-
tions that characterize public health programs, services, or activities:  

(a) Monitor health status to identify community health prob-
lems;  

(b) Diagnose and investigate health problems and health haz-
ards in the community;  

(A) Inform, educate, and empower people about health issues;  
(B) Mobilize community partnerships to identify and solve 

health problems;  
(C) Develop policies and plans that support individual and 

community health efforts;  
(D) Enforce laws and regulations that protect health and 

ensure safety;  
(E) Direct individuals to needed personal health services and 

assure the provision of health care when otherwise unavailable;  
(F) Ensure a competent public health and personal health care 

workforce;  
(G) Evaluate the effectiveness, accessibility, and quality of 

personal and population-based health services; and  
(H) Perform research for new insights and innovative solutions 

to health problems.  
(37) “Public Health Authority” means an agency or authority 

of the federal government, a state, territory, political subdivision of 
a state or territory, Indian tribe, or a person or entity acting under a 
grant of authority from or by contract with the public agency, 
including the employees or agents of the public agency, or its con-
tractors or persons or entities to whom it has granted authority, that 
is responsible for public health matters as part of its official 
mandate. When performing functions as a public health agency, the 
Authority acts as a public health authority for purposes of these 
rules. 

(38) “Re-disclosure” means the disclosure of information to a 
person, an Authority program, an Authority subcontracted entity, 
or other entity or person other than what was originally authorized.  

(39) “Research” means systematic investigation, including 
research development, testing, and evaluation, designed to develop 
or contribute to generalized knowledge.  

(40) “Required by Law” means a duty or responsibility that 
federal or state law specifies that a person or entity must perform or 
exercise. Required by law includes but is not limited to court 
orders and court-ordered warrants; subpoenas or summons issued 
by a court, grand jury, a governmental or tribal inspector general, 
or an administrative body authorized to require the production of 
information; a civil or an authorized investigative demand; Medicare 
conditions of participation with respect to health care providers 
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participating in the program; and statutes or rules that require the 
production of information, including statutes or rules that require 
such information if payment is sought under a government program 
providing public benefits.  

(41) “Treatment” means the provision, coordination, or man-
agement of heath care and related services by one or more health 
care providers, including the coordination or management of health 
care by a health care provider with a third party, consultation 
between health care providers relating to a patient, or the referral of 
a patient for health care from one health care provider to another.  

(42) “Use” means the sharing of individual information 
within an Authority program or the sharing of individual information 
between program staff and administrative staff that support or 
oversee the program.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.518 – 192.529, 411.010, 413.032 & 
414.065 
Hist.: OHA 8-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 22-2011, f. 
& cert. ef. 9-2-11 

943-014-0010  
Purpose  

(1) The purpose of these rules (OAR 943-014-000 to 943-014-
0070) is to govern the collection, use, and disclosure of protected 
information by the Authority about individuals and to explain the 
rights and specific actions that individuals may take or request to 
be taken regarding the uses and disclosures of their protected infor-
mation. These rules also set forth the Authority’s requirements 
governing the use and disclosure of PHI for purposes of HIPAA, 42 
USC 1320-d through 1320d-8, Pub L 104-191, sec. 262 and 264, 
and the implementing HIPAA privacy rules, 45 CFR parts 160 and 
164, applicable to the Authority’s health care components.  

(2) Except as provided in section (1) of this rule, state and fed-
eral statutes, rules, and policies that govern the administration of 
Authority programs, services, and activities continue to govern the 
use and disclosure of protected information in those Authority pro-
grams, services, and activities.  

(3) In the event that it is not possible to comply with the 
requirements of both sections (1) and (2) of this rule, the Authority 
shall act in accordance with whichever federal or state law imposes 
a stricter requirement regarding the privacy or safeguarding of 
information and which provides the greater protection or access to 
the individual who is the subject of the information, unless one of 
the following applies:  

(a) Public health. Nothing in these rules shall be construed to 
invalidate or limit the authority, power, or procedures established 
under any law providing for the reporting of disease or injury, 
birth, or death; public health surveillance; or public health investi-
gation or intervention.  

(b) Child abuse. Nothing in these rules shall be construed to 
invalidate or limit the authority, power, or procedures established 
under any law providing for the reporting of child abuse.  

(c) State regulatory reporting. Nothing in these rules shall be 
construed to limit the ability of the State of Oregon or the 
Authority to require a health plan to report, or to provide access to 
information for management audits, financial audits, program 
monitoring, facility licensure or certification, or individual licensure 
or certification.  

(4) The Authority may collect, maintain, use, transmit, share, 
and disclose information about any individual to the extent autho-
rized by law to administer Authority programs, services, and activ-
ities.  

(5) The Authority may use and disclose information about 
licensees or providers consistent with federal and state laws and 
regulations. Information regarding the qualifications of licensees 
and providers are public records.  

(a) When the Authority obtains information about individuals 
that relates to determining payment responsibility when a provider 
submits a request for payment to the Authority, the Authority shall 
safeguard the information consistent with federal and state laws 
and regulations and Authority policies.  

(b) The Authority may review the performance of licensees 
and providers in the conduct of its health oversight activities and 
shall safeguard information obtained about individuals obtained 
during those activities in accordance with federal and state laws 
and regulations and Authority policies.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.518 – 192.529, 411.010, 413.032 & 
414.065  
Hist.: OHA 8-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 22-2011, f. 
& cert. ef. 9-2-11 

943-014-0015 
Covered Entity Status for Purposes of the HIPAA Privacy 
Rules 

(1) These rules address information that, among other things, 
may be Protected Health Information that is protected by the 
HIPAA Privacy Rules. For purposes of HIPAA Privacy Rules, the 
Authority is a hybrid entity because the Authority performs 
functions that are covered by HIPAA (“health care components”) 
and functions that are not covered by HIPAA. The Authority’s 
health care components consist of the functions that are included in 
the definition of a covered entity, as follows: 

(a) The Authority in its capacity as the state Medicaid agency 
for the administration of the Medicaid program under Title XIX of 
the Social Security Act and the Children’s Health Insurance 
Program under Title XXI of the Act and the medical assistance pro-
gram as described in ORS chapter 414. 

(b) The Health Care for All Oregon Children program;  
(c) The Family Health Insurance Assistance Program estab-

lished in ORS 414.841 to 414.864; 
(d) Any medical assistance or premium assistance programs 

reimbursed with Medicaid or the Children’s Health Insurance Pro-
gram funds operated by the Authority; 

(e) The Oregon State Hospital and Blue Mountain Recovery 
Center; 

(f) The high risk pools administered by the Oregon Medical 
Insurance Pool Board and the Office of Private Health Partner-
ships; 

(g) The Breast and Cervical Cancer Program and the Wise 
Woman Program; 

(h) The Public Health Laboratory;  
(i) The Medicaid Management Information system and infor-

mation technology systems associated with the administration and 
management of the health care components listed above; and 

(j) The ombudsman and other administrative and health care 
operations functions associated with the administration and man-
agement of the health care components listed above. 

(2) The Authority administers many aspects of the medical 
assistance program with the assistance of the Department, including 
but not limited to eligibility determinations for the medical 
assistance program and supervising the long-term and community-
based services for seniors and people with disabilities. The Depart-
ment also provides certain health care operations services for the 
Authority. In doing so, the Department is a business associate of 
the Authority. As a business associate of the Authority, the Depart-
ment is authorized to use and disclose protected health information 
to perform or assist the Authority in the performance of its covered 
functions. 

(3) When these rules of the Authority apply to PHI that is sub-
ject to the HIPAA Privacy and Security rules, a reference to the 
Authority may also include the actions of the Department acting as 
the Authority’s business associate.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.518 – 192.529, 411.010, 413.032 & 
414.065  
Hist.: OHA 8-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 22-2011, f. 
& cert. ef. 9-2-11 

943-014-0020  
Uses and Disclosures of Client or Participant Protected 
Information  

(1) Uses and disclosures with individual authorization. The 
Authority must obtain a completed and signed authorization for 
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release of information from the individual, or the individual’s per-
sonal representative, before obtaining or using protected information 
about an individual from a third party or disclosing protected infor-
mation about the individual to a third party.  

(a) Uses and disclosures must be consistent with what the 
individual has approved on the signed authorization form approved 
by the Authority.  

(b) An individual may revoke an authorization at any time. 
The revocation must be in writing and signed by the individual, 
except that substance abuse treatment patients may orally revoke 
an authorization to disclose information obtained from substance 
abuse treatment programs. No revocation shall apply to information 
already released while the authorization was valid and in effect.  

(2) Uses and disclosures without authorization. The Authority 
may use and disclose information without written authorization in 
the following circumstances:  

(a) The Authority may disclose information to individuals 
who have requested disclosure to themselves of their information, 
if the individual has the right to access the information under OAR 
943-014-0030(6).  

(b) If the law requires or permits the disclosure, and the use 
and disclosure complies with, and is limited to, the relevant 
requirements of the relevant law.  

(c) For treatment, payment, and health care operations the 
Authority may disclose the following information:  

(A) Activities involving the current treatment of an individual, 
for the Authority or health care provider;  

(B) Payment activities, for the Authority, covered entity, or 
health care provider;  

(C) Protected health information for the purpose of health care 
operations; and  

(D) Substance abuse treatment information, if the recipient 
has a Qualified Service Organization Agreement with the Authority.  

(d) Psychotherapy notes. The Authority may only use and dis-
close psychotherapy notes in the following circumstances:  

(A) In the Authority’s supervised counseling training programs;  
(B) In connection with oversight of the originator of the psy-

chotherapy notes; or  
(C) To defend the Authority in a legal action or other 

proceeding brought by the individual.  
(e) Public health activities.  
(A) The Authority may disclose an individual’s protected 

information to appropriate entities or persons for governmental 
public health activities and for other purposes including but not 
limited to: 

(i) A governmental public health authority that is authorized 
by law to collect or receive protected information for the purpose 
of preventing or controlling disease, injury, or disability. This 
includes but is not limited to reporting disease, injury, and vital 
events such as birth or death; and the conducting of public health 
surveillance, investigations, and interventions; 

(ii) An official of a foreign government agency that is acting 
in collaboration with a governmental public health authority;  

(iii) A governmental public health authority, or other govern-
ment authority that is authorized by law to receive reports of child 
abuse or neglect;  

(iv) A person subject to the jurisdiction of the federal Food 
and Drug Administration (FDA), regarding an FDA-regulated 
product or activity for which that person is responsible for 
activities related to the quality, safety, or effectiveness of an FDA-
regulated product or activity; or  

(v) A person who may have been exposed to a communicable 
disease, or may be at risk of contracting or spreading a disease or 
condition, if the Authority or other public health authority is autho-
rized to notify the person as necessary in conducting a public 
health intervention or investigation.  

(B) Where state or federal law prohibits or restricts use and 
disclosure of information obtained or maintained for public health 
purposes, the Authority shall deny the use and disclosure.  

(f) Child abuse reporting and investigation. If the Authority 
has reasonable cause to believe that a child is a victim of abuse or 

neglect, the Authority may disclose protected information to 
appropriate governmental authorities authorized by law to receive 
reports of child abuse or neglect.  

(g) Adult abuse reporting and investigation. If the Authority 
has reasonable cause to believe that a vulnerable adult is a victim 
of abuse or neglect, the Authority may disclose information, as 
required by law, to a government authority or regulatory agency 
authorized by law to receive reports of abuse or neglect including 
but not limited to a social service or protective services agency 
authorized by law to receive such reports. Vulnerable adults are 
adults age 65 or older and persons with disabilities.  

(h) Health oversight activities. The Authority may disclose 
information without authorization for health oversight activities, 
including audits; civil, criminal, or administrative investigations, 
prosecutions, licensing or disciplinary actions; Medicaid fraud; or 
other necessary oversight activities.  

(i) Administrative and court hearings, grievances, investiga-
tions, and appeals.  

(A) The Authority may use or disclose information for an 
investigation, administrative or court hearing, grievance, or appeal 
about an individual’s eligibility or right to receive Authority 
benefits or services.  

(B) If the Authority has obtained information in performing 
its duties as a health oversight agency, public health authority, or 
public benefit program, the Authority may use or disclose that 
information in an administrative or court hearing consistent with 
the other privacy requirements applicable to that program, service, 
or activity.  

(j) Court orders. The Authority may disclose information for 
judicial or administrative proceedings in response to a court order, 
subpoena, discovery request, or other legal process. If a court 
orders the Authority to conduct a mental examination pursuant to 
ORS 161.315, 161.365, 161.370, or orders the Authority to provide 
any other report or evaluation to the court, the examination, report, 
or evaluation shall be deemed to be required by law for purposes of 
HIPAA.  

(k) Law enforcement purposes. For limited law enforcement 
purposes, the Authority may report certain injuries or wounds; pro-
vide information to identify or locate a suspect, victim, or witness; 
alert law enforcement of a death as a result of criminal conduct; 
and provide information which constitutes evidence of criminal 
conduct on Authority premises.  

(A) The Authority may provide client information to a law 
enforcement officer in any of the following situations:  

(i) The law enforcement officer is involved in carrying out 
any investigation, criminal, or civil proceedings connected with 
administering the program from which the information is sought;  

(ii) An Authority employee may disclose information from 
personal knowledge that does not come from the client’s interaction 
with the Authority;  

(iii) The disclosure is authorized by statute or administrative 
rule;  

(iv) The information informs law enforcement of a death as a 
result of criminal conduct;  

(v) The information constitutes evidence of criminal conduct 
on Authority premises; or  

(vi) The disclosure is necessary to protect the client or others, 
and the client poses a threat to his or her safety or to the safety of 
others.  

(B) Except as provided in section (2)(k)(C) of this rule, the 
Authority may give a client’s current address, Social Security num-
ber, and photo to a law enforcement officer if the law enforcement 
officer makes the request in the course of official duty, supplies the 
client’s name, and states that the client:  

(i) Is a fugitive felon or is violating parole, probation, or post-
prison supervision;  

(ii) For all public assistance programs, has information that is 
necessary for the officer to conduct official duties, and the location 
or apprehension of the client is within the officer’s official duties; 
or  
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(C) If domestic violence has been identified in the household, 
the Authority may not release information about a victim of 
domestic violence unless a member of the household is either 
wanted as a fugitive felon or is violating parole, probation, or post-
prison supervision.  

(D) For purposes of this subsection, a fugitive felon is a 
person fleeing to avoid prosecution or custody for a crime, or an 
attempt to commit a crime, that would be classified as a felony.  

(E) For purposes of this section, a law enforcement officer is 
an employee of the Oregon State Police, a county sheriff’s depart-
ment, or a municipal police department, whose official duties 
include arrest authority.  

(l) Use and disclosure of information about deceased individ-
uals.  

(A) The Authority may disclose individual information to a 
coroner or medical examiner for the purpose of identifying a 
deceased individual, determining cause of death, or other duties 
authorized by law.  

(B) The Authority may disclose individual information to 
funeral directors as needed to carry out their duties regarding the 
decedent. The Authority may also disclose individual information 
prior to, and in anticipation of, the death.  

(m) Organ or tissue donation. The Authority may disclose 
individual information to organ procurement organizations or other 
entities engaged in procuring, banking, or transplanting cadaver 
organs, eyes, or tissue for the purpose of facilitating transplantation.  

(n) Research. The Authority may disclose individual informa-
tion without authorization for research purposes, as specified in 
OAR 943-014-0060.  

(o) Threat to health or safety. To avert a serious threat to 
health or safety the Authority may disclose individual information 
if:  

(A) The Authority believes in good faith that the information 
is necessary to prevent or lessen a serious and imminent threat to 
the health or safety of a person or the public; and 

(B) The report is to a person or persons reasonably able to pre-
vent or lessen the threat, including the target of the threat. 

(p) National security and intelligence. The Authority may dis-
close information to authorized federal officials for lawful intelli-
gence, counterintelligence, and other national security activities. 

(q) Correctional institutions and law enforcement custody sit-
uations. The Authority may disclose information to a correctional 
institution or a law enforcement official having lawful custody of 
an inmate or other person, for the limited purpose of providing 
health care or ensuring the health or safety of the person or other 
inmates.  

(r) Emergency treatment. In case of an emergency, the 
Authority may disclose individual information to the extent needed 
to provide emergency treatment.  

(s) Government entities providing public benefits. The Author-
ity may disclose eligibility and other information to governmental 
entities administering a government program providing public ben-
efits.  

(3) Authorization not required if opportunity to object given. 
The Authority may use and disclose an individual’s information 
without authorization if the Authority informs the individual in 
advance and gives the individual an opportunity to either agree or 
refuse or restrict the use and disclosure.  

(a) These disclosures are limited to disclosure of information 
to a family member, other relative, close personal friend of the 
individual, or any other person named by the individual, subject to 
the following limitations:  

(A) The Authority may disclose only the protected information 
that directly relates to the person’s involvement with the individual’s 
care or payment for care.  

(B) The Authority may use and disclose protected information 
for notifying, identifying, or locating a family member, personal 
representative, or other person responsible for care of the individual, 
regarding the individual’s location, general condition, or death. For 
individuals who had resided at one time at the state training center, 
OAR 411-320-0090(6) addresses family reconnection.  

(C) If the individual is present for, or available prior to, a use 
and disclosure, the Authority may disclose the protected information 
if the Authority:  

(i) Obtains the individual’s agreement;  
(ii) Provides the individual an opportunity to object to the dis-

closure, and the individual does not object; or  
(iii) Reasonably infers from the circumstances that the indi-

vidual does not object to the disclosure.  
(D) If the individual is not present, or the opportunity to 

object to the use and disclosure cannot practicably be provided due 
to the individual’s incapacity or an emergency situation, the 
Authority may disclose the information if, using professional judg-
ment, the Authority determines that the use and disclosure is in the 
individual’s best interests.  

(b) Exception. For individuals referred to or receiving 
substance abuse treatment, mental health, or vocational rehabilitation 
services, the Authority shall not use or disclose information 
without written authorization, unless disclosure is otherwise per-
mitted under 42 CFR part 2, 34 CFR 361.38, or ORS 179.505.  

(c) Personal representative. The Authority must treat a 
personal representative as the individual for purposes of these 
rules, except that:  

(A) A personal representative must be authorized under state 
law to act on behalf of the individual with respect to use and disclo-
sure of information. The Authority may require a personal repre-
sentative to provide a copy of the documentation authorizing the 
person to act on behalf of the individual.  

(B) The Authority may elect not to treat a person as a personal 
representative of an individual if:  

(i) The Authority has a reasonable belief that the individual 
has been or may be subjected to domestic violence, abuse, or 
neglect by the person;  

(ii) The Authority, in the exercise of professional judgment, 
decides that it is not in the best interest of the individual to treat the 
person as the individual’s personal representative.  

(4) Redisclosure. The Authority must inform the individual 
that information held by the Authority and authorized by the indi-
vidual for disclosure may be subject to redisclosure and no longer 
protected by these rules.  

(5) Specific written authorization. If the use or disclosure of 
information requires an authorization, the authorization must 
specify that the Authority may use or disclose vocational rehabili-
tation records, alcohol and drug records, HIV/AIDS records, 
genetics information, and mental health or developmental disability 
records held by publicly funded providers.  

(a) Pursuant to federal regulations at 42 CFR part 2 and 34 
CFR 361.38, the Authority may not make further disclosure of 
vocational rehabilitation and alcohol and drug rehabilitation infor-
mation without the specific written authorization of the individual 
to whom it pertains.  

(b) Pursuant to ORS 433.045 and OAR 333-012-0270, the 
Authority may not make further disclosure of individual information 
pertaining to HIV/AIDS.  

(c) Pursuant to ORS 192.531 to 192.549, the Authority may 
not make further disclosure pertaining to genetic information.  

(6) Verification of person or entity requesting information. 
The Authority may not disclose information about an individual 
without first verifying the identity of the person or entity requesting 
the information, unless the Authority workforce member fulfilling 
the request already knows the person or has already verified 
identity.  

(7) Whistleblowers. The Authority may disclose an individual’s 
protected health information under the HIPAA privacy rules under 
the following circumstances:  

(a) The Authority workforce member or business associate 
believes in good faith that the Authority has engaged in conduct 
that is unlawful or that otherwise violates professional standards or 
Authority policy, or that the care, services, or conditions provided 
by the Authority could endanger Authority staff, individuals in 
Authority care, or the public; and  
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(b) The disclosure is to a government oversight agency or 
public health authority, or an attorney of an Authority workforce 
member or business associate retained for the purpose of determining 
the legal options of the workforce member or business associate 
with regard to the conduct alleged under section (7)(a) above; and  

(c) Nothing in this rule is intended to interfere with ORS 
659A.200 to 659A.224 describing the circumstances applicable to 
disclosures by Authority workforce or business associates.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.518 – 192.529, 411.010, 413.032 & 
414.065  
Hist.: OHA 8-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 22-2011, f. 
& cert. ef. 9-2-11 

943-014-0030  
Client Privacy Rights  

(1) Rights of clients to access their information. Clients may 
access, inspect, and obtain a copy of information on their own 
cases in Authority files or records, consistent with federal and state 
law.  

(a) A client may request access by completing the Access to 
Records Request form, or by providing sufficient information to 
accomplish this request.  

(b) Clients may request access to their own information that is 
kept by the Authority by using a personal identifier such as the 
client’s name or Authority case number.  

(c) If the Authority maintains information in a record that 
includes information about other people, the client may see infor-
mation only about himself or herself.  

(d) If a person identified in the file is a minor child of the 
client, and the client is authorized under Oregon law to have access 
to the minor’s information or to act on behalf of the minor for 
making decisions about the minor’s care, the client may obtain 
information about the minor.  

(e) If the requestor of information is recognized under Oregon 
law as a the client’s guardian or custodian and is authorized under 
Oregon law to have access to the client’s information or to act on 
behalf of the client for making decisions about the client’s services 
or care, the Authority shall release information to the requestor.  

(f) For individuals with disabilities or mental illnesses, the 
named system in ORS 192.517, to protect and advocate the rights 
of individuals with developmental disabilities under Part C of the 
Developmental Disabilities Assistance and Bill of Rights Act (42 
U.S.C. 6041 et seq.) and the rights of individuals with mental 
illness under the Protection and Advocacy for Individuals with 
Mental Illness Act (42 U.S.C. 10801 et seq.), shall have access to 
all records defined in ORS 192.515. 

(g) The Authority may deny a client’s access to their own PHI 
if federal law prohibits the disclosure. Clients may access, inspect, 
and obtain a copy of health information on their own case in 
Authority files or records except for the following:  

(A) Psychotherapy notes;  
(B) Information compiled in reasonable anticipation of, or for 

use in civil, criminal, or administrative proceedings;  
(C) Information that is subject to the federal Clinical Labs 

Improvement Amendments of 1988, or exempt pursuant to 42 CFR 
493.3(a)(2);  

(D) Information that the Authority believes, in good faith, can 
cause harm to the client, participant, or to any other person; and  

(E) Documents protected by attorney work-product privilege.  
(h) The Authority may deny a client access to information that 

was obtained under a promise of confidentiality from a person 
other than a health care provider to the extent that access would 
reveal the source of the information.  

(i) The Authority may deny a client access to information, if 
the Authority gives the client a right to have the denial reviewed 
when:  

(A) A licensed health care professional (for health information) 
or other designated staff (for other information) has determined, in 
the exercise of professional judgment, that the information requested 
may endanger the life or physical safety of the client or another 
person;  

(B) The information makes reference to another person, and a 
licensed health care professional (for health information) or other 
designated staff (for other information) has determined, in the 
exercise of professional judgment, that the information requested 
may cause substantial harm to the client or to another person; or  

(C) The request for access is made by the client’s personal 
representative, and a licensed health care professional (for health 
information) or other designated staff (for other information) has 
determined, in the exercise of professional judgment, that allowing 
the personal representative access to the information may cause 
substantial harm to the client or to another person.  

(j) If the Authority denies access under section (1)(i) of this 
rule, the client may have the decision reviewed by a licensed health 
care professional (for health information) or other designated staff 
(for other information) not directly involved in making the original 
denial decision.  

(A) The Authority must promptly refer a client’s request for 
review to the designated reviewer.  

(B) The reviewer must determine, within the 30 or 60-day 
time limits stated in section (1)(k)(A) and (B) of this rule, whether 
to approve or deny the client’s request for access.  

(C) Based on the reviewer’s decision, the Authority shall:  
(i) Promptly notify the client in writing of the reviewer’s 

determination; and  
(ii) If approved, take action to carry out the reviewer’s deter-

mination.  
(k) The Authority must act on a client’s request for access no 

later than 30 days after receiving the request, except as provided in 
this section and in the case of written accounts under ORS 179.505, 
which must be disclosed within five days.  

(A) In cases where the information is not maintained or acces-
sible to the Authority on-site, and does not fall under ORS 
179.505, the Authority must act on the client’s request no later than 
60 days after receiving the request.  

(B) If the Authority is unable to act within the 30 or 60-day 
limits, the Authority may extend this time period a maximum of 30 
additional days, subject to the following:  

(i) The Authority must notify the client in writing of the 
reasons for the delay and the date by which the Authority shall act 
on the request.  

(ii) The Authority shall use only one 30-day extension.  
(l) If the Authority grants the client’s request, in whole or in 

part, the Authority must inform the client of the access decision 
and provide the requested access.  

(A) If the Authority maintains the same information in more 
than one format or at more than one location, the Authority may 
provide the requested information once.  

(B) The Authority must provide the requested information in a 
form or format requested by the client, if readily producible in that 
form or format. If not readily producible, the Authority shall 
provide the information in a readable hard-copy format or other 
format as agreed to by the Authority and the client.  

(C) The Authority may provide the client with a summary of 
the requested information, in lieu of providing access, or may 
provide an explanation of the information if access has been pro-
vided, if:  

(i) The client agrees in advance; and  
(ii) The client agrees in advance to pay any fees the Authority 

may impose, under section (1)(L)(E) of this rule.  
(D) The Authority shall arrange with the client for providing 

the requested access in a time, place, and manner convenient for 
the client and the Authority.  

(E) If a client, or legal guardian or custodian, requests a copy, 
written summary, or explanation of the requested information, the 
Authority may impose a reasonable cost-based fee, limited to the 
following:  

(i) Copying the requested information, including the costs of 
supplies and the labor of copying;  

(ii) Postage; and  
(iii) Staff time for preparing an explanation or summary of the 

requested information.  
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(m) If the Authority denies access, in whole or in part, to the 
requested information, the Authority must:  

(A) Give the client access to any other requested client infor-
mation, after excluding the information to which access is denied; 
and  

(B) Provide the client with a timely written denial. The denial 
must:  

(i) Be provided within the time limits specified in section 
(1)(k)(A) and (B) of this rule;  

(ii) State the basis of the denial in plain language;  
(iii) If the Authority denies access under section (1)(i) of this 

rule, explain the client’s review rights as specified in section (1)(j) 
of this rule, including an explanation of how the client may 
exercise these rights; and  

(iv) Provide a description of how the client may file a 
complaint with the Authority, and if the information is PHI, with 
the United States Department of Health and Human Services 
(DHHS), Office for Civil Rights, pursuant to section (7) of this 
rule.  

(n) If the Authority does not maintain the requested information, 
in whole or in part, and knows where the information is maintained 
(such as by a medical provider, insurer, other public agency, private 
business, or other non-Authority entity), the Authority must inform 
the client where to direct the request for access.  

(2) Authority Notice of Privacy Practices. The Authority shall 
send clients notice about the Authority’s privacy practices as 
follows:  

(a) The Authority shall make available to each client a notice 
of Authority privacy practices that describes the duty of the 
Authority to maintain the privacy of PHI and include a description 
that clearly informs the client of the types of uses and disclosures 
the Authority is permitted or required to make;  

(b) The Authority shall provide all clients in direct care 
settings a notice of Authority privacy practices and shall request 
the client’s signature on an acknowledgement of receipt form;  

(c) If the Authority revises its privacy practices, the Authority 
shall make the revised notice available to all clients;  

(d) The Authority shall post a copy of the Authority’s Notice 
of Privacy Practices for public viewing at each Authority worksite 
and on the Authority website; and 

(e) The Authority shall give a paper copy of the Authority’s 
Notice of Privacy Practices to any individual upon request. 

(3) Right to request restrictions on uses or disclosures. Clients 
may request restrictions on the use or disclosure of their informa-
tion. 

(a) The Authority may deny the client’s request or limit its 
agreement to a request.  

(A) The Authority may not agree to restrict uses or disclosures 
of information if the restriction would adversely affect the quality 
of the client’s care or services.  

(B) The Authority may not agree to restrict uses or disclosures 
of information that would limit or prevent the Authority from 
making or obtaining payment for services.  

(b) The Authority may not deny a client’s request to restrict 
the sharing of records of alcohol and drug treatment or records 
relating to vocational rehabilitation services with another Authority 
program.  

(c) The Authority shall document the client’s request, and the 
reasons for granting or denying the request, in the client’s Authority 
case file.  

(d) If the client needs emergency treatment and the restricted 
protected information is needed to provide the treatment, the 
Authority may use or disclose the restricted protected information 
to a provider, for the limited purpose of providing treatment. How-
ever, once the emergency situation subsides the Authority shall ask 
the provider not to redisclose the information.  

(e) The Authority may terminate its agreement to a restriction 
if:  

(A) The client agrees to or requests the termination in writing;  

(B) The client orally requests or agrees to the termination, and 
the Authority documents the oral request or agreement in the 
client’s Authority case file; or  

(C) With or without the client’s agreement, the Authority 
informs the client that the Authority is terminating its agreement to 
the restriction. Information created or received while the restriction 
was in place shall remain subject to the restriction.  

(4) Rights of clients to request to receive information from the 
Authority by alternative means or at alternative locations. The 
Authority must accommodate reasonable requests by clients to 
receive communications from the Authority by alternative means, 
such as by mail, e-mail, fax, or telephone, and at an alternative 
location.  

(a) The client must specify the preferred alternative means or 
location.  

(b) The client may submit the request for alternative means or 
locations either orally or in writing.  

(A) If the client makes a request in-person, the Authority shall 
document the request and ask for the client’s signature.  

(B) If the client makes a request by telephone or electronically, 
the Authority shall document the request and verify the identity of 
the client.  

(c) The Authority may terminate its agreement to an alternative 
location or method of communication if:  

(A) The client agrees to or requests termination of the alterna-
tive location or method of communication in writing or orally. The 
Authority shall document the oral agreement or request in the 
client’s Authority case file; or  

(B) The Authority informs the client that the Authority is ter-
minating its agreement to the alternative location or method of 
communication because the alternative location or method of com-
munication is not effective. The Authority may terminate its agree-
ment to communicate at the alternative location or by the alternate 
method if:  

(i) The Authority is unable to contact the client at the location 
or by the method requested; or  

(ii) The client fails to respond to payment requests, if 
applicable.  

(5) Right of clients to request amendment of their information. 
Clients may request that the Authority amend information about 
themselves in Authority files.  

(a) For all amendment requests, the Authority shall have the 
client complete the approved Authority form.  

(b) The Authority may deny the request or limit its agreement 
to amend.  

(c) The Authority must act on the client’s request no later than 
60 days after receiving the request. If the Authority is unable to act 
within 60 days, the Authority may extend this time limit by a max-
imum of 30 additional days, subject to the following:  

(A) The Authority must notify the client in writing, within 60 
days of receiving the request, of the reasons for the delay and the 
date by which the Authority shall act on the request; and  

(B) The Authority shall use only one 30-day extension.  
(d) The program’s medical director, a licensed health care pro-

fessional designated by the program administrator, or an Authority 
staff person involved in the client’s case must review the request 
and any related documentation prior to making a decision to amend 
a health or medical record.  

(e) A staff person designated by the Authority shall review the 
request and any related documentation prior to making a decision 
to amend any information that is not a health or medical record.  

(f) If the Authority grants the request, in whole or in part, the 
Authority shall:  

(A) Make the appropriate amendment to the information or 
records, and document the amendment in the client’s Authority file 
or record;  

(B) Provide notice to the client that the amendment has been 
granted, pursuant to the time limits under section (5)(c) of this rule;  

(C) Obtain the client’s agreement to notify other relevant per-
sons or entities with whom the Authority has shared or needs to 
share the amended information; and  
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(D) Inform and provide the amendment within a reasonable 
time to:  

(i) Persons named by the client who have received the infor-
mation and who need the amendment; and  

(ii) Persons, including business associates of the Authority, 
that the Authority knows have the information that is the subject of 
the amendment and who may have relied, or could foreseeably 
rely, on the information to the client’s detriment.  

(g) The Authority may deny the client’s request for amendment 
if:  

(A) The Authority finds the information to be accurate and 
complete;  

(B) The information was not created by the Authority;  
(C) The information is not part of Authority records; or  
(D) The information would not be available for inspection or 

access by the client, pursuant to section (1)(g) and (h) of this rule.  
(h) If the Authority denies the amendment request, in whole 

or in part, the Authority must provide the client with a written 
denial. The denial must:  

(A) Be sent within the time limits specified in section (5)(c) of 
this rule;  

(B) State the basis for the denial, in plain language; and  
(C) Explain the client’s right to submit a written statement dis-

agreeing with the denial and how to file the statement. If the client 
files a statement:  

(i) The Authority shall enter the written statement into the 
client’s Authority case file;  

(ii) The Authority may also enter an Authority written rebuttal 
of the client’s written statement into the client’s Authority case file. 
The Authority shall send a copy of any written rebuttal to the 
client;  

(iii) The Authority shall include a copy of the statement and 
any Authority written rebuttal with any future disclosures of the 
relevant information;  

(iv) If a client does not submit a written statement of disagree-
ment, the client may ask that if the Authority makes any further 
disclosures of the relevant information that the Authority shall also 
include a copy of the client’s original request for amendment and a 
copy of the Authority written denial; and  

(v) The Authority shall provide information on how the client 
may file a complaint with the Authority and, if the information is 
PHI, with DHHS, Office for Civil Rights. 

(6) Rights of clients to request an accounting of disclosures of 
PHI. Clients may receive an accounting of disclosures of PHI that 
the Authority has made for any period of time, not to exceed six 
years, preceding the request date for the accounting. 

(a) For all requests for an accounting of disclosures, the client 
may complete the authorized Authority form “Request for Account-
ing of Disclosures of Health Records”, or provide sufficient infor-
mation to accomplish this request.  

(b) The right to an accounting of disclosures does not apply 
when the request is:  

(A) Authorized by the client;  
(B) Made prior to April 14, 2003;  
(C) Made to carry out treatment, payment, or health care oper-

ations, unless these disclosures are made from an electronic health 
record;  

(D) Made to the client;  
(E) Made to persons involved in the client’s care;  
(F) Made as part of a limited data set in accordance with OAR 

943-014-0070;  
(G) Made for national security or intelligence purposes; or  
(H) Made to correctional institutions or law enforcement offi-

cials having lawful custody of an inmate.  
(c) For each disclosure, the accounting must include:  
(A) The date of the disclosure;  
(B) The name and address, if known, of the person or entit, 

who received the disclosed information;  
(C) A brief description of the information disclosed; and  
(D) A brief statement of the purpose of the disclosure that rea-

sonably informs the client of the basis for the disclosure, or, in lieu 

of a statement, a copy of the client’s written request for a 
disclosure, if any.  

(d) If, during the time period covered by the accounting, the 
Authority has made multiple disclosures to the same person or 
entity for the same purpose, the Authority may provide the 
required information for only the first disclosure. The Authority 
need not list the same identical information for each subsequent 
disclosure to the same person or entity if the Authority adds the fol-
lowing information:  

(A) The frequency or number of disclosures made to the same 
person or entity; and  

(B) The date of the most recent disclosure during the time 
period for which the accounting is requested.  

(e) The Authority must act on the client’s request for an 
accounting no later than 60 days after receiving the request. If the 
Authority is unable to act within 60 days, the Authority may extend 
this time limit by a maximum of 30 additional days, subject to the 
following:  

(A) The Authority must notify the client in writing, within 60 
days of receiving the request, of the reasons for the delay and the 
date by which the Authority shall act on the request; and  

(B) The Authority shall use only one 30-day extension.  
(f) The Authority shall provide the first requested accounting 

in any 12-month period without charge. The Authority may charge 
the client a reasonable cost-based fee for each additional accounting 
requested by the client within the 12-month period following the 
first request, if the Authority:  

(A) Informs the client of the fee before proceeding with any 
additional request; and  

(B) Allows the client an opportunity to withdraw or modify 
the request in order to avoid or reduce the fee.  

(g) The Authority shall document the information required to 
be included in an accounting of disclosures, as specified in section 
(6)(c) of this rule, and retain a copy of the written accounting pro-
vided to the client.  

(h) The Authority shall temporarily suspend a client’s right to 
receive an accounting of disclosures that the Authority has made to 
a health oversight agency or to a law enforcement official, for a 
length of time specified by the agency or official, if the agency or 
official provides a written or oral statement to the Authority that 
the accounting would be reasonably likely to impede their activities. 
If the agency or official makes an oral request, the Authority shall:  

(A) Document the oral request, including the identity of the 
agency or official making the request.  

(B) Temporarily suspend the client’s request to an accounting 
of disclosures; and  

(C) Limit the temporary suspension to no longer than 30 days 
from the date of the oral request, unless the agency or official 
submits a written request specifying a longer time period.  

(7) Filing a complaint. Clients may file a complaint with the 
Authority or, if the information is PHI, with DHHS, Office for 
Civil Rights.  

(a) Upon request, the Authority shall give clients the name 
and address of the specific person or office of where to submit 
complaints to DHHS.  

(b) The Authority may not intimidate, threaten, coerce, dis-
criminate against, or take any other form of retaliatory action 
against any individual filing a complaint or inquiring about how to 
file a complaint.  

(c) The Authority may not require clients to waive their rights 
to file a complaint as a condition of providing treatment, payment, 
enrollment in a health plan, or eligibility for benefits.  

(d) The Authority shall designate staff to review and determine 
action on complaints filed with the Authority.  

(e) The Authority shall document, in the client’s Authority 
case file all complaints, the findings from reviewing each complaint, 
and the Authority’s actions resulting from the complaint. For each 
complaint the documentation shall include a description of 
corrective action that the Authority has taken, if any are necessary, 
or why corrective action is not needed.  

Stat. Auth.: ORS 413.042 
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Stats. Implemented: ORS 179.505, 192.518 – 192.529, 411.010, 413.032 & 
414.065  
Hist.: OHA 8-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 22-2011, f. 
& cert. ef. 9-2-11 

943-014-0040 
Minimum Necessary Standards 

(1) The Authority shall limit the use and disclosure of 
protected information to that which is reasonably necessary to 
accomplish the intended purpose of the use or disclosure which is 
referred to in these rules as the minimum necessary standard.  

(2) This minimum necessary standard is not intended to 
impede the essential Authority activities of treatment, payment, 
health care operations, or service delivery.  

(3) The minimum necessary standard applies:  
(a) When using protected information within the Authority;  
(b) When disclosing protected information to a third party in 

response to a request; or  
(c) When requesting protected information from another cov-

ered entity.  
(4) The minimum necessary standard does not apply to:  
(a) Disclosures to or requests by a health care provider for 

treatment;  
(b) Disclosures made to the individual, including disclosures 

made in response to a request for access or an accounting;  
(c) Disclosures made with a valid authorization;  
(d) Disclosures made to DHHS for the purposes of compliance 

and enforcement of federal regulations under 45 CFR part 160 and 
required for compliance with 45 CFR part 164; or  

(e) Uses and disclosures required by law;  
(5) When requesting protected information about an individual 

from another entity, the Authority shall limit requests to those that 
are reasonably necessary to accomplish the purposes for which the 
request is made. The Authority shall not request a person’s entire 
medical record unless the Authority can specifically justify the 
need for the entire medical record.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.518 – 192.529, 411.010, 413.032 & 
414.065  
Hist.: OHA 8-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 22-2011, f. 
& cert. ef. 9-2-11 

943-014-0060 
Uses and Disclosures of Protected Information for Research 
Purposes 

The Authority may use and disclose an individual’s information 
for research purposes as specified in this rule.  

(1) All research disclosures are subject to applicable require-
ments of federal and state laws and rules including but not limited 
to 45 CFR part 46 and 21 CFR part 50.0 to 50.56, relating to the 
protection of human research subjects.  

(2) The Authority may use and disclose de-identified informa-
tion or a limited data set for research purposes, pursuant to OAR 
943-014-0070.  

(3) The Authority may use and disclose information regarding 
an individual for research purposes with the specific written autho-
rization of the individual. The authorization must meet all require-
ments in OAR 943-014-0030, and may indicate an expiration date 
with terms such as “end of research study” or similar language. An 
authorization for use and disclosure for a research study may be 
combined with other types of written authorization for the same 
research study. If research includes treatment, the researcher may 
require an authorization for use and disclosure for the research as a 
provision of providing research related treatment.  

(4) Notwithstanding section (3) of this rule, the Authority may 
use and disclose an individual’s information for research purposes 
without the individual’s written authorization, regardless of the 
source of funding for the research, provided that:  

(a) The Authority obtains documentation that a waiver of an 
individual’s authorization for release of information requirements 
has been approved by an IRB registered with the Office for Human 
Research Protection. Documentation required of an IRB when 
granting approval of a waiver of an individual’s authorization for 

release of information must include all criteria specified in 45 CFR 
part 164.512(i)(2).  

(b) A researcher may request access to individual information 
maintained by the Authority in preparation for research or to facil-
itate the development of a research protocol in anticipation of 
research. The Authority may determine whether to permit such use 
or disclosure, without individual authorization or use of an IRB, 
pursuant to 45 CFR part 164.512(i)(1)(ii).  

(c) A researcher may request access to individual information 
maintained by the Authority about deceased individuals. The 
Authority may determine whether to permit such use or disclosure 
of information about decedents, without individual authorization or 
use of an IRB, pursuant to 45 CFR part 164.512(i)(1)(iii).  

(5) The Authority, as a public health authority, may obtain and 
use individual information without authorization for the purpose of 
preventing injury or controlling disease and for the conduct of 
public health surveillance, investigations, and interventions. The 
Authority may also collect, use, or disclose information, without 
individual authorization, to the extent that the collection, use, or 
disclosure is required by law. When the Authority uses information 
to conduct studies as a public health authority, no additional indi-
vidual authorization is required nor does this rule require an IRB or 
privacy board waiver of authorization based on the HIPAA privacy 
rules.  

(6) The Authority may use and disclose information without 
individual authorization for studies and data analysis conducted for 
the Authority’s own quality assurance purposes or to comply with 
reporting requirements applicable to federal or state funding 
requirements in accordance with the definition of “Health Care 
Operations” in 45 CFR part 164.501.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.518 – 192.529, 411.010, 413.032 & 
414.065 
Hist.: OHA 8-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 22-2011, f. 
& cert. ef. 9-2-11 

943-014-0070 
De-identification of Client Information and Use of Limited 
Data Sets under Data Use Agreements 

(1) The Authority may use and disclose information as appro-
priate for the work of the Authority, without further restriction, if 
the Authority or another entity has taken steps to de-identify the 
information pursuant to 45 CFR part 164.514(a) and (b).  

(2) The Authority may assign a code or other means of record 
identification to allow the Authority to re-identify the de-identified 
information provided that:  

(a) The code or other means of record identification is not 
derived from or related to information about the individual and 
cannot otherwise be translated to identify the individual; and 

(b) The Authority does not use or disclose the code or other 
means of record identification for any other purpose, and does not 
disclose the mechanism for re-identification.  

(3) The Authority may use and disclose a limited data set if 
the Authority enters into a data use agreement with an entity 
requesting or providing the Authority with a limited data set 
subject to the requirements of 45 CFR part 164.514(e).  

(a) The Authority may use and disclose a limited data set only 
for the purposes of research, public health, or health care operations. 
The Authority may use limited data set for its own activities or 
operations if the Authority has obtained a limited data set that is 
subject to a data use agreement.  

(b) If the Authority knows of a pattern of activity or practice 
of a limited data set recipient that constitutes a material breach or 
violation of a data use agreement, the Authority shall take 
reasonable steps to cure the breach or end the violation. If such 
steps are unsuccessful, the Authority shall discontinue disclosure 
of information to the recipient and report the problem to the 
Secretary of DHHS.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.518 – 192.529, 411.010, 413.032 & 
414.065 
Hist.: OHA 8-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 22-2011, f. 
& cert. ef. 9-2-11 
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Confidentiality and Mediation Communications  

943-014-0200 
Confidentiality and Inadmissibility of Mediation 
Communications 

(1) The words and phrases used in this rule have the same 
meaning as given to them in ORS 36.110 and 36.234. 

(2) Nothing in this rule affects any confidentiality created by 
other law. Nothing in this rule relieves a public body from 
complying with the Public Meetings Law, ORS 192.610 to 192.690. 
Whether or not they are confidential under this or other rules of the 
agency, mediation communications are exempt from disclosure 
under the Public Records Law to the extent provided in 192.410 to 
192.505.  

(3) This rule applies only to mediations in which the agency is 
a party or is mediating a dispute as to which the agency has regula-
tory authority. This rule does not apply when the agency is acting 
as the “mediator” in a matter in which the agency also is a party as 
defined in ORS 36.234.  

(4) To the extent mediation communications would otherwise 
be compromise negotiations under ORS 40.190 (OEC Rule 408), 
those mediation communications are not admissible as provided in 
ORS 40.190 (OEC Rule 408), notwithstanding any provisions to 
the contrary in section (9) of this rule.  

(5) Mediations Excluded. Sections (6)–(10) of this rule do not 
apply to:  

(a) Mediation of workplace interpersonal disputes involving 
the interpersonal relationships between this agency’s employees, 
officials or employees and officials, unless a formal grievance 
under a labor contract, a tort claim notice or a lawsuit has been 
filed; or  

(b) Mediation in which the person acting as the mediator will 
also act as the hearings officer in a contested case involving some 
or all of the same matters;  

(c) Mediation in which the only parties are public bodies;  
(d) Mediation involving two or more public bodies and a 

private party if the laws, rule or policies governing mediation con-
fidentiality for at least one of the public bodies provide that media-
tion communications in the mediation are not confidential;  

(e) Mediation involving 15 or more parties if the agency has 
designated that another mediation confidentiality rule adopted by 
the agency may apply to that mediation.  

(6) Disclosures by Mediator. A mediator may not disclose or 
be compelled to disclose mediation communications in a mediation 
and, if disclosed, such communications may not be introduced into 
evidence in any subsequent administrative, judicial or arbitration 
proceeding unless:  

(a) All the parties to the mediation and the mediator agree in 
writing to the disclosure; or  

(b) The mediation communication may be disclosed or intro-
duced into evidence in a subsequent proceeding as provided in sub-
sections (c)–(d), (j)–(l) or (o)–(p) of section (9) of this rule; or  

(c) The mediation communication includes information related 
to the health or safety of any child, then the mediation communica-
tion may be disclosed and may be admitted into evidence in a sub-
sequent proceeding to the extent the disclosure is necessary to pre-
vent or mitigate a threat or danger to the health or safety of any 
child.  

(d) The mediation communication includes information relating 
to suffering by or commission of abuse upon certain persons and 
that information would otherwise be required to be reported by a 
public or private official under the provisions of ORS 124.060 
(person 65 years of age or older), 430.765(1) and (2) (person who 
is mentally ill or developmentally disabled who is 18 years of age 
or older and receives services from a community program or 
facility) or 441.640 (person who is a resident in a long-term care 
facility), in which case that portion of the mediation communication 
may be disclosed as required by statute.  

(7) Confidentiality and Inadmissibility of Mediation Commu-
nications. Except as provided in sections (8)–(9) of this rule, medi-
ation communications are confidential and may not be disclosed to 

any other person, are not admissible in any subsequent administra-
tive, judicial or arbitration proceeding and may not be disclosed 
during testimony in, or during any discovery conducted as part of a 
subsequent proceeding, or introduced as evidence by the parties or 
the mediator in any subsequent proceeding.  

(8) Written Agreement. Section (7) of this rule does not apply 
to a mediation unless the parties to the mediation agree in writing, 
as provided in this section, that the mediation communications in 
the mediation will be confidential and/or nondiscoverable and 
inadmissible. If the mediator is the employee of and acting on 
behalf of a state agency, the mediator or an authorized agency rep-
resentative must also sign the agreement. The parties’ agreement to 
participate in a confidential mediation must be in substantially the 
following form. This form may be used separately or incorporated 
into an “agreement to mediate.” [Form not included. See ED. 
NOTE.]  

(9) Exceptions to confidentiality and inadmissibility.  
(a) Any statements, memoranda, work products, documents 

and other materials, otherwise subject to discovery that were not 
prepared specifically for use in the mediation are not confidential 
and may be disclosed or introduced into evidence in a subsequent 
proceeding.  

(b) Any mediation communications that are public records, as 
defined in ORS 192.410(4), and were not specifically prepared for 
use in the mediation are not confidential and may be disclosed or 
introduced into evidence in a subsequent proceeding unless the 
substance of the communication is confidential or privileged under 
state or federal law.  

(c) A mediation communication is not confidential and may 
be disclosed by any person receiving the communication to the 
extent that person reasonably believes that disclosing the commu-
nication is necessary to prevent the commission of a crime that is 
likely to result in death or bodily injury to any person. A mediation 
communication is not confidential and may be disclosed in a subse-
quent proceeding to the extent its disclosure may further the inves-
tigation or prosecution of a felony crime involving physical 
violence to a person.  

(d) Any mediation communication related to the conduct of a 
licensed professional that is made to or in the presence of a person 
who, as a condition of his or her professional license, is obligated 
to report such communication by law or court rule is not confidential 
and may be disclosed to the extent necessary to make such a report.  

(e) The parties to the mediation may agree in writing that all 
or part of the mediation communications are not confidential or 
that all or part of the mediation communications may be disclosed 
and may be introduced into evidence in a subsequent proceeding 
unless the substance of the communication is confidential, privileged 
or otherwise prohibited from disclosure under state or federal law.  

(f) A party to the mediation may disclose confidential 
mediation communications to a person if the party’s communication 
with that person is privileged under ORS Chapter 40 or other pro-
vision of law. A party to the mediation may disclose confidential 
mediation communications to a person for the purpose of obtaining 
advice concerning the subject matter of the mediation, if all the 
parties agree.  

(g) An employee of the agency may disclose confidential 
mediation communications to another agency employee so long as 
the disclosure is necessary to conduct authorized activities of the 
agency. An employee receiving a confidential mediation communi-
cation under this subsection is bound by the same confidentiality 
requirements as apply to the parties to the mediation.  

(h) A written mediation communication may be disclosed or 
introduced as evidence in a subsequent proceeding at the discretion 
of the party who prepared the communication so long as the com-
munication is not otherwise confidential under state or federal law 
and does not contain confidential information from the mediator or 
another party who does not agree to the disclosure.  

(i) In any proceeding to enforce, modify or set aside a 
mediation agreement, a party to the mediation may disclose media-
tion communications and such communications may be introduced 
as evidence to the extent necessary to prosecute or defend the 
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matter. At the request of a party, the court may seal any part of the 
record of the proceeding to prevent further disclosure of mediation 
communications or agreements to persons other than the parties to 
the agreement. 

(j) In an action for damages or other relief between a party to 
the mediation and a mediator or mediation program, mediation 
communications are not confidential and may be disclosed and 
may be introduced as evidence to the extent necessary to prosecute 
or defend the matter. At the request of a party, the court may seal 
any part of the record of the proceeding to prevent further 
disclosure of the mediation communications or agreements.  

(k) When a mediation is conducted as part of the negotiation 
of a collective bargaining agreement, the following mediation 
communications are not confidential and such communications 
may be introduced into evidence in a subsequent administrative, 
judicial or arbitration proceeding:  

(A) A request for mediation; or  
(B) A communication from the Employment Relations Board 

Conciliation Service establishing the time and place of mediation; 
or  

(C) A final offer submitted by the parties to the mediator pur-
suant to ORS 243.712; or  

(D) A strike notice submitted to the Employment Relations 
Board.  

(l) To the extent a mediation communication contains infor-
mation the substance of which is required to be disclosed by 
Oregon statute, other than ORS 192.410 to 192.505, that portion of 
the communication may be disclosed as required by statute. 

(m) Written mediation communications prepared by or for the 
agency or its attorney are not confidential and may be disclosed 
and may be introduced as evidence in any subsequent administrative, 
judicial or arbitration proceeding to the extent the communication 
does not contain confidential information from the mediator or 
another party, except for those written mediation communications 
that are:  

(A) Attorney-client privileged communications so long as 
they have been disclosed to no one other than the mediator in the 
course of the mediation or to persons as to whom disclosure of the 
communication would not waive the privilege; or  

(B) Attorney work product prepared in anticipation of litigation 
or for trial; or  

(C) Prepared exclusively for the mediator or in a caucus 
session and not given to another party in the mediation other than a 
state agency; or  

(D) Prepared in response to the written request of the mediator 
for specific documents or information and given to another party in 
the mediation; or  

(E) Settlement concepts or proposals, shared with the mediator 
or other parties.  

(n) A mediation communication made to the agency may be 
disclosed and may be admitted into evidence to the extent the 
Agency Director, or designee determines that disclosure of the 
communication is necessary to prevent or mitigate a serious danger 
to the public’s health or safety, and the communication is not other-
wise confidential or privileged under state or federal law.  

(o) The terms of any mediation agreement are not confidential 
and may be introduced as evidence in a subsequent proceeding, 
except to the extent the terms of the agreement are exempt from 
disclosure under ORS 192.410 to 192.505, a court has ordered the 
terms to be confidential under ORS 17.095 or state or federal law 
requires the terms to be confidential.  

(p) The mediator may report the disposition of a mediation to 
the agency at the conclusion of the mediation so long as the report 
does not disclose specific confidential mediation communications. 
The agency or the mediator may use or disclose confidential medi-
ation communications for research, training or educational purposes, 
subject to the provisions of ORS 36.232(4). 

(q) The mediation communication may be disclosed and may 
be admitted into evidence in a subsequent proceeding to the extent 
the disclosure is necessary to prevent or mitigate a threat or danger 
to the health or safety of any child or person 65 years of age or 

older, person who is mentally ill or developmentally disabled and 
receives services from a community program or facility as defined 
in ORS 430.735 or person who is a resident of a long-term care 
facility.  

(10) When a mediation is subject to section (7) of this rule, the 
agency will provide to all parties to the mediation and the mediator 
a copy of this rule or a citation to the rule and an explanation of 
where a copy of the rule may be obtained. Violation of this 
provision does not waive confidentiality or inadmissibility. 

[ED. NOTE: Forms referenced are available from the agency.] 
Stat. Authority: ORS 413.042 
Stats. Implemented: ORS 36.224, 36.228, 36.230, 36.232 & 36.234 
Hist.: OHA 9-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 25-2011, f. 
10-31-11, cert. ef. 11-1-11 

943-014-0205 
Confidentiality and Inadmissibility of Workplace 
Interpersonal Dispute Mediation Communications 

(1) This rule applies to workplace interpersonal disputes, 
which are disputes involving the interpersonal relationships between 
this agency’s employees, officials or employees and officials. This 
rule does not apply to disputes involving the negotiation of labor 
contracts or matters about which a formal grievance under a labor 
contract, a tort claim notice or a lawsuit has been filed.  

(2) The words and phrases used in this rule have the same 
meaning as given to them in ORS 36.110 and 36.234. 

(3) Nothing in this rule affects any confidentiality created by 
other law.  

(4) To the extent mediation communications would otherwise 
be compromise negotiations under ORS 40.190 (OEC Rule 408), 
those mediation communications are not admissible as provided in 
ORS 40.190 (OEC Rule 408), notwithstanding any provisions to 
the contrary in section (9) of this rule.  

(5) Disclosures by Mediator. A mediator may not disclose or 
be compelled to disclose mediation communications in a mediation 
and, if disclosed, such communications may not be introduced into 
evidence in any subsequent administrative, judicial or arbitration 
proceeding unless:  

(a) All the parties to the mediation and the mediator agree in 
writing to the disclosure; or  

(b) The mediation communication may be disclosed or intro-
duced into evidence in a subsequent proceeding as provided in sub-
sections (c) or (h)–(j) of section (7) of this rule; or  

(c) The mediation communication includes information related 
to the health or safety of any child, then the mediation communica-
tion may be disclosed and may be admitted into evidence in a sub-
sequent proceeding to the extent the disclosure is necessary to pre-
vent or mitigate a threat or danger to the health or safety of any 
child.  

(d) The mediation communication includes information relating 
to suffering by or commission of abuse upon certain persons and 
that information would otherwise be required to be reported by a 
public or private official under the provisions of ORS 124.060 
(person 65 years of age or older), 430.765(1) and (2) (person who 
is mentally ill or developmentally disabled who is 18 years of age 
or older and receives services from a community program or 
facility) or 441.640 (person who is a resident in a long-term care 
facility), in which case that portion of the mediation communication 
may be disclosed as required by statute.  

(6) Confidentiality and Inadmissibility of Mediation Commu-
nications. Except as provided in section (7) of this rule, mediation 
communications in mediations involving workplace interpersonal 
disputes are confidential and may not be disclosed to any other per-
son, are not admissible in any subsequent administrative, judicial 
or arbitration proceeding and may not be disclosed during testimony 
in, or during any discovery conducted as part of a subsequent pro-
ceeding, or introduced into evidence by the parties or the mediator 
in any subsequent proceeding so long as: 

(a) The parties to the mediation and the agency have agreed in 
writing to the confidentiality of the mediation; and 

(b) The person agreeing to the confidentiality of the mediation 
on behalf of the agency:  
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(A) Is neither a party to the dispute nor the mediator; and  
(B) Is designated by the agency to authorize confidentiality 

for the mediation; and  
(C) Is at the same or higher level in the agency than any of the 

parties to the mediation or who is a person with responsibility for 
human resources or personnel matters in the agency, unless the 
agency head or member of the governing board is one of the 
persons involved in the interpersonal dispute, in which case the 
Governor or the Governor’s designee. 

(7) Exceptions to confidentiality and inadmissibility.  
(a) Any statements, memoranda, work products, documents 

and other materials, otherwise subject to discovery that were not 
prepared specifically for use in the mediation are not confidential 
and may be disclosed or introduced into evidence in a subsequent 
proceeding.  

(b) Any mediation communications that are public records, as 
defined in ORS 192.410(4), and were not specifically prepared for 
use in the mediation are not confidential and may be disclosed or 
introduced into evidence in a subsequent proceeding unless the 
substance of the communication is confidential or privileged under 
state or federal law.  

(c) A mediation communication is not confidential and may 
be disclosed by any person receiving the communication to the 
extent that person reasonably believes that disclosing the commu-
nication is necessary to prevent the commission of a crime that is 
likely to result in death or bodily injury to any person. A mediation 
communication is not confidential and may be disclosed in a subse-
quent proceeding to the extent its disclosure may further the inves-
tigation or prosecution of a felony crime involving physical 
violence to a person.  

(d) The parties to the mediation may agree in writing that all 
or part of the mediation communications are not confidential or 
that all or part of the mediation communications may be disclosed 
and may be introduced into evidence in a subsequent proceeding 
unless the substance of the communication is confidential, privileged 
or otherwise prohibited from disclosure under state or federal law.  

(e) A party to the mediation may disclose confidential 
mediation communications to a person if the party’s communication 
with that person is privileged under ORS chapter 40 or other provi-
sion of law. A party to the mediation may disclose confidential 
mediation communications to a person for the purpose of obtaining 
advice concerning the subject matter of the mediation, if all the 
parties agree.  

(f) A written mediation communication may be disclosed or 
introduced as evidence in a subsequent proceeding at the discretion 
of the party who prepared the communication so long as the com-
munication is not otherwise confidential under state or federal law 
and does not contain confidential information from the mediator or 
another party who does not agree to the disclosure.  

(g) In any proceeding to enforce, modify or set aside a media-
tion agreement, a party to the mediation may disclose mediation 
communications and such communications may be introduced as 
evidence to the extent necessary to prosecute or defend the matter. 
At the request of a party, the court may seal any part of the record 
of the proceeding to prevent further disclosure of mediation com-
munications or agreements to persons other than the parties to the 
agreement.  

(h) In an action for damages or other relief between a party to 
the mediation and a mediator or mediation program, mediation 
communications are not confidential and may be disclosed and 
may be introduced as evidence to the extent necessary to prosecute 
or defend the matter. At the request of a party, the court may seal 
any part of the record of the proceeding to prevent further 
disclosure of the mediation communications or agreements.  

(i) To the extent a mediation communication contains infor-
mation the substance of which is required to be disclosed by 
Oregon statute, other than ORS 192.410 to 192.505, that portion of 
the communication may be disclosed as required by statute. 

(j) The mediator may report the disposition of a mediation to 
the agency at the conclusion of the mediation so long as the report 
does not disclose specific confidential mediation communications. 

The agency or the mediator may use or disclose confidential medi-
ation communications for research, training or educational purposes, 
subject to the provisions of ORS 36.232(4). 

(k) The mediation communication may be disclosed and may 
be admitted into evidence in a subsequent proceeding to the extent 
the disclosure is necessary to prevent or mitigate a threat or danger 
to the health or safety of any child or person 65 years of age or 
older, person who is mentally ill or developmentally disabled and 
receives services from a community program or facility as defined 
in ORS 430.735 or person who is a resident of a long-term care 
facility.  

(8) The terms of any agreement arising out of the mediation of 
a workplace interpersonal dispute are confidential so long as the 
parties and the agency so agree in writing. Any term of an 
agreement that requires an expenditure of public funds, other than 
expenditures of $1,000 or less for employee training, employee 
counseling or purchases of equipment that remain the property of 
the agency, may not be made confidential.  

(9) When a mediation is subject to section (6) of this rule, the 
agency will provide to all parties to the mediation and to the 
mediator a copy of this rule or an explanation of where a copy may 
be obtained. Violation of this provision does not waive confiden-
tiality or inadmissibility. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 36.224, 36.228, 36.230, 36.232 & 36.234 
Hist.: OHA 9-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 25-2011, f. 
10-31-11, cert. ef. 11-1-11 

943-014-0300 
Scope 

These rules (OAR 943-014-0300 through 943-014-0320) 
apply to an organization or individual seeking or receiving access 
to Authority information assets or network and information systems 
for the purpose of carrying out a business transaction between the 
Authority and the user.  

(1) These rules are intended to complement, and not supersede, 
access control or security requirements in the Authority’s Electronic 
Data Transmission rules, OAR 943-120-0100 to 943-120-0200, 
and whichever rule is more specific shall control.  

(2) The confidentiality of specific information and the condi-
tions for use and disclosure of specific information are governed by 
other laws and rules, including but not limited to the Authority’s 
rules for the privacy of protected information, OAR 943-014-0000 
to 943-014-0070. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 182.122 
Hist.: OHA 16-2011(Temp), f. & cert. ef. 8-9-11 thru 2-2-12; OHA 27-2011, f. 
& cert. ef. 12-1-11 

943-014-0305 
Definitions 

For purpose of these rules, the following terms have definitions 
set forth below. All other terms not defined in this section shall 
have the meaning used in the Health Insurance Portability and 
Accountability Act (HIPAA) security rules found at 45 CFR § 
164.304:  

(1) “Access” means the ability or the means necessary to read, 
communicate, or otherwise use any Authority information asset.  

(2) “Access Control Process” means Authority forms and pro-
cesses used to authorize a user, identify their job assignment, and 
determine the required access.  

(3) “Authority” means the Oregon Health Authority.  
(4) “Client Records” means any client, applicant, or participant 

information regardless of the media or source, provided by the 
Authority to the user, or exchanged between the Authority and the 
user.  

(5) “Incident” means the attempted or successful unauthorized 
access, use, disclosure, modification, or destruction of any network 
and information system or Authority information asset including, 
but not limited to unauthorized disclosure of information; failure to 
protect user’s identification (ID) provided by the Authority; or, 
theft of computer equipment that uses or stores any Authority 
information asset.  
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(6) “Information Asset” means any information, also known 
as data, provided through the Authority, regardless of the source or 
media, which requires measures for security and privacy of the 
information.  

(7) “Network and Information System” means the State of 
Oregon’s computer infrastructure, which provides personal com-
munications, client records and other sensitive information assets, 
regional, wide area and local area networks, and the internetworking 
of various types of networks on behalf of the Authority.  

(8) “User” means any individual authorized by the Authority 
to access a network and information system or information asset. 

(9) “Organization” means any entity authorized by the Author-
ity to access a network and information system or information 
asset. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 182.122 
Hist.: OHA 16-2011(Temp), f. & cert. ef. 8-9-11 thru 2-2-12; OHA 27-2011, f. 
& cert. ef. 12-1-11 

943-014-0310 
Information Access 

The organization or user shall utilize the Authority access 
control process for all requested and approved access. The 
Authority shall notify the user of each approval or denial. When 
approved, the Authority shall provide the user with a unique login 
identifier to access the network and information system or informa-
tion asset. The Authority may authorize the use of a generic login 
identifier. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 182.122 
Hist.: OHA 16-2011(Temp), f. & cert. ef. 8-9-11 thru 2-2-12; OHA 27-2011, f. 
& cert. ef. 12-1-11 

943-014-0315 
Security Information Assets  

(1) No organization or user shall access an information asset 
for any purpose other than that specifically authorized by the 
Authority access control process.  

(2) Except as specified or approved by the Authority, no orga-
nization or user shall alter, delete, or destroy any information asset.  

(3) The organization shall prohibit unauthorized access by 
their staff, contractors, agents, or others to the network and infor-
mation systems, or Authority information assets, and shall implement 
safeguards to prevent unauthorized access in accordance with 
section (4) of this rule.  

(4) The organization shall develop a security risk management 
plan. The organization shall ensure that the plan includes, but is not 
limited to the following:  

(a) Administrative, technical, and physical safeguards com-
monly found in the International Standards Organization 27002: 
2005 security standard or National Institute of Standards and Tech-
nology (NIST) 800 Series;  

(b) Standards established in accordance with HIPAA Security 
Rules, 45 CFR Parts 160 and 164, applicable to an organization or 
user regarding the security and privacy of a client record, any infor-
mation asset, or network and information system; 

(c) The organization’s privacy and security policies; 
(d) Controls and safeguards that address the security of equip-

ment and storage of any information asset accessed to prevent 
inadvertent destruction, disclosure, or loss; 

(e) Controls and safeguards that ensure the security of an 
information asset, regardless of the media, as identified below:  

(A) The user keeps Authority-assigned access control require-
ments such as identification of authorized users and access control 
information (passwords and personal identification numbers 
(PIN’s)), in a secure location until access is terminated;  

(B) Upon request of the Authority, the organization makes 
available all information about the user’s use or application of the 
access controlled network and information system or information 
asset; and 

(C) The organization or user ensures the proper handling, 
storage, and disposal of any information asset obtained or repro-

duced, and, when the authorized use of that information ends, is 
consistent with any applicable record retention requirements. 

(f) Existing security plans developed to address other regulatory 
requirements, such as Sarbanes-Oxley Act of 2002 (PL 107-204), 
Title V of Gramm Leach Bliley Act of 1999, Statement on 
Auditing Standards (SAS) number 70, will be deemed acceptable 
as long as they address the above requirements. 

(5) The Authority may request additional information related 
to the organization’s security measures. 

(6) The organization or user must immediately notify the 
Authority when access is no longer required, and immediately 
cease access to or use of all information assets or network and 
information systems. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 182.122 
Hist.: OHA 16-2011(Temp), f. & cert. ef. 8-9-11 thru 2-2-12; OHA 27-2011, f. 
& cert. ef. 12-1-11 

943-014-0320 
User Responsibility 

The organization or user shall not make any root level 
changes to any Authority or State of Oregon network and informa-
tion system. The Authority recognizes that some application users 
have root level access to certain functions to allow the user to diag-
nose problems (such as startup or shutdown operations, disk 
layouts, user additions, deletions or modifications, or other 
operation) that require root privileges. This access does not give 
the user the right to make any changes normally restricted to root 
without explicit written permission from the Authority.  

(1) Use and disclosure of any Authority information asset is 
strictly limited to the minimum information necessary to perform 
the requested and authorized service.  

(2) The organization shall have established privacy and 
security measures that meet or exceed the standards set forth in the 
Authority privacy and information security policies, available from 
the Authority, regarding the disclosure of an information asset.  

(3) The organization or user shall comply with all security and 
privacy federal and state laws, rules, and regulations applicable to 
the access granted.  

(4) The organization shall make the security risk plan available 
to the Authority for review upon request.  

(5) The organization or user shall report to the Authority all 
privacy or security incidents by the user that compromise, damage, 
or cause a loss of protection to the Authority information assets or 
the network and information systems. The incident report shall be 
made no later than five business days from the date on which the 
user becomes aware of such incident. The user shall provide the 
Authority a written report which must include the results of the 
incident assessment findings and resolution strategies.  

(6) Wrongful use of a network and information system, or 
wrongful use or disclosure of an Authority information asset by the 
organization or user may cause the immediate suspension or revo-
cation of any access granted, at the sole discretion of the Authority 
without advance notice.  

(7) The organization or user shall comply with the Authority’s 
request for corrective action concerning a privacy or security 
incident and with laws requiring mitigation of harm caused by the 
unauthorized use or disclosure of confidential information, if any. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 182.122 
Hist.: OHA 16-2011(Temp), f. & cert. ef. 8-9-11 thru 2-2-12; OHA 27-2011, f. 
& cert. ef. 12-1-11 

943-014-0400 
Purpose 

These rules set requirements for contractors who are business 
associates of the health care component of the Oregon Health 
Authority (Authority) as described in OAR 943-014-0015. Business 
associates must comply with these rules, the business associate 
provisions of the Health Insurance Portability and Accountability 
Act (HIPAA) and HIPAA’s implementing regulations. HIPAA 
requires covered entities to comply with the requirements set forth 

Chapter 943     Oregon Health Authority

Oregon Administrative Rules Compilation 

   2017 Edition                                                                                      26 - 300                                                                                         (11-15-16)



in 45 CFR 164.502(e) and 164.504(e) by obtaining certain written 
assurances from the business associates.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0410 
Definitions 

As used in OAR 943-014-0400 through 943-014-0465 the fol-
lowing definitions apply. Terms not defined here shall have the 
same meaning given those terms in the Privacy Rule and the 
Security Rule, 45 CFR 160 and 164. 

(1) “Authority” means the Oregon Health Authority. 
(2) “Breach” has the meaning given that term in 45 CFR 

164.402.  
(3) “Business associate” has the meaning given that term in 45 

CFR 160.103.  
(4) “Contract” means the written agreement between the 

Authority and a contractor describing the rights and obligations of 
the parties. 

(5) “Covered entity” has the meaning given that term in 45 
CFR 160.103. 

(6) “Electronic media” means: 
(a) Data stored in electronic format; and  
(b) Transmission media used to exchange information already 

stored in electronic format. 
(7) “Electronic protected health information” (EPHI) has the 

meaning given that term in 45 CFR 160.103.  
(8) “HIPAA” means the Health Insurance Portability and 

Accountability Act of 1996, 42 USC 1320d - 1320d-8, Public Law 
104-191, sec. 262 and sec. 264. 

(9) “HITECH Act” means the Health Information Technology 
for Economic and Clinical Health Act, Title XIII of division A and 
Title IV of Division B of the American Recovery and Reinvestment 
Act of 2009, Public Law 111-5, including any implementing regu-
lations. 

(10) “Privacy rule” means the Standards for Privacy of Indi-
vidually Identifiable Health Information at 45 CFR part 160 and 
part 164, subparts A and E. 

(11) “Protected health information” (PHI) has the meaning 
given that term in 45 CFR 160.103. 

(12) “Required by law” has the meaning given that term in 45 
CFR 164.103. 

(13) “Secretary” means the Secretary of Health and Human 
Services (HHS) or designee. 

(14) “Security rule” means the security standards for electronic 
protected health information found at 45 CFR Parts 160, and 164. 

(15) “Unsecured protected health information” has the meaning 
given that term in 45 CFR 164.402 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0415 
General Business Associate Requirements 

A contractor who is a business associate of the Authority 
shall: 

(1) Not use or disclose protected health information or elec-
tronic protected health information except as permitted or required 
by these rules and the contract, or as required by law. 

(2) Use appropriate safeguards, and comply with Subpart C of 
45 CFR Part 164 with respect to electronic protected health infor-
mation to prevent use or disclosure of protected health information 
other than as provided for by these rules and the contract. 

(3) Mitigate, to the extent practicable, any known harmful 
effect of a use or disclosure of protected health information or elec-
tronic protected health information by the business associate in 
violation of the requirements of these rules and the contract. 

(4) Report to the Authority any use or disclosure of protected 
health information or electronic protected health information not 

provided for by these rules and the contract as soon as possible 
after the contractor becomes aware of the use or disclosure. 

(5) Ensure that any agent or subcontractor that creates, 
receives, maintains or transmits protected health information on 
behalf of the contractor, agrees to the same restrictions and 
conditions that apply to the business associate through these rules 
and the contract with respect to the information created, received, 
maintained or transmitted on behalf of the contractor. 

(6) Provide access, as directed by the Authority and in the 
time and manner designated by the Authority, to protected health 
information or electronic protected health information in a 
designated record set to the Authority or to an individual in compli-
ance with the requirements of 45 CFR 164.524. 

(7) Make any amendment to protected health information or 
electronic protected health information in a designated record set 
that the Authority directs or agrees to pursuant to 45 CFR 164.526. 
These amendments will be made in the manner designated by the  
Authority within 10 business days of receiving direction from the 
Authority. 

(8) Make available internal practices, books, and records, 
including policies and procedures relating to the use and disclosure 
of protected health information and electronic protected health 
information created, received, maintained or transmitted by the 
business associate on behalf of the Authority. These items must be 
available to the Authority and to the Secretary, in a time and 
manner designated by the Authority or the Secretary, for purposes 
of the Secretary determining the Authority’s compliance with the 
Privacy Rule or Security Rule. 

(9) Document disclosures of protected health information and 
electronic protected health information and information related to 
such disclosures as may be required for the Authority to respond to 
a request by an individual for an accounting of disclosures in 
accordance with 45 CFR 164.528. 

(10) Provide the Authority or an individual, within 10 business 
days of receiving direction from the Authority in a manner desig-
nated by the Authority, information collected in accordance with 
OAR 943-014-0415(9) to permit the Authority to respond to an 
individual’s request for an accounting of disclosures in accordance 
with 45 CFR 164.528. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0420 
Uses and Disclosures of Protected Health Information by 
Business Associate 

(1) Except as otherwise limited or prohibited by the contract 
or these rules, a contractor who is a business associate of the 
Authority may: 

(a) Use or disclose protected health information and electronic 
protected health information to perform functions, activities, or 
services as specified in the contract and these rules on behalf of the 
Authority.  

(b) Use protected health information and electronic protected 
health information for the proper management and administration 
of the business associate contract or to carry out the business asso-
ciate’s legal responsibilities. 

(c) Disclose protected health information and electronic pro-
tected health information for the proper management and adminis-
tration of the business associate, provided disclosures are required 
by law. 

(d) Disclose protected health information and electronic pro-
tected health information to a subcontractor if the business associate 
and subcontractor enter into a business associate agreement that 
complies with this rule. 

(e) Use or disclose protected health information and electronic 
protected health information to report violations of law to 
appropriate federal and state authorities, consistent with 45 CFR 
164.502(j)(1). 

(2) All other use or disclosure of protected health information 
and electronic protected health information are prohibited. 
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(3) A contractor who is a business associate of the Authority 
may not aggregate or compile the Authority’s protected health 
information or electronic protected health information with the 
protected health information or electronic protected health infor-
mation of other covered entities unless the contract permits data 
aggregation services.  

(a) If the contract permits a business associate to provide data 
aggregation services, a business associate may use protected health 
information to provide data aggregation services requested by the 
Authority as permitted by 45 CFR 164.504(e)(2)(i)(B) and subject 
to any limitations contained in these rules.  

(b) If the Authority requests data aggregation services, a busi-
ness associate may aggregate the Authority’s protected health 
information with protected heath information of other covered 
entities that the business associate has in its possession through its 
capacity as a business associate to other covered entities.  

(c) The business associate may only aggregate data for the 
purpose of providing the Authority with analysis relating to the 
Authority’s health care operations.  

(4) Business associates may not disclose the Authority’s pro-
tected health information to another covered entity without the 
Authority’s express authorization. 

(5) Use or disclosure of protected health information or elec-
tronic protected health information in accordance with any section 
of this rule may not violate the Privacy Rule, Security Rule, the 
HITECH Act, or other applicable federal or state laws or regulations 
or the minimum necessary policies and procedures of the Authority. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0430 
Authority Obligations 

(1) To the extent that a business associate’s use or disclosure 
of protected health information and electronic protected health 
information may be affected, the Authority shall notify business 
associate of: 

(a) Limitations in its notice of privacy practices in accordance 
with 45 CFR 164.520. The Authority may satisfy this obligation by 
providing business associate with the Authority’s most current 
Notices of Privacy Practices. 

(b) Changes in, or revocation of, permission by an individual 
to use or disclose protected health information or electronic 
protected health information. 

(c) Restrictions to the use or disclosure of protected health 
information or electronic protected health information that the 
Authority has agreed to in accordance with 45 CFR 164.522. 

(2) The Authority may not request that a business associate 
use or disclose protected health information or electronic protected 
health information in any manner that is not permissible under the 
Privacy Rule or Security Rule if done by the Authority, except as 
permitted by OAR 943-014-0420. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0435 
Contractor Security Requirements 

(1) Contractors must comply with the Security Rule’s business 
associate requirements for electronic protected health information 
and must comply with both the Privacy Rule and the Security Rule 
requirements applicable to a business associate.  

(2) Contractors must: 
(a) Implement administrative, physical, and technical safe-

guards that reasonably and appropriately protect the confidentiality, 
integrity, and availability of the protected health information and 
electronic protected health information that it creates, receives, 
maintains, or transmits on behalf of the Authority. 

(b) Develop and enforce policies, procedures, and documenta-
tion standards (including designation of a security official) related 

to the administrative, physical, and technical safeguards that 
protect electronic protected health information. 

(c) When required by OAR 943-014-0415(5), enter into a 
business associate agreement with any agent or subcontractor to 
ensure the agent or subcontractor agrees to implement reasonable 
and appropriate safeguards to protect electronic protected health 
information the contractor provides. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0440 
Breach 

(1) For the purposes of this rule a breach is considered “dis-
covered” in accordance with 45 CFR 164.404(a)(2) and 45 CFR 
164.410(2). 

(2) In the event a breach of unsecured protected health infor-
mation is discovered, a contractor must: 

(a) Notify the Authority of the breach.  
(A) The notification must be made as soon as possible and 

business associate shall confer with the Authority as soon as prac-
ticable thereafter.  

(B) The notification must be made to the Authority no later 
than 30 calendar days after the discovery of breach.  

(C) Notification shall include identification of each individual 
whose unsecured protected health information has been, or is rea-
sonably believed to have been accessed, acquired, or disclosed 
during the breach.  

(D) Notification shall include steps taken to mitigate harm, 
steps taken to reasonably ensure a like breach will not occur in the 
future, and any other information that may be reasonably required 
by the Authority for the Authority to meet its obligations. 

(b) Confer with the Authority regarding preparing and issuing 
an appropriate notice to each individual whose unsecured protected 
health information has been, or is reasonably believed to have been 
accessed, acquired, or disclosed as a result of a breach. 

(c) Confer with the Authority regarding preparing and issuing 
an appropriate notice to prominent media outlets within the state or 
local jurisdictions when the breach involves more than 500 individ-
uals. 

(d) Make the appropriate notification to media outlets and 
individuals affected by the breach as necessary. 

(e) Confer with the Authority regarding preparing and issuing 
notice of the breach to the Secretary.  

(A) If the breach involves 500 or more individuals, the notice 
to the Secretary must be provided immediately.  

(B) Any breach involving less than 500 individuals shall be 
documented in a log and the log provided to the Secretary annually, 
no later than 60 calendar days after December 31 of each year. 

(3) Except as set forth in section (5) of this rule, notifications 
required by this rule must be made without unreasonable delay and 
no later than 60 calendar days after the discovery of a breach.  

(4) Notice must be provided in the manner and content 
required by 45 CFR 164.404 through 164.410. 

(5) Any notification required by this rule may be delayed by a 
law enforcement official in accordance with the 45 CFR 164.412. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0445 
Violations 

(1) When the Authority learns about a business associate’s 
failure to comply with these rules the Authority shall notify the 
business associate of the rule violation and provide a reasonable 
opportunity for the business associate to remedy or end the 
violation.  

(2) The Authority may terminate the contract if business asso-
ciate does not cure the breach or end the violation within the time 
specified by the Authority. 
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(3) The Authority shall immediately terminate the contract if 
business associate has violated these rules and remedy is not 
possible in the Authority’s reasonable judgment. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0450 
Termination of Contract 

(1) Except as provided in section (2) of this rule, upon termi-
nation of the contract for any reason, the business associate shall, at 
the request of the Authority, return or destroy all protected health 
information and electronic protected health information created, 
maintained or received by the business associate from the Authority 
or on the Authority’s behalf.  

(a) This section shall apply to protected health information 
and electronic protected health information that is in the possession 
of subcontractors or agents of the business associate. 

(b) Business associate may not retain copies of the protected 
health information and electronic protected health information. 

(2) If the business associate determines that returning or 
destroying the protected health information or electronic protected 
health information is not feasible, the business associate shall 
provide the Authority notification of the conditions that make 
return or destruction not feasible.  

(a) Upon the Authority’s written acknowledgement that return 
or destruction of protected health information or electronic protected 
health information is not feasible, the business associate shall con-
tinue to provide the protections to the information required by 
these rules and the contract.  

(b) Business associate shall limit further uses and disclosures 
of the information to those purposes that make the return or 
destruction not feasible, for as long as the business associate main-
tains the protected information. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0455 
Order of Precedence 

(1) These rules shall be interpreted as broadly as necessary to 
implement and comply with HIPAA, the Privacy Rule, the Security 
Rule, and the HITECH Act.  

(2) Any ambiguity in these rules shall be resolved in favor of 
a meaning that complies and is consistent with HIPAA, the Privacy 
Rule, the Security Rule, and the HITECH Act. 

(3) Any ambiguity in the contract shall be resolved to permit 
the Authority and business associate to implement and comply 
with HIPAA, the HITECH Act, the Privacy Rule and the Security 
Rule.  

(4) If a conflict arises between these rules and the provisions 
of the contract, these rules shall control.  

(5) If a conflict arises between the provisions of the contract 
and the Privacy Rule, the Security Rule, or the HITECH Act, the 
Privacy Rule, the Security Rule, and the HITECH Act shall 
control.  

(6) If conflict arises between these rules and the Privacy Rule, 
Security Rule, or HITECH Act, the Privacy Rule, Security Rule, 
and the HITECH Act shall control.  

(7) These rules shall not supersede any other federal or state 
law or regulation governing the legal relationship of the parties, or 
the confidentiality of records or information, except to the extent 
that HIPAA and the HITECH Act preempt those laws or regulations.  

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0460 
Authority Compliance Methods 

The Authority may comply with these rules: 
(1) By incorporating the business associate requirements con-

tained in this rule into its contracts with business associates or by 
referencing these rules.  

(2) By entering into a memorandum of understanding that 
accomplishes the objectives of these rules and meets the business 
associate requirements of the Privacy Rule and Security Rule, if 
the business associate is a government entity. 

(3) By executing an amendment or rider that contains the con-
tract provisions required by these rules or references to these rules 
and that amends the Authority’s contract with the business associ-
ate. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

943-014-0465 
Standards in Individual Contracts 

(1) The Authority and a business associate may enter into a 
contract that contains more strict standards than those set forth in 
these rules as long as the standards do not violate the requirements 
of the Privacy Rule, Security Rule, or the HITECH Act, and the 
contract receives approval from the Oregon Department of Justice. 

(2) If the Authority and a business associate enter into a 
contract containing more strict standards than those set forth in 
these rules, the business associate shall require subcontractors who 
are business associates to comply with the stricter standards. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.505, 192.553, 192.556 - 192.581, 413.032, 
413.042 & 414.065 
Hist.: OHA 1-2013(Temp), f. & cert. ef. 8-23-13 thru 2-18-14; OHA 1-2014, f. 
2-12-14, cert. ef. 2-18-14 

DIVISION 45 

OFFICE OF INVESTIGATIONS AND TRAINING 

943-045-0000 
Review of Substantiated Physical Abuse When Self-Defense is 
Asserted at State Hospitals 

Protective service investigations and review of findings of 
alleged abuse in state hospitals are handled by the Office of Inves-
tigations and Training (OIT) State hospitals are administered by 
the Oregon Health Authority (Authority). 

(1) The Authority adopts and incorporates by reference OAR 
407-045-0000 to 407-045-0110 (Review of Substantiated Physical 
Abuse When Self-Defense is Asserted at State Hospitals. 

(2) Any reference to any rule from OAR 407-045-0000 to 
407-045-0110 in rules or contracts of the Authority are deemed to 
be references to the requirements of this rule, and shall be 
construed to apply to employees, volunteers, providers, or contrac-
tors that work at those locations that are administered by the 
Authority. 

(3) References in OAR 407-045-0000 to 407-045-0110 to the 
Department of Human Services (Department) or to the Authority 
shall be construed to be references to either or both agencies. 

(4) The Authority authorizes the Department to act on its 
behalf in carrying out protective service investigations and review 
of findings of alleged abuse at those locations that are administered 
by the Authority.  

(5) Appeals will be handled by the Authority under the proce-
dures set out in OAR 407-045-0000 to 407-045-0110, however, 
references to agency actions or decisions that qualify as orders 
under ORS 183.310(6) that are issued by “the Department” or by 
“the Director” are hereby incorporated as references to “the 
Oregon Health Authority” and “the Authority Director.” 

(6) References in OAR 407-045-0000 to 407-045-0110 to the 
Human Services Abuse Review Committee (HSARC), the OIT 
Substantiation Review Committee (OSRC) or “Office of Develop-
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mental Disability Services Review Committee” (ODDSRC) shall 
be construed to be references to committees for either the 
Department or the Authority. 

Stat. Auth.: ORS 179.040 & 413.042 
Other Auth.: HB 2009, OL Ch. 595, sce. 19-25 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.755 - 
430.768 
Hist.: Hist.: OHA 10-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 28-
2011, f. 12-1-11, cert. ef. 12-4-11 

943-045-0250 
Purpose 

These rules, OAR 943-045-0250 to 943-045-0370, shall be 
effective December 5, 2011. these rules prescribe standards and 
procedures for the investigation of, assessment for, and provision 
of protective services in community programs and community 
facilities, and the nature and content of the abuse or mistreatment 
investigation and protective services report.  

Stat. Authority: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0260 
Definitions 

As used in OAR 943-045-0250 to 943-045-0370, the following 
definitions apply:  

(1) “Abuse of an adult with mental illness” means:  
(a) Death of an adult caused by other than accidental or 

natural means or occurring in unusual circumstances.  
(b) “Neglect” means the active or passive withholding of ser-

vices necessary to maintain the health and well-being of an adult, 
which leads to physical harm of an adult. “Services” include but 
are not limited to the provision of food, clothing, medicine, 
housing, medical services, assistance with bathing or personal 
hygiene, or any other services essential to the well-being of the 
adult. 

(c) “Physical abuse” means:  
(A) Any physical injury by other than accidental means or that 

appears to be at variance with the explanation given for the injury.  
(B) Willful infliction of physical pain or injury.  
(C) Physical abuse is presumed to cause physical injury, 

including pain, to adults otherwise incapable of expressing pain.  
(D) Physical abuse does not include physical emergency 

restraint to prevent immediate injury to an adult who is in danger of 
physically harming himself or herself or others, provided only that 
the degree of force reasonably necessary for protection is used for 
the least amount of time necessary. 

(d) “Sexual abuse” including:  
(A) An act that constitutes a crime under ORS 163.375 (rape 

in the first degree), 163.405 (sodomy in the first degree), 163.411 
(unlawful penetration in the first degree), 164.415 (sexual abuse in 
the third degree), 163.425 (sexual abuse in the second degree, 
(163.427 (sexual abuse in the first degree), 163.456 (public inde-
cency) or 163.467 (private indecency). 

(B) Sexual contact with a nonconsenting adult or with an adult 
considered incapable of consenting to a sexual act under ORS 
163.315.  

(C) Sexual harassment, sexual exploitation, or inappropriate 
exposure to sexually explicit material or language including 
requests for sexual favors. Sexual harassment or exploitation 
includes but is not limited to any sexual contact or failure to dis-
courage sexual contact between an employee of a community 
facility or community program, provider, or other caregiver and an 
adult. For situations other than those involving an employee, 
provider, or other caregiver and an adult, sexual harassment or 
exploitation means unwelcome physical sexual contact including 
requests for sexual favors and other physical conduct directed 
toward an adult.  

(D) Any sexual contact between an employee of a facility or 
paid caregiver and an adult served by the facility or caregiver. 

Sexual abuse does not mean consensual sexual contact between an 
adult and a paid caregiver who is the spouse or partner of the adult.  

(E) Any sexual contact that is achieved through force, trickery, 
threat, or coercion.  

(F) As defined in ORS 163.305, “sexual contact” means any 
touching of sexual or other intimate parts of a person or causing 
such person to touch sexual or other intimate parts of the actor for 
the purpose of arousing or gratifying the sexual desire of either 
party.  

(G) An adult who in good faith is voluntarily under treatment 
solely by spiritual means through prayer in accordance with the 
tenets and practices of a recognized church or religious denomination 
by a duly accredited practitioner shall for this reason alone not be 
considered subjected to mistreatment. 

(2) “Abuse or Mistreatment Investigation and Protective Ser-
vices Report” means a completed report.  

(3) “Adult” means an individual who is 18 years of age or 
older who:  

(a) Has a mental illness and is receiving services from a com-
munity program or facility;  

(b) Receives services in a residential treatment home, residential 
care facility, adult foster home, or is in a facility approved by the 
Addictions and Mental Health Division (Division) for acute care 
services or crisis respite when the adult is in custody in the facility 
pursuant to ORS 426.072, and; 

(c) Is the alleged abuse or mistreatment victim.  
(4) “Adult Foster Home” means any home licensed by the 

Authority’s Addictions and Mental Health Division pursuant to 
OAR 309-040-0300 et.seq., in which residential care is provided to 
five or fewer adults who are not related to the provider by blood or 
marriage as described in ORS 443.705 through 443.825.  

(5) “Adult protective services” means the necessary actions 
taken to prevent abuse or mistreatment or exploitation of an adult, 
to prevent self-destructive acts, and to safeguard an allegedly 
abused or mistreated adult’s person, property, or funds.  

(6) “Authority” means the Oregon Health Authority. 
(7) “Caregiver” means an individual or facility that has 

assumed responsibility for all or a portion of the care of an adult as 
a result of a contract or agreement.  

(8) “Community facility” means a community residential 
treatment home, residential care facility, adult foster home. “Com-
munity facility” also means a facility approved by the Division for 
acute care services or crisis respite when the adult is in custody in 
the facility pursuant to ORS 426.072. 

(9) “Community program” means the community mental 
health program as established in ORS 430.610 to 430.695.  

(10) “Designee” means the community program.  
(11) “Department” means the Department of Human Services.  
(12) “Inconclusive” means there is insufficient evidence to 

conclude the alleged abuse or mistreatment occurred or did not 
occur by a preponderance of the evidence. The inconclusive deter-
mination may be used only in the following circumstances:  

(a) After diligent efforts have been made, the protective 
services investigator is unable to locate the person alleged to have 
committed the abuse or mistreatment, or cannot locate the alleged 
victim or another individual who might have information critical to 
the investigation; or  

(b) Relevant records or documents are unavailable, or there is 
conflicting or inconsistent information from witnesses, documents, 
or records with the result that after the investigation is complete, 
there is insufficient evidence to support a substantiated or not sub-
stantiated conclusion.  

(13) “Law enforcement agency” means any city or municipal 
police department, county sheriff’s office, the Oregon State Police, 
or any district attorney.  

(14) “Mandatory reporter” means any public or private official 
who, while acting in an official capacity, comes in contact with and 
has reasonable cause to believe that an adult has suffered abuse, or 
that any individual with whom the official comes in contact while 
acting in an official capacity has abused an adult. Pursuant to ORS 
430.765(2), psychiatrists, psychologists, clergy, and attorneys are 
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not mandatory reporters with regard to information received 
through communications that are privileged under ORS 40.225 to 
295.  

(15) “Mistreatment” means mistreatment as defined in OAR 
309-035-0105, 309-035-0260 and 309-040-0305.  

(16) “Not substantiated” means the preponderance of evidence 
establishes the alleged abuse or mistreatment did not occur.  

(17) “Office of Investigations and Training” (OIT) means the 
Department’s Shared Services Division responsible for the investi-
gation of allegations of abuse or mistreatment made in community 
programs and community facilities for adults with mental illness 

(18) “Provider agency” means an entity licensed or certified 
to provide services to adults in Adult Foster Homes (AFH), Resi-
dential Treatment Homes (RTH) or Residential Care Facilities 
(RCF). “Provider agency” also means a facility approved by the 
Division for acute care services or crisis respite when the adult is in 
custody in the facility pursuant to ORS 426.072.  

(19) “Public or private official” means:  
(a) Physician, naturopathic physician, osteopathic physician, 

psychologist, chiropractor, or podiatrist, including any intern or 
resident;  

(b) Licensed practical nurse, registered nurse, nurse’s aide, 
home health aide, or employee of an in-home health services orga-
nization;  

(c) Employee of the Authority, Department, county health 
department, community mental health or developmental disabilities 
program, or private agency contracting with a public body to 
provide any community services;  

(d) Peace officer;  
(e) Member of the clergy;  
(f) Licensed clinical social worker;  
(g) Physical, speech, or occupational therapist;  
(h) Information and referral, outreach, or crisis worker;  
(i) Attorney;  
(j) Licensed professional counselor or licensed marriage and 

family therapist; 
(k) Firefighter or emergency medical technician; or  
(l) Any public official who comes in contact with adults in the 

performance of the official’s duties.  
(20) “Residential Care Facility (RCF)” means a facility 

licensed by the Division that is operated to provide services on a 
24-hour basis for six or more residents pursuant to OAR 309-035-
0100 et.seq..  

(21) “Residential Treatment Home (RTH)” means a home 
licensed by the Division that is operated to provide services on a 
24-hour basis for five or fewer residents pursuant to OAR 309-035-
0250 et.seq.. 

(22) “Substantiated” means that the preponderance of evidence 
establishes the abuse or mistreatment occurred.  

(23) “Unbiased investigation” means an investigation that is 
conducted by a community program that does not have an actual or 
potential conflict of interest with the outcome of the investigation.  

Stat. Authority: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0280  
Training for Individuals Investigating Reports of Alleged 
Abuse or Mistreatment  

(1) The Authority shall provide sufficient and timely training 
and consultation to community programs to ensure that the com-
munity program is able to conduct a thorough and unbiased inves-
tigation and reach a conclusion about the abuse or mistreatment. 
Training shall include initial and continuing education of any indi-
vidual designated to conduct protective services investigations.  

(2) The training shall address the cultural and social diversity 
of the State of Oregon.  

Stat. Authority: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 

Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0290  
General Duties of the Community Program and Initial Action 
on Report of Alleged Abuse or Mistreatment 

(1) For the purpose of carrying out these rules, community 
programs are Authority designees.  

(2) If mandatory reporters have reasonable cause to believe 
abuse of an adult has occurred, the reporter must report the abuse to 
the community program, to a local law enforcement agency, or to 
the Authority when the reporter believes a crime may have been 
committed.  

(3) Each community program shall designate at least one 
employee to conduct protective services investigations. Community 
programs shall require their designated protective services investi-
gators to participate in training and to demonstrate an understanding 
of investigative core competencies.  

(4) If the Authority or community program has reasonable 
cause to believe abuse or mistreatment occurred, it must immediately 
notify the appropriate public licensing or certifying agency and 
provide a copy of the abuse investigation and completed protective 
services report.  

(5) If the Authority or community program has reasonable 
cause to believe that an individual licensed or certified by any state 
agency to provide care has committed abuse or mistreatment, it 
must immediately notify the appropriate state licensing or certifying 
agency and provide that agency with a copy of the abuse or mis-
treatment investigation and completed protective services report.  

(6) The Authority or community program may share informa-
tion prior to the completion of the abuse or mistreatment investiga-
tion and protective services report if the information is necessary 
for:  

(a) The provision of protective services; or 
(b) The function of licensing and certifying agencies or law 

enforcement agencies.  
(7) Each community program must establish an after hours 

reporting system. 
(8) Upon receipt of any report of alleged abuse or mistreatment 

or upon receipt of a report of a death that may have been caused by 
other than accidental or natural means, the community program 
must begin:  

(a) Investigation into the nature and cause of the alleged abuse 
or mistreatment within one working day of receipt of the report to 
determine if abuse or mistreatment occurred or whether a death 
was caused by abuse or mistreatment;  

(b) Assessment of the need for protective services; and  
(c) Provision of protective services, if protective services are 

needed.  
(9) The community program receiving a report alleging abuse 

or mistreatment must document the information required by ORS 
430.743(1) and any additional reported information. The community 
program must attempt to elicit the following information from the 
individual making a report:  

(a) The name, age, and present location of the adult;  
(b) The names and addresses of the adult’s programs or 

facilities responsible for the adult’s care;  
(c) The nature and extent of the alleged abuse or mistreatment, 

including any evidence of previous abuse or mistreatment of the 
adult or evidence of previous abuse or mistreatment by the person 
alleged to have committed the abuse or mistreatment;  

(d) Any information that led the individual making the report 
to suspect abuse or mistreatment had occurred;  

(e) Any information that the individual believes might be 
helpful in establishing the cause of the abuse or mistreatment and 
the identity of the person alleged to have committed the abuse or 
mistreatment; and  

(f) The date of the incident.  
(10) The community program shall maintain all reports of 

abuse or mistreatment in a confidential location.  
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(11) If there is reason to believe a crime has been committed, 
the community program must contact the law enforcement agency 
with jurisdiction in the county where the report is made.  

(12) Upon receipt of a report of abuse or mistreatment, the 
community program must notify the case manager providing 
primary case management services to the adult. The community 
program must also notify the guardian of the adult unless doing so 
would undermine the integrity of the abuse or mistreatment inves-
tigation or a criminal investigation because the guardian or case 
manager is suspected of committing abuse or mistreatment.  

(13) If there is reasonable cause to believe that abuse or mis-
treatment has occurred, the community program must determine if 
the adult is in danger or in need of immediate protective services 
and shall provide those services immediately. Under these circum-
stances, the community program must also advise the provider 
agency or guardian about the allegation, and must include any 
information appropriate or necessary for the health, safety, and best 
interests of the adult in need of protection.  

(14) The community program shall immediately, but no later 
than one working day, notify the Authority it has received a report 
of abuse or mistreatment, in the format provided by the Authority.  

(15) In addition to the notification required by section (12) of 
these rules, if the community program determines that a report will 
be assigned for investigation, the community program must notify 
the provider agency, guardian, and any other individual with 
responsibility for providing services and protection, unless doing 
so would compromise the safety, health, or best interests of the 
adult in need of protection, or would compromise the integrity of 
the abuse or mistreatment investigation or a criminal investigation. 
The notice shall include information that the case shall be assigned 
for investigation, identify the investigator, and provide information 
regarding how the assigned investigator may be contacted. The 
notice must be provided within five working days from the date the 
report was received.  

(16) If the community program determines from the report 
that there is no reasonable cause to believe abuse or mistreatment 
occurred, the community program shall notify the provider agency 
within five working days that a protective services investigation 
shall not commence and explain the reasons for that decision. The 
community program shall document the notice and maintain a 
record of all notices.  

(17) The community program or law enforcement agency 
shall notify the appropriate medical examiner in cases where the 
community program or law enforcement agency finds reasonable 
cause to believe that an adult has died as a result of abuse or mis-
treatment or where the death occurred under suspicious or unknown 
circumstances.  

Stat. Authority: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0300 
Investigation of Alleged Abuse or Mistreatment  

(1) Investigation of abuse or mistreatment shall be thorough 
and unbiased. Community programs may not investigate allegations 
of abuse or mistreatment made against employees of the community 
program. Investigations of community program staff shall be con-
ducted by the Authority or other community programs not subject 
to an actual or potential conflict of interest.  

(2) In conducting an abuse or mistreatment investigation, the 
investigator must:  

(a) Make in-person contact with the adult;  
(b) Interview the adult, witnesses, the person alleged to have 

committed the abuse or mistreatment, and other individuals who 
may have knowledge of the facts of the abuse or mistreatment alle-
gation or related circumstances. Interviews must be conducted in-
person where practicable. The investigator must attempt to elicit 
the date of birth for each individual interviewed and shall obtain 
the date of birth of any person alleged to have committed the 
alleged abuse or mistreatment;  

(c) Review all evidence relevant and material to the complaint; 
and  

(d) Photograph the adult consistent with forensic guidelines, 
or arrange for the adult to be photographed, to preserve evidence of 
the alleged abuse or mistreatment and of the adult’s physical condi-
tion at the time of investigation, unless the adult knowingly 
refuses.  

(3) All records necessary for the investigation shall be 
available to the community program for inspection and copying. A 
community facility shall provide community programs access to 
employees, the adult, and the premises for investigation purposes.  

(4) When a law enforcement agency is conducting a criminal 
investigation of the alleged abuse or mistreatment, the community 
program shall also perform its own investigation as long as it does 
not interfere with the law enforcement agency investigation under 
the following circumstances:  

(a) There is potential for action by a licensing or certifying 
agency;  

(b) Timely investigation by law enforcement is not probable; 
or  

(c) The law enforcement agency does not complete a criminal 
investigation.  

(5) When a law enforcement agency is conducting an investi-
gation of the alleged abuse or mistreatment, the community 
program must communicate and cooperate with the law enforcement 
agency.  

Stat. Authority: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0310  
Assessment for and Provision of Protective Services to the 
Adult  

The community program shall ensure that appropriate and 
necessary protective services are provided to the adult to prevent 
further abuse or mistreatment and must be undertaken in a manner 
that is least intrusive to the adult and provide for the greatest 
degree of independence available within existing resources. Assess-
ment for the provision of protective services may include:  

(1) Arranging for the immediate protection of the adult;  
(2) Contacting the adult to assess his or her ability to protect 

his or her own interest or give informed consent;  
(3) Determining the ability of the adult to understand the 

nature of the protective service and his or her willingness to accept 
services;  

(4) Coordinating evaluations to determine or verify the adult’s 
physical and mental status, if necessary;  

(5) Assisting in and arranging for appropriate services and 
alternative living arrangements;  

(6) Assisting in or arranging the medical, legal, financial, or 
other necessary services to prevent further abuse or mistreatment; 

(7) Providing advocacy to assure the adult’s rights and entitle-
ments are protected; and  

(8) Consulting with the community facility, program, or 
others as appropriate in developing recommendations or require-
ments to prevent further abuse or mistreatment. 

Stat. Authority: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0320  
Abuse or Mistreatment Investigation and Protective Services 
Report  

(1) The Authority shall provide abuse or mistreatment investi-
gation and protective services report formats.  

(2) Upon completion of the investigation and within 45 
calendar days of the date the community program has assigned a 
report alleging abuse or mistreatment for investigation, the com-
munity programs shall prepare an abuse or mistreatment investiga-
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tion and protective services report. This 45-day time period does 
not include an additional five-working day period allowing OIT to 
review and approve the report. The protective services report shall 
include:  

(a) A statement of the allegations being investigated, including 
the date, location, and time;  

(b) A list of protective services provided to the adult;  
(c) An outline of steps taken in the investigation, a list of all 

witnesses interviewed, and a summary of the information provided 
by each witness;  

(d) A summary of findings and conclusion concerning the 
allegation of abuse or mistreatment;  

(e) A specific finding of “substantiated,” “inconclusive,” or 
“not substantiated”;  

(f) A plan of action necessary to prevent further abuse or mis-
treatment of the adult;  

(g) Any additional corrective action required by the community 
program and deadlines for completing these actions;  

(h) A list of any notices made to licensing or certifying 
agencies;  

(i) The name and title of the individual completing the report; 
and  

(j) The date the report is written.  
(3) In cases where, for good cause shown, the protective ser-

vices investigator cannot complete the report within 45 days, the 
investigator shall submit a request for time extension to OIT.  

(a) An extension may be granted for good cause shown which 
includes but is not limited to:  

(A) When law enforcement is conducting an investigation;  
(B) A material party or witness is temporarily unavailable;  
(C) New evidence is discovered;  
(D) The investigation is complex (e.g. large numbers of wit-

nesses need to be interviewed taking into account scheduling diffi-
culties and limitations, consultation with experts, or a detailed 
review of records over an extended period of time is required); or  

(E) For some other mitigating reason.  
(b) When granting an extension, OIT shall consult with the 

program about the need for an extension and determine the length 
of the extension as necessary.  

(c) The community program shall notify the provider agency 
and guardian when an extension is granted and advise them of the 
new report due date.  

(4) A copy of the final abuse or mistreatment investigation 
and protective services report shall be provided to the Authority 
within five working days of the report’s completion and approval 
by OIT.  

(5) The community program must provide notice of the out-
come of the investigation, or assure that notice is provided to the 
alleged victim, guardian, provider agency, accused person, and to 
any law enforcement agency which previously received notice of 
the initial report. Notice of outcome shall be provided to a reporter 
upon the reporter’s request. Notice of outcome must be made 
within five working days after the date the case is completed and 
approved by OIT. The community program must document how 
the notice was provided.  

(6) A centralized record of all abuse or mistreatment investi-
gation and protective services reports shall be maintained by com-
munity programs for all abuse or mistreatment investigations con-
ducted in their county, and by the Authority for all abuse or 
mistreatment investigations in the state.  

Stat. Authority: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0330  
Disclosure of the Abuse or Mistreatment Investigation and 
Protective Services Report and Related Documents  

(1) Portions of the abuse or mistreatment investigation and 
protective services report and underlying investigatory documents 
are confidential and are not available for public inspection. 

Pursuant to ORS 430.763, names of abuse or mistreatment 
reporters, witnesses, and the alleged abuse or mistreatment victim 
are confidential and shall not be available for public inspection. 
Investigatory documents, including portions of the abuse or mis-
treatment investigation and protective services report that contains 
“individually identifiable health information,” as that term is 
defined under ORS 192.519 and 45 CFR160.103, are confidential 
under federal Health Insurance Portability and Accountability Act 
(HIPAA) privacy rules, 45 CFR Parts 160 and 164, and ORS 
192.520 and 179.505-179.509.  

(2) Notwithstanding section (1) of this rule, the Authority 
shall make confidential information available, including any pho-
tographs if appropriate, to any law enforcement agency, public 
agency that licenses or certifies facilities or licenses or certifies the 
individuals practicing therein, and any public agency providing 
protective services for the adult. The Authority shall make the pro-
tective services report and underlying investigatory materials 
available to any private agency providing protective services for 
the adult and to the protection and advocacy system designated 
pursuant to ORS 192.517(1).  

(3) Individuals or entities receiving confidential information 
pursuant to this rule shall maintain the confidentiality of the infor-
mation and shall not redisclose the confidential information to 
unauthorized individuals or entities, as required by state or federal 
law.  

(4) The community program shall prepare a redacted version 
of the final completed abuse or mistreatment investigation report 
within 10 days after the date of the final report. The redacted report 
shall not contain any confidential information which is prohibited 
from disclosure pursuant to state or federal law. The redacted 
report shall be submitted to the provider agency.  

(5) The community program shall provide a redacted version 
of the written report to the public for inspection upon written 
request.  

(6) When the abuse or mistreatment investigation and protective 
services report is conducted by a community program as the 
Authority’s designee, the protective services investigation may be 
disclosed pursuant to this rule either by the community program or 
the Authority.  

Stat. Authority: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0340  
Prohibition Against Retaliation  

(1) A community facility, community program, or individual 
shall not retaliate against any individual who reports suspected 
abuse or mistreatment in good faith, including the adult.  

(2) Any community facility, community program, or individual 
that retaliates against any individual because of a report of 
suspected abuse or mistreatment shall be liable, according to ORS 
430.755, in a private action to that individual for actual damages 
and, in addition, a civil penalty up to $1,000, notwithstanding any 
other remedy provided by law.  

(3) Any adverse action creates a presumption of retaliation if 
taken within 90 days of a report of abuse or mistreatment. For pur-
poses of this sub-section, “adverse action” means any action taken 
by a community facility, community program, or individual 
involved in a report against the individual making the report or 
against the adult because of the report and includes but is not 
limited to:  

(a) Discharge or transfer from the community facility, except 
for clinical reasons; 

(b) Termination of employment;  
(c) Demotion or reduction in remuneration for services; or  
(d) Restriction or prohibition of access to the community 

facility or its residents.  
(4) Adverse action may also be evidence of retaliation after 90 

days even though the presumption no longer applies.  
Stat. Auth.: ORS 179.040 & 413.042, 414.715 & 430.731 

Chapter 943     Oregon Health Authority

Oregon Administrative Rules Compilation 

   2017 Edition                                                                                      26 - 307                                                                                         (11-15-16)



Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0350  
Immunity of Individuals Making Reports in Good Faith 

(1) Any individual who makes a good faith report and who 
had reasonable grounds for making the report shall have immunity 
from civil liability with respect to having made the report.  

(2) The reporter shall have the same immunity in any judicial 
proceeding resulting from the report as may be available in that 
proceeding.  

(3) An individual who has personal knowledge that an 
employee or former employee of the adult was found to have com-
mitted abuse is immune from civil liability for the disclosure to a 
prospective employer of the employee of known facts concerning 
the abuse.  

Stat. Auth.: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0360  
Authority Investigation of Alleged Abuse or Mistreatment  

(1) If determined necessary or appropriate, the Authority may 
conduct an investigation rather than allow the community program 
to investigate the alleged abuse or mistreatment or in addition to 
the investigation by the community program. Under such circum-
stances, the community program must receive authorization from 
the Authority before conducting any separate investigation.  

(2) The community program shall make all records necessary 
for the investigation available to the Authority for inspection and 
copying. The community facilities and community programs must 
provide the Authority access to employees, the adult, and the 
premises for investigation purposes.  

Stat. Auth.: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

943-045-0370 
County Multidisciplinary Teams  

(1) The community program must participate in its county 
Multidisciplinary Team (MDT) to coordinate and collaborate on 
protective services for the abuse or mistreatment of adults with 
developmental disabilities or mental illness or both.  

(2) All confidential information protected by state and federal 
law that is shared or obtained by MDT members in the exercise of 
their duties on the MDT is confidential and may not be further dis-
closed except as permitted by law.  

(3) The community program or OIT shall provide an annual 
report to the MDT reporting the number of investigated and sub-
stantiated allegations of abuse or mistreatment of adults and the 
number referred to law enforcement in the county.  

Stat. Auth.: ORS 179.040 & 413.042, 414.715 & 430.731 
Stats. Implemented: ORS 413.032, 430.735–430.765, 443.400 – 443.460, 
443.705 – 443.825 
Hist.: OHA 11-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 29-2011, 
f. 12-1-11, cert. ef. 12-5-11; OHA 3-2012, f. & cert. ef. 6-28-12 

Abuse of Individuals Living in State Hospitals 

943-045-0400  
Purpose  

The purpose of these rules is to establish a policy prohibiting 
abuse and to define procedures for reporting, investigating, and 
resolving alleged incidents of abuse of individuals in state hospitals.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0410  
Definitions  

(1) “Abuse” means any act or absence of action by a staff or 
visitor inconsistent with prescribed treatment and care that violates 
the well-being or dignity of the individual.  

(2) “Authority” means the Oregon Health Authority. 
(3) “Derogatory” means an expression of a low opinion or a 

disparaging remark.  
(4) “Director” means the Director of the Oregon Health 

Authority’s Addictions and Mental Health Division or their 
designee.  

(5) “Disrespectful” means lacking regard or concern; or to 
treat as unworthy or lacking value as a human being.  

(6) “Division” means the Oregon Health Authority’s Addictions 
and Mental Health Division.  

(7) “Employee” means an individual employed by the state 
and subject to rules for employee conduct.  

(8) “Inconclusive” means there is insufficient evidence to 
conclude the alleged abuse occurred or did not occur by a prepon-
derance of the evidence.  

(9) “Individual” means a person who is receiving services at a 
state hospital for people with mental illness.  

(10) “Not Substantiated” means the preponderance of evidence 
establishes the alleged abuse did not occur.  

(11) “Office of Investigations and Training (OIT)”means the 
Department of Human Services’ Shared Services Division office 
responsible for the investigation of allegations of abuse made at 
state hospitals on behalf of the Authority.  

(12) “Staff” means employees, contractors and their employees, 
and volunteers.  

(13) “Substantiated” means that the preponderance of evidence 
establishes the abuse occurred.  

(14) “Superintendent” refers to the chief executive officer of a 
state hospital who serves as the designee of the Director to receive 
allegations of abuse concerning individuals and his or her designee.  

(15) “Visitor” means all others persons not included as staff 
who visit the facility for business purposes or to visit individuals or 
staff.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0420  
General Policy  

(1) The Authority believes every individual is deserving of 
safe, respectful and dignified treatment provided in a caring envi-
ronment. To that end, all employees, volunteers, contractors and 
their employees, as well as visitors shall conduct themselves in 
such a manner that individuals are free from abuse.  

(2) In these rules, the term “abuse” is given a broad definition 
because of the unique vulnerability of individuals served by the 
Authority. While some examples are listed later in these rules 
(including specific conduct listed in ORS 430.735(1)), it must be 
clearly understood that all possible situations cannot be anticipated 
and each case must be evaluated based on the particular facts avail-
able.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0430  
Policy Regarding Abuse  

(1) All Forms of Abuse Prohibited. Staff, visitors, volunteers, 
contractors and their employees must continually be aware of the 
potential for abuse in interactions with individuals.  

(2) Listed below are examples of the type of conduct which 
constitutes abuse. This list of examples is by no means exhaustive 
and represents general categories of prohibited conduct. Conduct 
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of a like or similar nature is also obviously prohibited. Examples 
include, but are not limited to:  

(a) Physical Abuse: Examples include hitting, kicking, scratch-
ing, pinching, choking, spanking, pushing, slapping, twisting of 
head, arms, or legs, tripping, the use of physical force which is 
unnecessary or excessive or other physical contact with an 
individual inconsistent with prescribed treatment or care;  

(b) Verbal Abuse: Verbal conduct may be abusive because of 
either the manner of communicating with or the content of the 
communication with individuals. Examples include yelling, ridicule, 
harassment, coercion, threats, intimidation, cursing, foul language 
or other forms of communication which are derogatory or disre-
spectful of the individual, or remarks intended to provoke a 
negative response by the individual;  

(c) Abuse by Failure to Act: This includes neglecting the care 
of the individual resulting in death (including suicide), physical or 
psychological harm, or a significant risk of harm to the individual 
either by failing to provide authorized and prescribed treatment or 
by failing to intervene when an individual needs assistance such as 
denying food or drink or leaving the individual unattended when 
staff presence is mandated;  

(d) Sexual Abuse: Examples include:  
(A) Contact of a sexual nature between staff and individuals;  
(B) Failure to discourage sexual advances toward staff by 

individuals; and  
(C) Permitting the sexual exploitation of individuals or use of 

individual sexual activity for staff entertainment or other improper 
purpose.  

(e) Condoning Abuse: Permitting abusive conduct toward an 
individual by any other staff, individual, or person; and  

(f) Statutory Terms of Abuse: As defined in ORS 430.735: 
any death caused by other than accidental or natural means; any 
physical injury caused by other than accidental means, or that 
appears to be at variance with the explanation given of the injury; 
willful infliction of physical pain or injury, sexual harassment or 
exploitation, including but not limited to any sexual contact 
between an employee of a facility or community program and an 
adult, and neglect that leads to physical harm or significant mental 
injury through withholding of services necessary to maintain 
health and well being.  

(3) At times, persons may be required to utilize self-defense. 
This includes control procedures that are designed to minimize 
physical injury to the individual or other persons. Employees must 
use the least restrictive procedures necessary under the circumstances 
for dealing with an individual’s behaviors or defending against an 
individual’s attack. Abuse does not include acts of self-defense or 
defense of an individual or other person in response to the use or 
imminent use of physical force provided that only the degree of 
force reasonably necessary for protection is used. When excessively 
severe methods of control are used or when any conduct designed 
as self-defense is carried beyond what is necessary under the cir-
cumstances to protect the individual or other persons from further 
violence or assault, then that conduct then becomes abuse.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0440  
Reporting Requirements  

(1) Oregon law requires mandatory reports and investigations 
of allegations of abuse of individuals with disabilities. Therefore, 
any person who has reasonable cause to believe that an incident of 
abuse has occurred to an individual residing at a state hospital must 
immediately report the incident according to the procedures set 
forth in the applicable state hospital policy on abuse reporting.  

(2) Any person participating in good faith in reporting alleged 
abuse and who has reasonable grounds for reporting has immunity 
from any civil liability that otherwise might be imposed or incurred 
based on the reporting or the content of the report under ORS 
430.753(1).  

(3) The identity of the person reporting alleged abuse is confi-
dential. The Authority or OIT may reveal the names of abuse 
reporters to law enforcement agencies, public agencies who certify 
or license facilities or persons practicing therein, public agencies 
providing services to the individuals, private agencies providing 
protective services for the individuals, and the protection and advo-
cacy system for individuals designated by federal law. The identity 
of the person reporting alleged abuse may also be disclosed in 
certain legal proceedings including, but not limited to, Human 
Resources or other administrative proceedings and criminal prose-
cution.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0450  
Preliminary Procedures  

(1) Once a report of alleged abuse is made, the following steps 
shall be taken to ensure both a proper investigation and appropriate 
action are taken to ensure that individuals are free from any threat 
of abuse:  

(a) No later than two hours after receipt of the allegation 
except for circumstances with good cause the Superintendent shall 
notify OIT of the report of alleged abuse. OIT shall determine 
whether the allegation, if true, would fit within the definition of 
abuse. This determination shall be made in consultation with the 
Superintendent. The determination must be made by OIT within 24 
hours of receipt of the report of abuse;  

(b) If the allegation is determined not to fit the definition of 
abuse, the Superintendent may take other appropriate action, such 
as a referral to Human Resources for review as a performance 
issue, worksite training, or take other systemic measures to resolve 
problems identified;  

(c) The Superintendent with OIT shall ensure that if the alle-
gation meets the definition of child abuse under ORS 419B.005, or 
elder abuse under 124.050 that the allegation has been reported to 
the appropriate agency.  

(2) Immediately and no later than 24 hours after determining 
that the allegation falls within the definition of abuse under this 
policy or other applicable laws, the Superintendent shall:  

(a) Provide appropriate protective services to the individual 
that may include arranging for immediate protection of the 
individual and the provision of appropriate services including med-
ical, legal, or other services necessary to prevent further abuse;  

(b) Determine with OIT if there is reason to believe that an 
investigation by an appropriate law enforcement agency is necessary, 
and if so, request that such agency determine whether there is 
reason to believe a crime has been committed;  

(c) Make a report to any other appropriate agencies.  
(d) Promptly notify the legal guardian (of an adjudicated inca-

pacitated individual) of the alleged incident and give an explanation 
of the procedures that will be used to investigate and resolve the 
matter; as well as the hospital’s responsibility and plan to provide 
appropriate protective services; 

(e) Contact the Director if the individual has sustained serious 
injury.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0460 
Investigation by the Office of Investigations and Training 

(1) Investigation of allegations of abuse shall be thorough and 
unbiased. OIT shall conduct an investigation of the allegation.  

(2) OIT shall conduct interviews with any party alleging an 
incident of abuse, the individual allegedly abused, and the person 
accused. OIT shall also include interviews with persons appearing 
to be involved in or having knowledge of the alleged abuse or sur-
rounding circumstances.  
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(3) All records necessary for the investigation shall be 
available to OIT for inspection and copying. OIT shall collect 
information which has relevance to the alleged event. This may 
include, but is not limited to, individual or facility records, state-
ments, diagrams, photographs, and videos.  

(4) If the facts in the case are disputed and a law enforcement 
agency does not conduct a timely investigation or complete a crim-
inal investigation, OIT shall determine the manner and methods of 
conducting the investigation.  

(5) When a law enforcement agency is conducting a criminal 
investigation of the alleged abuse, OIT shall also perform its own 
investigation unless OIT is advised by the law enforcement agency 
that a concurrent OIT investigation would interfere with the 
criminal investigation.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0470 
Abuse Investigation Report 

(1) OIT shall complete the investigation and submit a draft 
report to the Superintendent within 30 calendar days after initiating 
an investigation. The investigation must be completed within 30 
calendar days unless the Director grants an extension. The Director 
may grant an extension for good cause shown when law enforcement 
is conducting an investigation, when a key party is unavailable, 
new evidence is discovered, the investigation is complex (e.g. large 
numbers of witnesses need to be interviewed, taking into account 
scheduling difficulties and limitations, consultation with experts, 
or a detailed review of records over an extended period of time is 
required) or for some other mitigating reason. The Director shall 
determine the length of the extension.  

(2) The Superintendent and OIT shall review the OIT or law 
enforcement investigation report. The Superintendent and OIT 
shall also review and discuss any other relevant reports or informa-
tion.  

(3) OIT shall determine whether the evidence substantiates 
the allegation of abuse. In some instances, OIT may determine that 
the evidence is inconclusive. The determination must be made 
within 15 calendar days from completion of the draft investigation 
report, unless a key party is unavailable, additional evidence is dis-
covered, or the Director grants an extension for some other mitigat-
ing reason. Any determination not made within the 15-day period 
must be made as soon as reasonably possible thereafter.  

(4) Once this review is complete, OIT shall prepare a final 
report, which shall include:  

(a) A statement of the allegations being investigated, including 
the date, location and time;  

(b) A list of protective services provided to the adult; 
(c) An outline of steps taken in the investigation, a list of all 

witnesses interviewed and a summary of the information provided 
by each witness;  

(d) A summary of evidence and conclusion concerning the 
allegation of abuse;  

(e) A specific finding of substantiated, inconclusive, or not 
substantiated;  

(f) A plan of action necessary to prevent further abuse of the 
individual;  

(g) Any additional corrective action required by the hospital 
and deadlines for the completion of these actions;  

(h) A list of any notices made to licensing or certifying agen-
cies; 

(i) The name and title of the person completing the report; and  
(i) The date written.  
(5) If the allegation of abuse is substantiated, the Superintendent 

shall direct that appropriate action be taken against the responsible 
person commensurate with the seriousness of the conduct and any 
aggravating or mitigating circumstances, including consideration 
of previous conduct of record. If Human Resources are involved, 

as necessary to comply with laws related to employee rights, addi-
tional investigation may be conducted.  

(6) If the allegations are found to be inconclusive; the Super-
intendent may request a review by Human Resources to determine 
the need for any training or disciplinary action, as warranted by the 
facts and any follow-up investigative work.  

(7) The Superintendent shall ensure that appropriate docu-
mentation exists as to the action taken as a result of an abuse inves-
tigation.  

(8) The Superintendent shall ensure that a copy of the law 
enforcement investigation report is forwarded to OIT.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0480  
Disclosure of Investigation Report and Related Documents  

(1) Investigation reports prepared by OIT are subject to the 
following:  

(a) Portions of the abuse investigation report and investigatory 
documents are confidential and not available for public inspection. 
Pursuant to ORS 430.763, names of persons who make reports of 
abuse, witnesses, and the alleged abuse victim are confidential and 
shall not be available for public inspection. Investigatory documents, 
including portions of the abuse investigation report that contains 
“Individually identifiable health information”, as that term is 
defined under ORS 192.519 and 45 CFR160.103, are confidential 
under HIPAA privacy rules, 45 CFR Part 160 and 164, and ORS 
192.520 and 179.505 to 509.  

(b) Notwithstanding subsection (a) of this rule, the Authority 
and OIT shall make the confidential information, including any 
photographs, available, if appropriate, to any law enforcement 
agency, to any public agency that licenses or certifies facilities or 
licenses or certifies the persons practicing therein, and to any 
public agency providing protective services for the adult. The 
Authority and OIT shall also make the protective services report 
and underlying investigatory materials available to any private 
agency providing protective services for the adult and to the pro-
tection and advocacy system designated pursuant to ORS 192.517(1).  

(c) Persons or entities receiving confidential information pur-
suant to this rule must maintain the confidentiality of the information 
and may not redisclose the confidential information to unauthorized 
persons or entities, as required by state or federal law.  

(d) When the report is completed, a redacted version of the 
abuse investigation report not containing any confidential informa-
tion, the disclosure of which would be prohibited by state or 
federal law shall be available for public inspection.  

(2) The OIT report shall be disclosed by OIT or the Superin-
tendent to:  

(a) The Director of the Division and 
(b) Any person designated by the Superintendent for purposes 

related to the proper administration of the state hospital such as 
assessing patterns of abuse or to respond to personnel actions and 
may be disclosed in the Superintendent’s discretion; 

(c) The individual involved;  
(d) The guardian of an adjudicated incapacitated person; and  
(e) The person who allegedly abused the individual.  
(3) Copies of all reports shall be maintained by the Superin-

tendent separate from employee personnel files. The chart of the 
individual allegedly abused must contain a reference to the report 
sufficient to enable authorized persons to retrieve and review the 
report.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

Chapter 943     Oregon Health Authority

Oregon Administrative Rules Compilation 

   2017 Edition                                                                                      26 - 310                                                                                         (11-15-16)



943-045-0490  
Consequences of Abuse  

(1) All persons shall be subject to appropriate action if found 
responsible for:  

(a) Abusing an individual;  
(b) Failing to report an alleged incident of abuse; or  
(c) Refusing to give information or giving untruthful informa-

tion during an investigation of alleged abuse.  
(2) Any discipline of an employee as a result of the above-

described conduct must be in conformance with any applicable 
standards contained in state law or in a Collective Bargaining 
Agreement.  

(3) Any employee dismissed for violating the abuse policy 
may not be rehired in any capacity, may not be permitted to visit or 
have any type of contact with individuals.  

(4) Any volunteer found violating the abuse policy may be 
denied visitation or any other contact with individuals.  

(5) The Authority may immediately terminate the contract of 
any contractor found violating the abuse policy. Any employee of 
the contractor found violating the abuse policy may be excluded 
from the grounds and may be subject to appropriate disciplinary 
action by the employer.  

(6) Any visitor found in violation of the abuse policy may be 
excluded from the grounds and will be subject to other appropriate 
actions as determined by the Superintendent.  

(7) Any employee, volunteer, contractor, contractor’s employee, 
or visitor may be subject to criminal prosecution depending on the 
outcome of any allegation referred to law enforcement for investi-
gation.  

(8) Any staff found to have violated the abuse policy shall be 
reported to any appropriate professional licensing or certification 
boards or associations.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0500  
Notice of Abuse Policy  

(1) Upon admission each individual, and guardian if any, and 
family must be informed orally and in writing of the rights, 
policies, abuse definitions and procedures concerning prohibition 
of abuse of individuals.  

(2) A clear and simple statement of the title and number of this 
policy and how to seek advice about its content must be prominently 
displayed in areas frequented by individuals at the state hospital.  

(3) All staff shall be provided a copy of this rule, either at the 
commencement of their employment, or duties, or, for current staff, 
within 90 days of the effective date of this rule and once a year 
thereafter. All staff must sign a form acknowledging receipt of this 
information on the date of receipt.  

(4) A summary of this policy shall be posted in the state 
hospital in areas regularly frequented by visitors and in a manner 
designed to notify visitors of the policy. Copies of the complete 
policy shall be provided to visitors upon request.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0510 
Retaliation 

(1) No state hospital staff or other person shall retaliate 
against any person who reports in good faith suspected abuse or 
against the individual with respect to any report.  

(2) Any state hospital staff or other person who retaliates 
against any person because of a report of suspected abuse or 
neglect shall be liable according to ORS 430.755, in a private 
action to that person for actual damages and, in addition, may be 
subject to a penalty of up to $1,000, notwithstanding any other 
remedy provided by law.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

943-045-0520 
Quality Assurance Review 

(1) The State Hospitals shall report on critical indicators, 
identified by the Authority; and on quality improvement activities 
undertaken to improve any identified issues.  

(2) These reports must be provided to the Authority monthly.  
(3) Representatives from the State Hospitals and OIT shall 

meet quarterly with the Authority’s Director or designee. They 
shall regularly review quality indicators and any other Authority 
generated information regarding the abuse and neglect system in 
the State Hospitals.  

(4) The Authority must make the information part of any 
quality improvement activities of the Authority.  

Stat. Auth.: ORS 179.040, 413.042 
Stats. Implemented: ORS 179.390, 426.385, 427.031, 430.210, 430.735-
430.768 
Hist.: OHA 12-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 30-2011, 
f. 12-22-11, cert. ef. 12-23-11 

DIVISION 60 

PUBLIC CONTRACTING AND PROCUREMENT 

943-060-0000 
Application 

These rules (OAR 943-060-0000 to 943-060-0120) govern 
public contracting of the Oregon Health Authority and are subject 
to ORS chapters 279A, 279B, and 279C. 

Stat. Auth.: ORS 413.042 
Stats. Implemented: ORS 179.040, 279A.065, 413.033 & 413.042 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0010 
Definitions 

Unless the context requires otherwise, the following definitions 
apply: 

(1) “Authority” means the Oregon Health Authority. 
(2) “Client” means any individual, family, or provider: 
(a) For whom the Authority provides services and incidental 

or specialized goods, in any combination thereof, according to 
state, federal law, rule, and policy. Services and incidental goods 
include but are not limited to treatment, care, protection, and 
support without regard to the proximity of the services being pro-
vided; 

(b) Who receives and utilizes services provided by the 
Authority primarily for that individual’s or family’s benefit; 

(c) Who is under the custody, care, or both of the Authority; or 
(d) Who provides direct care or services and is a proxy or rep-

resentative of a non-provider client. 
(3) “Client services” means any service that primarily supports 

a client, whether the client is the recipient of voluntary or 
mandatory services. Client services also means any goods that are 
incidental or specialized in relation to any service defined in this 
section. Client services does not include benefits or services 
provided as a condition of employment with the Authority. Client 
services may include but are not limited to: 

(a) Housing, including assistance to pay rent, mortgage, or 
utilities; 

(b) Nutrition; 
(c) Clothing; 
(d) Employment training or skills training to improve employ-

ability; 
(e) Services for individuals with disabilities;  
(f) Foster care or foster care facilities; 
(g) Residential care or residential care facilities; 
(h) Community housing; 
(i) In-home care, including home delivered meals; 
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(j) Medical care, services and treatment, including but not 
limited to: 

(A) Medical, dental, hospital, psychological, psychiatric, ther-
apy, and vision; 

(B) Alcohol and drug treatment; 
(C) Smoking cessation; 
(D) Drugs, prescriptions and non-prescription; or 
(E) Nursing services and facilities. 
(k) Transportation or relocation; 
(L) Quality of life, living skills training; 
(m) Personal care; 
(n) Legal services and expert witness services; 
(o) Religious practices, traditions and services, separately or 

in any combination thereof; and 
(p) Educational services. 
(4) “Designated Procurement Officer (DPO)” means the indi-

vidual designated and authorized by the Authority’s Director to 
perform certain procurement functions described in these rules. If 
the Director does not authorize an individual as a DPO, then the 
Director acts in place of the DPO. 

(5) “Director” means the Director of the Oregon Health 
Authority. 

(6) “Electronic procurement system” means the Oregon Pro-
curement Information Network (ORPIN) or other system approved 
by the Authority that individuals may access through the Internet 
that enables individuals to send electronic offers and enables the 
Authority to post electronic advertisements, receive electronic 
offers, and conduct other activities related to a procurement. 

(7) “Emergency” means circumstances that: 
(a) Could not have been reasonably foreseen; 
(b) Create a substantial risk of loss, damage, or interruption of 

services or a substantial threat to property, public health, welfare, 
or safety; and 

(c) Require prompt execution of a contract to remedy the con-
dition. 

(8) “Goods” means supplies, equipment, or materials, and any 
personal property, including any tangible, intangible, and intellectual 
property and rights and licenses in relation thereto, that the 
Authority is authorized by law to procure. 

(9) “Oregon Procurement Information Network (ORPIN)” 
means the official publication forum for procurement notices and 
advertisements. 

(10) “Personal services” means specialized skills, knowledge, 
and resources in the application of technical or scientific expertise, 
or the exercise of professional, artistic, or management discretion 
or judgment, including without limitation a contract for the 
services of an accountant, physician or dentist, educator, information 
technology professional, consultant, broadcaster, or artist (including 
a photographer, filmmaker, painter, weaver, or sculptor). Personal 
services also includes client services and services of an architect, 
engineer, land surveyor, or provider of related services as defined 
in ORS 279C.100. 

(11) “Procurement” means the act of purchasing, leasing, 
renting, or otherwise acquiring or selling goods and services; archi-
tectural, engineering and land surveying services, and related ser-
vices; and public improvements. Procurement includes each 
function and procedure undertaken or required to be undertaken by 
the Authority to enter into a public contract, administer a public 
contract and obtain the performance of a public contract under the 
public contracting code and these rules. Procurement includes con-
tract administration. 

(12) “Procurement file” means any solicitation, contract, 
amendment, work order, or contract administration files, separately 
or collectively. 

(13) “Public contract” is defined in ORS 279A.010 and means 
a sale or other disposal, or a purchase, lease, rental, or other acqui-
sition of goods and services, public improvements, public works, 
minor alterations, or ordinary repair or maintenance necessary to 
preserve a public improvement. Public contract does not include 
grants. For the purposes of these rules, public contract means a 
contract. 

(14) “Services” mean services other than personal services 
designated under ORS 279A.055, except for state contracting 
agencies with procurement authority under 279A.050 or 279A.140, 
services includes personal services as designated by the state con-
tracting agencies. 

(15) “Solicitation document” means the solicitation document 
and all documents either attached or incorporated by reference and 
any changes thereto, used for any of the methods according to ORS 
279A.200 through 279A.220, 279B.055 through 279B.085, 
279C.100 through 279C.125, or 279C.300 through 279C.450. 

(16) “Special procurement” means a sourcing method and 
may be a class special procurement, a contract-specific special pro-
curement, or both. 

(a) “Class special procurement” is defined in ORS 279B.085 
and means a contracting procedure that differs from the procedures 
described in ORS 279B.055, 279B.060, 279B.065, and 279B.070 
and is for the purpose of entering into a series of contracts over 
time for the acquisition of a specified class of goods and services. 

(b) “Contract-specific special procurement” means a contract-
ing procedure that differs from the procedures described in ORS 
279B.055, 279B.060, 279B.065, and 279B.070 and is for the 
purpose of entering into a single contract or a number of related 
contracts for the acquisition of specified goods and services on a 
one-time basis or for a single project. 

(17) “Statewide price agreement” means a price agreement 
issued by the Department of Administrative Services on behalf of 
all state agencies. Such agreements may be mandatory or voluntary 
for use. Such agreements may result from a cooperative procurement. 
The Authority may not purchase goods and services through 
federal programs if a statewide price agreement exists for the 
goods and services. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.014, 413.033 & 413.042 
Stats. Implemented: ORS 413.033 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0020 
Procurement Authority 

(1) The Authority may enter into contracts for the planning, 
erection, completion, and furnishing of new buildings and additions 
to its institutions, and may establish contracts for goods and 
services of all kinds necessary for the successful management and 
maintenance of the institutions within the Authority’s jurisdiction. 
The Authority may procure goods, services, personal services, con-
struction materials, equipment, and supplies for the Authority’s 
institutions. The Authority may also make procurements in con-
nection with the construction, demolition, exchange, maintenance, 
operation, and equipping of housing for persons with chronic 
mental illness. 

(2) The Director of the Authority may exercise all powers 
necessary to effectively and expeditiously carry out procurement 
functions. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 413.033 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0030 
Contractor Requirements 

(1) No contract or other agreement for more than $1,000 may 
be entered into, renewed, or extended with any individual unless 
the individual certifies in writing, under penalty of perjury, that the 
individual is not in violation of any tax laws described in ORS 
305.385. 

(2) A contractor who is a corporation, partnership, or who has 
an assumed business name shall be registered with the Oregon Sec-
retary of State in accordance with ORS chapters 58, 60, 62, 63, 65, 
67, 70, and 648. This registration is the obligation of the contractor, 
not the Authority. 

(a) Architects, engineers, and land surveyors shall be registered 
with the appropriate licensing boards under the provisions of ORS 
671.020, 672.020, and 672.025. 

(b) The statutory requirements for contractors to register with 
the Oregon Secretary of State may be subject to a limited number 
of exceptions under federal law. For example, sole proprietors or 
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national banks, when they contract with the Authority, are not 
subject to the registration requirement. 

(c) The contractor shall be registered at the time of the 
execution of the contract and thereafter. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 413.033 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0040 
Independent Contractors 

(1) The Authority may, within the limits of its delegation and 
its legislatively approved budget, contract for personal services 
with providers who are independent contractors. 

(2) “Independent contractor” means an individual who provides 
services to the Authority in which the Authority neither controls 
nor has the right to control the means or manner by which work is 
performed. The Authority may control the results of the services, 
but not control the means or manner of how a contractor performs 
the work. 

(3) Within the parameters of employment, workers’ compen-
sation, and other relevant state and federal laws, and after deter-
mining that the contract will not violate any collective bargaining 
agreements, the Authority may contract for personal services 
when: 

(a) The work cannot be done in a reasonable time with 
Authority’s own workforce; 

(b) An independent and impartial evaluation is required; or 
(c) It will be less expensive to contract for the work. 
(4) The Authority may not use personal services contracts to 

obtain and pay for the services of an employee. If a contractor is 
not an independent contractor, the Authority may not enter into a 
personal services contract with the contractor; instead, the Authority 
shall follow personnel policies for employment options. 

(5) The Authority shall develop a statement of work for trade 
or personal services, including architectural, engineering and land 
surveying services, and related services, that will not result in an 
employee relationship with the potential contractor. Contractors 
shall complete an independent contractor certification either as a 
contract provision or on a form approved by the Office of 
Contracts and Procurement. If the contractor cannot certify inde-
pendent contractor status, the Authority shall not contract with the 
contractor using a trade or personal services contract, including 
architectural, engineering and land surveying services, and related 
services, except as otherwise allowed in section (5)(f) of this rule. 

(a) An independent contractor certification shall be part of 
each contract. 

(b) If the contractor is a corporation, the independent contractor 
certification is still required. 

(c) If the nature of the services or project is such that an 
employee/employer relationship will exist, the Authority shall hire 
the individual through normal personnel procedures. 

(d) The contract shall include the contractor’s legal name and 
address. Either the contract or a separate cover sheet for the 
contract shall include the contractor’s social security or federal tax 
identification number. 

(e) The contract shall provide that the contractor is responsible 
for federal social security, except those categories excluded by law, 
and for any federal or state taxes applicable to the contract pay-
ment. 

(f) When a contractor cannot certify that the contractor meets 
the definition of independent contractor, is customarily engaged in 
an independently established business, and meets at least three of 
the requirements for such a business in accordance with ORS 
670.600, the Authority may contract with the contractor only if the 
DPO approves the contract upon a determination that the contractor 
is an independent contractor and the contract will not result in 
undue risk to the state. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 279A.070, 413.033 & 670.600 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0050 
ORS 190 Agreements 

(1) The Authority, when it enters into an agreement under 
ORS 190.110, 190.420, or 190.485, or an agreement under ORS 
190.112 or 660.342, shall post a summary of the agreement on an 
applicable electronic procurement system within the 30-day period 
immediately following the effective date of the agreement. 

(2) The summary shall include: 
(a) Names of the parties to the agreement; 
(b) Date of the agreement; 
(c) Subject matter of the agreement; and 
(d) The agency through which a person may obtain a copy of 

the agreement. 
Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.014, 413.033 & 413.042 
Stats. Implemented: ORS 279A.140(2)(h) 
Hist.: OHA 1-2012(Temp), f. & cert. ef. 2-17-12 thru 8-14-12; OHA 5-2012, f. 
& cert. ef. 8-1-12 

943-060-0060 
Contract Amendments 

The Authority may amend a contract without additional com-
petition in any of the following circumstances: 

(1) The amendment is within the scope of the procurement as 
described in the solicitation documents, or if no solicitation docu-
ments, as described in the sole source notice or the approved 
special procurement or the contract, if any. The amendment is not 
within the scope of the procurement if the Authority determines 
that requested changes were not covered in the solicitation and 
would have likely increased competition or affected award of the 
contract. 

(2) These rules would otherwise permit the Authority to 
award a contract without competition for the goods or services to 
be procured under the amendment. 

(3) The amendment is necessary to comply with a change in 
law that affects performance of the contract. 

(4) The amendment results from renegotiation of the terms 
and conditions, including the contract price, are advantageous to 
the Authority, subject to all of the following conditions: 

(a) The goods or services to be provided under the amended 
contract are the same as the goods or services to be provided under 
the current contract; 

(b) The Authority determines that, with all things considered, 
the amended contract is at least as favorable to Authority as the 
unamended contract; and 

(c) The amended contract does not have a total term greater 
than allowed in the solicitation documents, if any, or if no 
solicitation documents, as described in the sole source notice or the 
approved special procurement, if any, after combining the initial 
and extended terms. 

(5) The Authority may amend a contract, awarded from a 
solicitation, beyond its authorized term subject to the following 
conditions: 

(a) The goods and services provided under the additional term 
must be reasonably related to the original contract’s solicitation; 

(b) Circumstances, basis, and term requested for extension 
amendment are outlined by program staff; and 

(c) The DPO approves the term extension. 
Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 279A.050, 279A.065(5), 279A.070, 279A.140 & 
413.033 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0070 
Payment Authorization for Cost Overruns for Services 
Contracts 

(1) Payments on contracts for trade or personal services that 
exceed the maximum contract consideration (cost overruns) require 
approval of the DPO in accordance with section (2) of this rule. If 
the aggregated value of the contract, including cost overruns, 
exceeds $150,000, the cost overrun may also require approval from 
the Department of Justice under OAR 137-045-0010 to 137-045-
0090. 
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(2) The Authority may grant approval of the payment of a cost 
overrun if: 

(a) The original contract was duly executed and, if required, 
approved by the Attorney General; 

(b) Payments relate to services that were provided during the 
term of the contract; 

(c) The cost overrun is not associated with any change in the 
statement of work of the original contract; 

(d) The cost overrun arose from extraordinary circumstances 
or conditions encountered in the course of contract performance 
that were not reasonably anticipated at the time of the original con-
tract or the most recent amendment, if any. Such circumstances 
include but are not limited to emergencies arising in the course of 
the contract that require prompt action to protect the work already 
completed, compliance with official or judicial commands or 
directives issued during contract performance, or a need to ensure 
that the purpose of the contract will be realized; 

(e) The cost overrun was incurred in good faith, results from 
the good faith performance by the contractor, and is not greater 
than the prescribed hourly rate or the reasonable value of the addi-
tional work or performance rendered; and 

(f) The aggregated value of the contract, including the cost 
overrun, and the contract’s objective are within the Authority’s 
procurement authority and the Authority has funds available for 
payment under the contract. 

(3) The Authority shall prepare a written report that describes 
the Authority’s discovery of the cost overrun, the reasons for the 
cost overrun, and the Authority’s satisfaction of the conditions set 
forth in section (2) of this rule. The Authority shall maintain the 
report in its procurement file and make the report available upon 
request. 

(4) The DPO approves, in writing, the payment of the overrun 
or such portion of the overrun amount as the DPO determines may 
be paid consistent with the conditions of this rule. If the DPO has 
signed the contract, or has immediate supervisory responsibility 
over performance of the contract, the DPO shall designate an alter-
nate delegate to grant or deny written approval of payment. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 279A.050 & 279A.065 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0080 
Purchases Through Federal Programs 

(1) The Authority may purchase goods and services under the 
federal programs identified in ORS 279A.180 without competitive 
sealed bidding, competitive sealed proposals, or other competition 
required under ORS 279B.050 to 279B.085, provided that the 
Authority has federal authorization to purchase through the pro-
gram. 

(2) To purchase through a federal program, the DPO shall 
document in the contract file that: 

(a) The acquisition meets the Authority’s requirements; 
(b) The price and other terms of the acquisition are advanta-

geous to Authority; and 
(c) Required preference programs, outlined in OAR 943-060-

0090(2)(a)-(d), were considered. 
(3) The Authority may add to its contract such contract terms 

and conditions as required by state statutes or rules if such 
additions do not conflict with the federal program’s contract terms 
and conditions, including but not limited to prompt payment 
requirements, additional commercial terms, and conflict resolution. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 279A.180 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0090 
Buy Decision 

(1) “Buy decision” means the decision to buy goods and ser-
vices through socio-economic programs, agreements, or the open 
market. 

(2) The Authority shall make its buy decision in the priority 
order set forth in sections (a) through (d). If a higher priority source 
satisfies a procurement, the Authority shall procure through that 

higher priority source and shall not elect to procure through a lower 
priority source. 

(a) Surplus property. Promotes the efficient use of existing 
resources (OAR 125-050-0100 to 125-050-0400). 

(b) Qualified rehabilitation facilities (QRFs). Assists individuals 
with disabilities through gainful employment (ORS 279.835 to 
279.855 and OAR 125-055-0005 to 125-055-0045). 

(c) Inmate labor (Oregon Constitution, Article I, section 41). 
(d) Statewide price agreements. Promotes economy and effi-

ciency through volume and strategic purchases. 
(3) Section (2) of this rule does not apply to ORS 190 agree-

ments that promote the use of existing state resources, including an 
interagency agreement, intergovernmental agreement, interstate 
agreement, international agreement, or tribal agreement. The 
Authority may elect to use an ORS 190 agreement at any time. 

(4) If sections (2) and (3) of this rule do not apply, the 
Authority may procure goods and services through the open 
market, using the methods provided under the public contracting 
code, related rules, and policies. 

(5) The Authority shall award a contract for goods and 
services by one of the following seven sourcing methods in accor-
dance with the public procurement code and related rules: 

(a) Competitive sealed bidding under ORS 279B.055; 
(b) Competitive sealed proposals under ORS 279B.060; 
(c) Small procurement under ORS 279B.065; 
(d) Intermediate procurement under ORS 279B.070; 
(e) Sole-source procurement under ORS 279B.075; 
(f) Emergency procurement under ORS 279B.080; or 
(g) Special procurement under ORS 279B.085. 
Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 279B.050 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0100 
Special Procurements 

(1) The Authority may award a contract as a special procure-
ment as authorized by ORS 413.033. 

(2) The DPO may approve or deny special procurement 
requests submitted on the designated form. The special procurement 
request shall identify whether it is for one or more particular con-
tracts or class of contracts. A request for a special procurement 
concerns the procurement process only. 

(3) Special procurement requests shall contain the following: 
(a) Reasons why the Authority has elected to use a special 

procurement and how it will benefit the Authority or the public. 
(b) Findings, market research, or other documentation that the 

special procurement: 
(A) Is unlikely to encourage favoritism in the awarding of 

public contracts or to substantially diminish competition for public 
contracts, and 

(B) Either: 
(i) Is reasonably expected to result in substantial cost savings 

to the Authority or to the public; or 
(ii) Otherwise substantially promotes the public interest in a 

manner that could not practicably be realized by complying with 
requirements that are applicable under ORS 279B.055, 279B.060, 
279B.065, or 279B.070 or under any related rules. 

(c) The alternative process designed by the Authority shall 
include a description of the goods and services that are the subject 
of the special procurement and a procurement process, including 
provisions for amendment and criteria for selection. 

(d) The DPO may require any additional information the DPO 
determines reasonably necessary to evaluate the Authority’s request 
for approval of a special procurement. 

(4) The special procurement approval is effective only after 
the DPO’s approval of the findings and completion of the public 
notice required under section (5) of this rule. 

(5) The public notice process and requirements are as follows: 
(a) The Authority shall give public notice of the approval of 

its special procurement as required under ORS 279B.085(5), 
unless otherwise directed by the DPO, in one or more, or in any 
combination of, the following manners: 

Chapter 943     Oregon Health Authority

Oregon Administrative Rules Compilation 

   2017 Edition                                                                                      26 - 314                                                                                         (11-15-16)



(A) Publish notice on the Department of Administrative Ser-
vices’s electronic procurement system (ORPIN); 

(B) Place notice on any Authority electronic procurement sys-
tem which it may establish and maintain; 

(C) Place notice in a newspaper or trade journal of general cir-
culation in the area where the work is to be performed; or 

(D) Give direct written or electronic notice to potential 
providers known to the Authority. 

(b) The public notice shall describe the goods and services or 
class of goods and services to be acquired through the special pro-
curement. 

(c) Public notice of the approval of the proposed special pro-
curement shall be given at least seven days before the award, 
unless fewer days are specified in the notice.  

(d) The Authority may request certain information be withheld 
from the public notice requirement of this rule in cases where con-
fidentiality or security may be jeopardized only according to 
exception under the public records law (ORS 192.410 to 192.505). 

(6) An affected individual may protest the approval of a 
special procurement in accordance with ORS 279B.400. 

(7) Any solicitation or contract resulting from a special pro-
curement approval shall contain a reference to the approved special 
procurement number. 

(8) If the DPO provides written approval of the proposed 
special procurement, the Authority shall award any contract under 
the special procurement in accordance with the conditions of the 
approval and any subsequent amendments to the approval. The 
approval may include conditions, including but not limited to expi-
ration, public notice, and dollar limitations, and may be revoked at 
any time by the DPO. 

(9) If the Authority competitively solicits, it shall comply with 
the process described in the special procurement or the rules for 
that method of solicitation under ORS 279B.055 to 279B.075 and 
279A.200 et seq. 

(10) Nothing in this rule exempts the Authority from obtaining 
legal sufficiency approval from the Attorney General according to 
ORS 291.047. 

(11) The Authority shall comply with ORS 200.035 and 
related policy, despite this rule. 

(12) If the Authority intends to award a contract through a 
special procurement that calls for competition among prospective 
contractors, the Authority shall award the contract to the offeror the 
Authority determines to be the most advantageous to the Authority. 

(13) The Authority shall comply with Oregon Laws 2012, 
chapter 53, section 4, including but not limited to: 

(a) OAR 943-060-0100(12) that applies to all special procure-
ments advertised or otherwise solicited on or after January 1, 2012. 

(b) The Authority shall maintain records about its special pro-
curements that enable the DPO to determine and provide the fol-
lowing information: 

(A) The name of the program that conducted each special pro-
curement; 

(B) The number of special procurements conducted; 
(C) The number of contracts awarded through each special 

procurement; 
(D) A summary of the reasons the Authority decided to 

conduct each special procurement; 
(E) A descriptive summary of the procurement procedure 

used to conduct the special procurement, noting whether the proce-
dure was competitive or not; 

(F) A listing of the number of offers the Authority received if 
the special procurement procedure was competitive; 

(G) The contract price or estimated contract price for each 
contract awarded through a special procurement; 

(H) A summary of the protests or other responses to the 
approval of each special procurement the Authority received; and 

(I) A summary of the disposition of the protests or other 
responses described in section (13)(b)(H) of this rule. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 179.040, 279A, (OL 2012, ch. 53, §4), 279A.050 & 
279B.085 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0110 
Special Procurements by Rule 

(1) Client placement and client health care services. 
(a) The Authority may use this special procurement to initiate 

client placement and client health care services as described in this 
rule prior to execution of a contract, per applicable policy. When 
the Authority determines a need exists to secure or maintain client 
placement services or to secure client health care services, the 
Authority may contract subject to the following definitions and 
conditions: 

(A) “Client placement services” means securing, enhancing, 
or continuing the placement of a client in a structured family-like 
setting or residential setting operated by a qualified provider. 

(B) “Client health care services” means health care services or 
provision of incidental or specialized supplies related to the health 
of a client. Client health care services include but are not limited to 
preventive, diagnostic, therapeutic, behavioral, rehabilitative, main-
tenance, palliative care, counseling, assessment, or procedure with 
respect to the physical or mental condition, or functional status of a 
client, or that affect a structure or function of the body, and the sale 
or dispensing of a drug, device, equipment, or other item in accor-
dance with a prescription. 

(C) Services that may prevent a placement or placement dis-
ruption but that cannot definitively be classified as client placement 
services by the Authority constitute client placement services and 
are subject to this special procurement. 

(b) The Authority may not make any payments for client 
placement or client health care services before obtaining all 
requisite approvals of the contract or amendment to an existing 
contract. 

(c) The Authority may: 
(A) Use one of the defined source selection methods as found 

in ORS 279B. If the Authority elects to use one of the defined 
source selection methods, it shall conduct it in accordance with the 
public contracting code, rules, and Authority policies; or 

(B) The Authority may elect to create its own source selection 
method. If the Authority elects to create its own source selection 
method, it shall document the file describing why the alternate 
method was selected. 

(d) The Authority shall ensure all procurement personnel 
responsible for procuring client placement or client health care ser-
vices are provided training on the conditions and limitations of this 
special procurement. 

(2) Client services source selection. 
(a) Under this class special procurement, the Authority is not 

required to use the source selection procedures in ORS 279B to 
procure client services. 

(b) The Authority may competitively solicit for client services 
when there is known competition. Under these circumstances, the 
Authority may: 

(A) Use one of the source selection methods in ORS 279B. If 
the Authority uses one of the source selection methods, it shall 
conduct the solicitation in accordance with the public contracting 
code, rules, and Authority policies; or 

(B) The Authority may elect to create its own source selection 
method. If the Authority creates its own source selection method, it 
shall document the file describing why the alternate method was 
selected. 

(3) Advertising contracts. 
(a) The Authority may use this special procurement to 

purchase advertising, regardless of dollar value, without competitive 
bidding. 

(b) The Authority shall use competitive methods where prac-
ticable to achieve best value and shall document in the procurement 
file the reasons why a competitive process was deemed to be 
impractical. 

(4) Equipment repair and overhaul. 
(a) The Authority may use this special procurement for equip-

ment repair and overhaul, as described below. 
(b) The Authority, having procurement authority according to 

ORS 413.033, may enter into a public contract for equipment 
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repair or overhaul without competitive bidding, subject to the fol-
lowing conditions: 

(A) Service or parts required are unknown and the cost cannot 
be determined without extensive preliminary dismantling or testing; 
and 

(B) Service or parts required are for sophisticated equipment 
for which specially trained personnel are required and such 
personnel are available from only one source. 

(c) The Authority shall use competitive methods where practi-
cable to achieve best value and shall document in the procurement 
file the reasons why a competitive process was deemed to be 
impractical. 

(5) Purchase of used personal property. 
(a) Subject to the provisions of this special procurement, the 

Authority may purchase used property or equipment without com-
petitive bidding and without obtaining competitive quotes. 

(b) “Used personal property or equipment” means the property 
or equipment which has been placed in its intended use by a 
previous owner or user for a period of time recognized in the 
relevant trade or industry as qualifying the personal property or 
equipment as “used” at the time of the Authority purchase. Used 
personal property or equipment generally does not include property 
or equipment if the Authority was the previous user, whether under 
a lease, as part of a demonstration, trial or pilot project, or similar 
arrangement. 

(c) For purchases of used personal property or equipment, the 
Authority shall, where feasible, obtain three quotes, unless the 
Authority has determined and documented that a purchase without 
obtaining quotes will result in cost savings to the Authority. The 
Authority shall obtain and keep a written record of the source and 
quotes received. If three quotes are not available, a written record 
shall be made of the attempt to obtain quotes. 

(6) Speakers. 
(a) The Authority may use this special procurement to enter 

into written agreements for speaker services, as described in this 
rule. When the Authority determines that a need exists to secure 
speaker services, the Authority may contract subject to the 
following definitions and conditions: 

(A) “Speaker” means a provider in the role of a lecturer, pre-
senter, keynote, or speechmaker on a topic in which he or she has 
expertise. A speaker addresses groups of people in a structured, 
deliberate manner intended to inform or influence the participants. 
A speaker’s role is different from the role of a trainer or facilitator. 

(B) The Authority may contract with a speaker to provide lec-
tures, presentations, or speeches one or multiple times and at a 
single or multiple locations. 

(b) Under this class special procurement, the Authority is not 
required to use the source selection procedures in ORS 279B to 
procure speaker services when the value does not exceed $150,000. 

(7) Seminar, training registration, and conference fees. 
(a) The Authority may use this special procurement to enter 

into written agreements for seminars, training registrations, and 
conference fees when the Authority determines that a need exists. 
The Authority may contract subject to the following definitions 
and conditions: 

(A) “Trainer” means a provider in a role that delivers profes-
sional training or seminar services that direct the growth of learners 
by making them qualified, informed, or proficient in a skill, task, 
attitude, system, or process. The trainer works from a structured 
design based on learning objectives. The provider may utilize 
coaching, instructing, and facilitating techniques to accomplish the 
learning objective. A trainer’s role is different from the role of a 
speaker or facilitator. 

(B) The Authority may contract with a trainer with proprietary 
material essential to the business need. 

(b) The Authority shall select trainers it considers most advan-
tageous based on one or more of the following criteria: 

(A) The knowledge, skills, and ability of each trainer that will 
provide the services; 

(B) The trainer’s ability to provide services; 

(C) Each trainer’s experience, level of expertise, and suitability 
to perform the training services required; 

(D) Whether each trainer’s available personnel possess any 
required licenses or certifications required to perform the services 
for, or on behalf of, the Authority; 

(E) The proprietary nature of the particular training program 
or materials needed by the Authority; 

(F) Each trainer’s availability, capability, resources, and com-
mitment to perform the training services at times and locations set 
by the Authority; or 

(G) Other factors the Authority considers relevant to obtain 
the maximum training benefit. 

(c) Under this class special procurement, the Authority is not 
required to use the source selection procedures in ORS 279B to 
procure trainer services when: 

(A) The value does not exceed $150,000; and 
(B) The trainer of the services owns an exclusive copyright in 

the training materials; or 
(C) The training services are designed to be repeatedly 

delivered regardless of the audience and are not customized or 
developed specifically for each audience or event. 

(8) Memberships. 
(a) The Authority may use this special procurement to 

purchase dues or memberships in professional or community orga-
nizations, institutions, or associations, in accordance with OAR 
137-045-0050(12), when the membership is for the benefit of the 
Authority. 

(b) Under this class special procurement, the Authority is not 
required to use the source selection procedures in ORS 279B to 
procure memberships. 

(9) Copyrighted materials. 
(a) The Authority may use this special procurement to 

purchase copyrighted materials where there is only one known sup-
plier available for such goods. This includes but is not limited to 
new books, workbooks, periodicals, subscriptions, curriculum 
materials, reference materials, and audio and visual media from a 
particular publisher or its designated distributor. 

(b) Under this class special procurement, the Authority is not 
required to use the source selection procedures in ORS 279B to 
procure copyrighted materials. 

(10) Software and hardware maintenance, licenses, and 
upgrades. 

(a) The Authority may use this special procurement to directly 
enter into a contract or renew existing contracts for information 
technology hardware or software maintenance, licenses, and 
upgrades without competitive solicitation where the maintenance, 
upgrades, or licenses are either available from only one source or, 
if available from more than one provider, are obtained from the 
Authority’s current provider to utilize the pre-existing knowledge 
of the vendor regarding the specifics of the Authority’s hardware or 
software system. 

(b) The Authority shall document in the procurement file the 
facts that justify either that maintenance, licenses, or upgrades 
were available from only one source or, if from more than one 
source, from the current vendor. 

(11) Manufacturer direct supplies. 
(a) The Authority may use this special procurement to 

purchase goods directly from a manufacturer if the cost from the 
manufacturer is the same or less than the cost the manufacturer 
charges to its distributors. 

(b) The Authority may not use this special procurement when 
a statewide price agreement exists for the goods. 

(12) Health care reform. 
(a) The Authority may use this special procurement to enter 

into written agreements for consultant services to carry out the 
Governor’s and the Authority’s efforts to reform health care 
delivery via community based programs and other health care 
reform initiatives. When the Authority determines that a need 
exists to secure health care reform services, the Authority may con-
tract subject to the following definitions and conditions: 

Chapter 943     Oregon Health Authority

Oregon Administrative Rules Compilation 

   2017 Edition                                                                                      26 - 316                                                                                         (11-15-16)



(A) “Health care reform” means looking at ways of delivering 
health care services for Oregon families that improve the quality of 
care and develop ways to reduce the cost of health care. 

(B) The Authority may contract with a consultant who has the 
specialized knowledge, skills, and abilities in the area of health 
care reform when: 

(i) Federal guidelines or timelines require an expedited pro-
curement process; 

(ii) Assessments, development of policies, information systems, 
and other tools and documents are required to be conducted 
through independent analysis by third party consultants; or 

(iii) The Authority risks losing federal funding or may fail to 
meet required deadlines to continue funding for the next phase of 
health care reform. 

(b) The Authority is not required to use the source selection 
procedures in ORS 279B to procure health care reform consultant 
services when: 

(A) The services do not exceed 12 months in duration; and 
(B) The consultant is considered an expert in health care 

reform as determined by the Authority. 
(c) The Authority will use the source selection requirements 

as found in ORS 279B when the consultant services do not meet 
the requirements under this special procurement. 

(13) Accreditation services. 
(a) The Authority may use this special procurement to obtain 

accreditation services when a program is required to have accredi-
tation for certification of competency, authority, or credibility by 
an organization that is certified to grant the accreditation. 

(b) The Authority is not required to use the source selection 
procedures in ORS 279B to procure accreditation services. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 279B.085 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

943-060-0120 
Grant Authority 

If the Authority is a grant recipient or grantor in an agreement, 
the definition of grant in ORS 279A.010 determines if the 
agreement is subject to the public procurement code and these 
rules. If the grantor or the Authority has substantial involvement in 
the program or activity of the Authority, the agreement is not a 
grant. 

Stat. Auth.: ORS 179.040, 279A.065, 279A.070, 413.033 & 413.042 
Stats. Implemented: ORS 279A.025 
Hist.: OHA 5-2012, f. & cert. ef. 8-1-12 

DIVISION 70 

RACE, ETHNICITY, LANGUAGE, AND DISABILITY 
DEMOGRAPHIC DATA COLLECTION STANDARDS 

943-070-0000  
Purpose 

These rules establish uniform standards and practices for the 
collection of data on race, ethnicity, preferred spoken or signed and 
preferred written language, and disability status by the Oregon 
Health Authority (Authority) and Department of Human Services 
(Department). Standardized data collection methodology will 
improve the ability of the Authority, Department, community 
stakeholders, elected officials, and other decision makers to recog-
nize, address, target and eliminate inequities experienced by 
distinct racial, cultural, and linguistic communities, and by people 
with disabilities. Based on local, state, and national best practices, 
these standards allow the Authority and Department to meet 
federal reporting expectations; compare Oregon’s progress with 
national trends; improve quality service delivery; and ensure equi-
table allocation of resources.  

Stat. Auth.: ORS 413.042 & 413.161 
Stats. Implemented: ORS 413.161 
Hist.: OHA 2-2014, f. & cert. ef. 3-10-14 

943-070-0010 
Definitions 

The following definitions apply to OAR 943-070-through 
943-070-0070: 

(1) “American Indian or Alaska Native” means an individual: 
(a) Identifying as a member of the federal demographic cate-

gory meaning an individual that is a member of a federally-recog-
nized Indian tribe or an individual who:  

(A) Is a member of a tribe, band, or other organized group of 
Indians, including those tribes, bands, or groups terminated since 
1940 and those recognized now or in the future by the State of Ore-
gon, or an individual who is a descendant, in the first or second 
degree, of any such member. 

(B) Is an Eskimo or Aleut or other Alaska Native. 
(C) Is considered by the Secretary of the Department of 

Interior to be an Indian for any purpose. 
(D) Is determined to be an Indian under regulations promul-

gated by the Secretary of the Department of Health and Human 
Services.  

(b) Having origins in any of the original peoples of North and 
South America (including Central America) and maintaining a 
tribal affiliation or community attachment.  

(2) “African” means an individual identifying with or descend-
ing from any of the racial groups of Africa whose national origin is 
from a country on the continent of Africa. 

(3) “African American or Black” is a federal demographic 
category meaning an individual identifying with or descending 
from any of the black racial groups of Africa. 

(4) “Asian” is a federal demographic category meaning an 
individual identifying with or descending from any of the original 
peoples of East Asia, Southeast Asia, or South Asia including 
Cambodia, China, India, Japan, Korea, Malaysia, Pakistan, the 
Philippine Islands, Thailand, and Vietnam. 

(6) “Authority” means the Oregon Health Authority.  
(7) “Declined to answer” is a demographic designation used 

when the individual actively chooses not to provide information on 
their race or ethnicity.  

(8) “Demographic data” means collected information related 
to age, gender, race, ethnicity, preferred spoken, signed and written 
language, and disability status. Demographic data under these rules 
will be collected for the purpose of better understanding populations 
who interact with the Authority and the Department. 

(9) “Department” means the Department of Human Services.  
(10) “Disability” means a condition meeting the criteria for 

establishing that an individual has a disability under ORS 659A.104.  
(11) “Ethnicity” means a demographic designation for a group 

of people sharing a culture that includes race, religion, language, 
and other cultural characteristics including ancestry or country of 
origin.  

(12) “Hispanic or Latino” is a federal demographic category 
meaning an individual of Cuban, Mexican, Puerto Rican, Dominican, 
South or Central American, or other Spanish culture or origin, 
regardless of race. 

(13) “Race” means a demographic designation for a group of 
people who share a common heredity. 

(a) Race includes shared ancestry, national origin and socio-
cultural characteristics.  

(b) Race is not a biological, anthropological or genetic dis-
tinction.  

(14) “Native Hawaiian or Other Pacific Islander” is a federal 
demographic category meaning an individual having origins in any 
of the original peoples of Hawaii, Guam, Samoa, or other Pacific 
Islands. 

(15) “Other” means an individual identifies with a demographic 
designation not listed. 

(16) “Primary racial or ethnic identity” means the race or eth-
nicity with which an individual most identifies when opting to 
choose from multiple designations.  

(17) “Unknown” means a category used when a demographic 
designation is missing for some reason other than the individual 
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declining to answer and includes, but is not limited to situations 
where:  

(i) The individual or caregiver is unable to provide an answer; 
or 

(ii) There is no available family member or caregiver to 
respond for the individual.  

(18) “White” is a federal demographic category meaning an 
individual having origins in any of the original peoples of Europe, 
the Middle East, or North Africa. It includes people who indicate 
their race as “White” or report entries such as Irish, German, 
Italian, Lebanese, Arab, Moroccan, or Caucasian..  

Stat. Auth.: ORS 413.042 & 413.161 
Stats. Implemented: ORS 413.161 
Hist.: OHA 2-2014, f. & cert. ef. 3-10-14 

943-070-0020 
Demographic Data Collection Standards 

(1) To the greatest extent practicable, all programs and 
activities of the Authority and Department that collect, record or 
report any demographic data through any means shall collect race, 
ethnicity, preferred spoken, signed and written language, and dis-
ability status data in accordance with these rules and implementing 
policy.  

(2) To the greatest extent practicable, contractors and subcon-
tractors who collect, record or report any demographic data on 
behalf of the Authority and Department shall collect race, ethnicity, 
preferred spoken, signed and written language, and disability status 
data in accordance with these rules and implementing policy 

(3) To the greatest extent practicable, the Authority, the 
Department and agency contractors and subcontractors should ask 
individuals to self-report race, ethnicity, preferred signed, written 
and spoken language and disability status information.  

(a) Authority, Department or contractor staff shall not assume 
or judge ethnic and racial identity, preferred signed, written and 
spoken language, or disability without asking the individual.  

(b) If an individual is unable to self-report and a family 
member, advocate, or authorized representative is unable to report 
on his or her behalf, the information shall be recorded by staff as 
unknown.  

(c) When a demographic category is listed as unknown, 
demographic data shall be requested at a subsequent encounter. 

(4) When an individual declines to identify race or ethnicity or 
preferred signed, written, or spoken language, or disability status 
the information shall be reported by staff as declined to answer. 

(5) When the race, ethnicity, signed, written or spoken 
language or disability status of an individual is required by federal 
law and an individual is unable or unwilling to self-report, this 
information shall be recorded in the data collection instrument and 
additionally identified as “staff determined,” and combined with 
the “unknown” category for state level analysis.  

(6) Requests for demographic information shall be distinct 
from questions related to program eligibility criteria and an indi-
vidual’s decision not to answer questions related to demographic 
data shall not affect eligibility for public assistance programs.  

(7) Nothing in these rules shall be construed to prohibit the 
collection of information for purposes of establishing eligibility for 
a specific program or service. 

Stat. Auth.: ORS 413.042 & 413.161 
Stats. Implemented: ORS 413.161 
Hist.: OHA 2-2014, f. & cert. ef. 3-10-14 

943-070-0030  
Race and Ethnicity Demographic Data Collection Standard 

(1) To the greatest extent practicable, staff and contractors 
gathering demographic data from an individual shall ask open-
ended questions designed to elicit an unprompted response related 
to ancestry, race, ethnicity, country of origin or tribal affiliation. 

(2) At minimum, the demographic data categories in this 
section shall be listed with the identifying label of “Racial or ethnic 
identity” on data collection and intake forms. These categories are 
designed to aggregate to existing federal reporting categories as 
those categories are defined in these rules.  

(a) American Indian 

(b) Alaska Native 
(c) Canadian Inuit, Metis or First Nation 
(d) Indigenous Mexican, Central American or South Ameri-

can 
(e) Hispanic or Latino Mexican 
(f) Hispanic or Latino Central American 
(g) Hispanic or Latino South American 
(h) Other Hispanic or Latino 
(i) Chinese 
(j) Vietnamese 
(k) Korean 
(l) Hmong 
(m) Laotian 
(n) Filipino/a 
(o) Japanese 
(p) South Asian 
(q) Asian Indian 
(r) Other Asian 
(s) Native Hawaiian 
(t) Guamanian or Chamorro 
(u) Samoan 
(v) Other Pacific Islander 
(w) African American 
(x) African  
(y) Caribbean 
(z) Other Black  
(aa) Western European 
(bb) Eastern European 
(cc) Slavic 
(dd) Middle Eastern  
(ee) Northern African 
(ff) Other White 
(gg) Other 
(hh) Unknown 
(ii) Decline to Answer 
(3) The Authority and Department shall instruct individuals, 

either in writing or verbally, that more than one racial or ethnic cat-
egory may be chosen. 

(a) Individuals who select multiple categories shall be asked 
an additional question regarding their primary racial or ethnic affil-
iation using the categories listed in section (2).  

(b) Individuals may decline to select a primary racial or ethnic 
identity. 

Stat. Auth.: ORS 413.042 & 413.161 
Stats. Implemented: ORS 413.161 
Hist.: OHA 2-2014, f. & cert. ef. 3-10-14 

943-070-0040 
Communication Demographic Data Collection Standards 

(1) To the greatest extent practicable, staff and contractors 
gathering demographic data shall ask open-ended questions designed 
to elicit an unprompted response related to preferred spoken, 
signed and written language. 

(2) At minimum, the following questions shall be included on 
data collection and intake forms. 

(a) In what language do you want us to speak with you? 
(b) In what language do you want us to write to you? 
(c) Do you need an interpreter? 
(d) Do you need a sign language interpreter? 
(e) Do you need written materials in an alternate format? If 

yes, which? 
(f) How well do you speak English? There are four answer 

categories: Very well, well, not well, and not at all. 
Stat. Auth.: ORS 413.042 & 413.161 
Stats. Implemented: ORS 413.161 
Hist.: OHA 2-2014, f. & cert. ef. 3-10-14 

943-070-0050 
Disability Demographic Data Collection Standards 

(1) To the greatest extent practicable, staff and contractors 
gathering demographic data from an individual shall ask “Are you 
limited in any way in any activities because of physical, mental, or 
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emotional problems?” Individuals may answer yes, no, don’t 

know, or decline to answer. 

(2) The following set of questions shall be asked to identify 

sub-groups of individuals with disabling conditions. 

(a) Are you deaf or do you have serious difficulty hearing?  

(b) Are you blind or do you have serious difficulty seeing, 

even when wearing glasses? 

(c) Because of a physical, mental, or emotional condition, do 

you have serious difficulty concentrating, remembering, under-

standing, or making decisions? (ages 5 years and older) 

(d) Do you have serious difficulty walking or climbing stairs? 

(ages 5 years and older) 

(e) Do you have difficulty dressing or bathing? (ages 5 years 

and older) 

(f) Because of a physical, mental, or emotional condition, do 

you have difficulty doing errands alone such as visiting a doctor’s 

office or shopping? (ages 15 years and older) 

(3) For each “yes” response, the individual shall be asked at 

what age the condition began. 

Stat. Auth.: ORS 413.042 & 413.161 

Stats. Implemented: ORS 413.161 

Hist.: OHA 2-2014, f. & cert. ef. 3-10-14

943-070-0060  
Reporting Progress on Implementation 

(1) All programs of the Authority and Department that collect 
demographic data must report to the Office of Equity and Inclusion 
or Office of Equity and Multicultural Services, as appropriate, in 
February of each even numbered year. Reports shall include infor-
mation about each program’s: 

(a) Progress in implementing these standards. 
(b) Challenges to full implementation of these standards. 
(c) Plan for addressing challenges, including identifying 

responsible staff and timeline,.  
(2) The Office of Equity and Inclusion and Office of Equity 

and Multicultural Services shall use data provided by the programs 
to create a report for the legislature as required by ORS 413.162. 

Stat. Auth.: ORS 413.042 & 413.161 
Stats. Implemented: ORS 413.161 
Hist.: OHA 2-2014, f. & cert. ef. 3-10-14 

943-070-0070 
Advisory Committee  

(1) The Authority and Department may create and implement 
shared or parallel definitions, policies, procedures and practices 
that expand on the minimum criteria of these rules.  

(2) The Authority, in collaboration with the Department, shall 
appoint a permanent standing advisory committee composed of 
individuals or advocates of individuals likely to be affected by the 
inequities addressed in the collection of race, ethnicity, preferred 
spoken, signed and written language, and disability status data. 

(3) The committee required by this section shall advise the 
Authority and Department about the creation of definitions, 
policies, procedures and practices to implement these rules, 
including recommendations related to: 

(a) Protocols for collecting data in consistent, meaningful, 
culturally-competent ways. 

(b) Protocols for protecting client privacy in compliance with 
state and federal law. 

(c) The addition of demographic data subcategories for col-
lection of more accurate and comprehensive data.  

(d) Training. 
(4) The Authority, in collaboration with the Department and 

the advisory committee shall review the standards at least once 
every two years from June 1, 2014, to ensure the standards are up 
to date, efficient, uniform and consistent with best, promising and 
emerging practices.  

Stat. Auth.: ORS 413.042 & 413.161 
Stats. Implemented: ORS 413.161 
Hist.: OHA 2-2014, f. & cert. ef. 3-10-14 

DIVISION 90 

CULTURAL COMPETENCY CONTINUING EDUCATION 
FOR HEATLH CARE PROFESSIONALS 

943-090-0000 
Purpose 

These rules create requirements for the Oregon Health Author-
ity to provide resources and support for improving the cultural 
competence of regulated health care professionals in Oregon and to 
report to the Oregon State Legislature as required by 2013 Oregon 
Law, Chapter 240 about the level of participation in cultural com-
petence education among regulated health-care professionals.  

Stat. Auth.: ORS 413.042 & 2013 OL Ch. 240 
Stats. Implemented:  
Hist.: OHA 4-2014, f. 12-18-14, cert. ef. 1-1-15 

943-090-0010 
Definitions  

The following definitions apply to OAR 943-090-0000 through 
943-090-0020: 

(1) “Authority” means the Oregon Health Authority. 
(2) “Continuing Education” means a unit or units of education 

as defined by each board to which this statute is applicable. 
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(3) “Cultural competence” means a life-long process of exam-
ining values and beliefs and developing and applying an inclusive 
approach to health care practice in a manner that recognizes the 
context and complexities of provider-patient communication and 
interaction and preserves the dignity of individuals, families and 
communities.  

(a) Cultural competence applies to all patients. 
(b) Culturally competent providers do not make assumptions 

on the basis of an individual’s actual or perceived abilities, disabil-
ities or traits whether inherent, genetic or developmental including: 
race, color, spiritual beliefs, creed, age, tribal affiliation, national 
origin, immigration or refugee status, marital status, socio-economic 
status, veteran’s status, sexual orientation, gender identity, gender 
expression, gender transition status, level of formal education, 
physical or mental disability, medical condition or any consideration 
recognized under federal, state and local law.  

(4) “Patient” represents individuals in the broadest spectrum 
of the roles in health and home care services, including but not lim-
ited to: patient, consumer, client, patient representative, resident, 
and patient family or community. 

(5) “Provider” represents individuals in the broadest spectrum 
of roles in health and home care services, including but not limited 
to: physicians, nurses, social workers, medical technicians, traditional 
health workers, and home care and personal support workers.  

Stat. Auth.: ORS 413.042 & 2013 OL Ch. 240 
Stats. Implemented:  
Hist.: OHA 4-2014, f. 12-18-14, cert. ef. 1-1-15 

943-090-0020 
Cultural Competence Resources, Support and Reporting 

(1) The Authority, through its Office of Equity and Inclusion, 
shall create, maintain and make available a list of approved contin-
uing education opportunities for developing cultural competence 
for regulated health care professionals. 

(2) The Authority shall collaborate with legislatively designated 
boards to: 

(a) Create model rule language for affected boards to document 
cultural competence continuing education.  

(b) Create a reporting structure for affected boards to report 
on the cultural competence continuing education completed by 
regulated health care professionals.  

(3) The Authority shall establish an advisory committee to:  
(a) Develop or update criteria for approving cultural compe-

tence continuing education opportunities. 
(b) Discuss and recommend cultural competence continuing 

education opportunities to the Authority for approval.  
(4) The advisory committee shall include members of com-

munities that experience health disparities because of race, ethnicity 
or culture. 

(5) The Authority shall base the list of approved opportunities 
for cultural competence continuing education on the criteria estab-
lished by the advisory committee.  

(6) Authority approved continuing education opportunities 
shall teach attitudes, knowledge and skills enabling health care 
professionals to effectively communicate with and care for patients 
from diverse cultures, groups, and communities.  

(a) These skills may include: 
(A) Applying linguistic skills to communicate effectively with 

patients. 
(B) Using cultural information to establish therapeutic rela-

tionships. 
(C) Eliciting, understanding and applying cultural and ethnic 

data in the process of clinical care. 
(b) Authority approved continuing education opportunities 

may include:  
(A) Courses delivered in-person or electronically. 
(B) Experiential learning such as cultural or linguistic immer-

sion. 
(C) Service learning.  
(D) Specially designed cultural experiences. 
(7) The affected boards shall report to the Authority no later 

than 30 days after the close of each biennium regarding: 

(a) Regulated health care professionals who completed cultural 
competence continuing education.  

(b) Audited health care professionals who completed cultural 
competence continuing education from the Authority approved list.  

(c) Whether the board requires members participate in cultural 
competence continuing education. 

(d) The level of reporting each board requires of members 
related to participation in cultural competence continuing educa-
tion. 

(8) The Authority shall compile a biennial report on the par-
ticipation of health care professionals in cultural competence con-
tinuing education, including the number of:  

(a) Regulated health care professionals who completed cultural 
competence continuing education.  

(b) Audited health care professionals who completed cultural 
competence continuing education from the Authority approved list. 

(c) The number of boards requiring that members participate 
in cultural competence continuing education. 

(d) The level of reporting each board requires of members 
related to participation in cultural competence continuing educa-
tion. 

(9) On or before August 1 of each even-numbered year, the 
Authority shall report to the interim committees of the Legislative 
Assembly, including those related to health care, audits, information 
management, and information technology about the participation 
of health-care professionals in cultural competence continuing 
education as submitted to the Authority by the boards. 

Stat. Auth.: ORS 413.042 & 2013 OL Ch. 240 
Stats. Implemented:  
Hist.: OHA 4-2014, f. 12-18-14, cert. ef. 1-1-15 

DIVISION 120 

PROVIDER RULES 

943-120-0100 
Definitions 

The following definitions apply to OAR 943-120-0100 through 
943-120-0200: 

(1) “Access” means the ability or means necessary to read, 
write, modify, or communicate data or information or otherwise 
use any information system resource.  

(2) “Agent” means a third party or organization that contracts 
with a provider, allied agency, coordinated care organization 
(CCO) or prepaid health plan (PHP), to perform designated 
services in order to facilitate a transaction or conduct other 
business functions on its behalf. Agents include billing agents, 
claims clearinghouses, vendors, billing services, service bureaus, 
and accounts receivable management firms. Agents may also be 
clinics, group practices, and facilities that submit billings on behalf 
of providers but the payment is made to a provider, including the 
following: an employer of a provider, if a provider is required as a 
condition of employment to turn over his fees to the employer; the 
facility in which the service is provided, if a provider has a contract 
under which the facility submits the claim; or a foundation, plan, or 
similar organization operating an organized health care delivery 
system, if a provider has a contract under which the organization 
submits the claim. Agents may also include electronic data trans-
mission submitters.  

(3) “Allied Agency” means local and regional allied agencies 
and includes local mental health authority, community mental 
health programs, Oregon Youth Authority, Department of Correc-
tions, local health departments, schools, education service districts, 
developmental disability service programs, area agencies on aging, 
federally recognized American Indian tribes, and other governmental 
agencies or regional authorities that have a contract (including an 
interagency, intergovernmental, or grant agreement, or an agreement 
with an American Indian tribe pursuant to ORS 190.110) with the 
Oregon Health Authority to provide for the delivery of services to 
covered individuals and that request to conduct electronic data 
transactions in relation to the contract. 
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(4) “Authority” or “Oregon Health Authority” means the 
agency established in ORS Chapter 413 that administers the funds 
for Titles XIX and XXI of the Social Security Act. It is the single 
state agency for the administration of the medical assistance 
program under ORS chapter 414. For purposes of these rules, the 
agencies under the authority of the Authority are the Public Health 
Division, the Addictions and Mental Health Division, and the Divi-
sion of Medical Assistance Programs..  

(5) “Authority Network and Information Systems” means the 
Authority’s computer infrastructure that provides personal commu-
nications, confidential information, regional, wide area and local 
networks, and the internetworking of various types of networks on 
behalf of the Authority.  

(6) “Clinic” means a group practice, facility, or organization 
that is an employer of a provider, if a provider is required as a con-
dition of employment to turn over his fees to the employer; the 
facility in which the service is provided, if a provider has a contract 
under which the facility submits the claim; or a foundation, plan, or 
similar organization operating an organized health care delivery 
system, if a provider has a contract under which the organization 
submits the claim; and the group practice, facility, or organization 
is enrolled with the Authority, and payments are made to the group 
practice, facility, or organization. If the entity solely submits 
billings on behalf of providers and payments are made to each 
provider, then the entity is an agent.  

(7) “Confidential Information” means information relating to 
covered individuals which is exchanged by and between the 
Authority, a provider, CCO, PHP, clinic, allied agency, or agents 
for various business purposes, but which is protected from 
disclosure to unauthorized individuals or entities by applicable 
state and federal statutes such as ORS 414.679, 344.600, 410.150, 
411.320, 418.130, or the Health Insurance Portability and Account-
ability Act of 1996, Public Law 104-191 and its implementing reg-
ulations. These statutes and regulations are collectively referred to 
as “Privacy Statutes and Regulations.”  

(8) “Contract” means a specific written agreement between 
the Authority and a provider, CCO, PHP, clinic, or allied agency 
that provides or manages the provision of services, goods, or 
supplies to covered individuals and where the Authority and a 
provider, CCO, PHP, clinic, or allied agency may exchange data. A 
contract specifically includes, without limitation, an Authority 
provider enrollment agreement, fully capitated heath plan managed 
care contract, dental care organization managed care contract, 
mental health organization managed care contract, chemical depen-
dency organization managed care contract, physician care organi-
zation managed care contract, coordinated care organization 
contract, a county financial assistance agreement, or any other 
applicable written agreement, interagency agreement, intergovern-
mental agreement, or grant agreement between the Authority and a 
provider, CCO, PHP, clinic, or allied agency.  

(9) “Coordinated Care Organization” (CCO) means an entity 
that has been certified by the Authority to provide coordinated and 
integrated health services. 

(10) “Covered Entity” means a health plan, health care 
clearing house, health care provider who transmits any health 
information in electronic form in connection with a transaction 
covered by 45 CFR 162.100 through 162.1902, or allied agency 
that transmits any health information in electronic form in 
connection with a transaction, including direct data entry (DDE), 
and who must comply with the National Provider Identifier (NPI) 
requirements of 45 CFR 162.402 through 162.414.  

(11) “Covered Individual” means individuals who are eligible 
for payment of certain services or supplies provided to them or 
their eligible dependents by or through a provider, CCO, PHP, 
clinic, or allied agency under the terms of a contract applicable to a 
governmental program for which the Authority processes or 
administers data transmissions.  

(12) “Data” means a formalized representation of specific 
facts or concepts suitable for communication, interpretation, or 
processing by individuals or by automatic means.  

(13) “Data Transmission” means the transfer or exchange of 
data between the Authority and a web portal or electronic data 
interchange (EDI) submitter by means of an information system 
which is compatible for that purpose and includes without limitation, 
web portal, EDI, electronic remittance advice (ERA), or electronic 
media claims (EMC) transmissions.  

(14) “Department” means the Department of Human Services.  
(15) “Direct Data Entry (DDE)” means the process using 

dumb terminals or computer browser screens where data is directly 
keyed into a health plan’s computer by a provider or its agent, such 
as through the use of a web portal.  

(16) “Electronic Data Interchange (EDI)” means the exchange 
of business documents from application to application in a federally 
mandated format or, if no federal standard has been promulgated, 
using bulk transmission processes and other formats as the 
Authority designates for EDI transactions. For purposes of these 
rules (OAR 943-120-0100 through 943-120-0200), EDI does not 
include electronic transmission by web portal.  

(17) “Electronic Data Interchange Submitter” means an indi-
vidual or entity authorized to establish the electronic media con-
nection with the Authority to conduct an EDI transaction. An EDI 
submitter may be a trading partner or an agent of a trading partner.  

(18) “Electronic Media” means electronic storage media 
including memory devices in computers or computer hard drives; 
any removable or transportable digital memory medium such as 
magnetic tape or disk, optical disk, or digital memory card; or 
transmission media used to exchange information already in elec-
tronic storage media. Transmission media includes but is not 
limited to the internet (wide-open), extranet (using internet tech-
nology to link a business with information accessible only to col-
laborating parties), leased lines, dial-up lines, private networks, 
and the physical movement of removable or transportable electronic 
storage media. Certain transmissions, including paper via facsimile 
and voice via telephone, are not considered transmissions by elec-
tronic media because the information being exchanged did not 
exist in electronic form before transmission.  

(19) “Electronic Media Claims (EMC)” means an electronic 
media means of submitting claims or encounters for payment of 
services or supplies provided by a provider, CCO, PHP, clinic, or 
allied agency to a covered individual.  

(20) “Electronic Remittance Advice (ERA)” means an elec-
tronic file in X12 format containing information pertaining to the 
disposition of a specific claim for payment of services or supplies 
rendered to covered individuals which are filed with the Authority 
on behalf of covered individuals by providers, clinics, or allied 
agencies. The documents include, without limitation, the provider 
name and address, individual name, date of service, amount billed, 
amount paid, whether the claim was approved or denied, and if 
denied, the specific reason for the denial. For CCOs or PHPs, the 
remittance advice file contains information on the adjudication 
status of encounter claims submitted.  

(21) “Electronic Data Transaction (EDT)” means a transaction 
governed by the Health Insurance Portability and Accountability 
Act (HIPAA) transaction rule, conducted by either web portal or 
EDI.  

(22) “Envelope” means a control structure in a mutually 
agreed upon format for the electronic interchange of one or more 
encoded data transmissions either sent or received by an EDI sub-
mitter or the Authority.  

(23) “HIPAA Transaction Rule” means the standards for elec-
tronic transactions at 45 CFR Part 160 and 162 as revised effective 
January 16, 2009 (from version in effect on January 1, 2008) 
adopted by the Department of Health and Human Services (DHHS) 
to implement the Health Insurance Portability and Accountability 
Act of 1996, 42 USC 1320d et. seq.  

(24) “Incident” means the attempted or successful unauthorized 
access, use, disclosure, modification, or destruction of an information 
system or information asset including but not limited to unauthorized 
disclosure of information, failure to protect user IDs, and theft of 
computer equipment using or storing Authority information assets 
or confidential information.  
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(25) “Individual User Profile (IUP)” means Authority forms 
used to authorize a user, identify their job assignment, and the 
required access to the Authority’s network and information system. 
It generates a unique security access code used to access the 
Authority’s network and information system. 

(26) “Information Asset” means all information, also known 
as data, provided through the Authority, regardless of the source, 
which requires measures for security and privacy of the information.  

(27) “Information System” means an interconnected set of 
information resources under the same direct management control 
that shares common functionality. A system normally includes 
hardware, software, information, data, applications, communications, 
and trained personnel necessary for successful data transmission.  

(28) “Lost or Indecipherable Transmission” means a data 
transmission which is never received by or cannot be processed to 
completion by the receiving party in the format or composition 
received because it is garbled or incomplete, regardless of how or 
why the message was rendered garbled or incomplete.  

(29) “Mailbox” means the term used by the Authority to indi-
cate trading partner-specific locations on the Authority’s secure file 
transfer protocol (SFTP) server to deposit and retrieve electronic 
data identified by a unique Authority assigned trading partner num-
ber.  

(30) “Password” means the alpha-numeric codes and special 
characters assigned to an EDI submitter by the Authority for the 
purpose of allowing access to the Authority’s information system, 
including the web portal, for the purpose of successfully executing 
data transmissions or otherwise carrying out the express terms of a 
trading partner agreement or provider enrollment agreement and 
these rules.  

(31) “Personal Identification Number (PIN)” means the alpha-
numeric codes assigned to web portal submitters by the Authority 
for the purpose of allowing access to the Authority’s information 
system, including the web portal, for the purpose of successfully 
executing DDE, data transmissions, or otherwise carrying out the 
express terms of a trading partner agreement, provider enrollment 
agreement, and these rules.  

(32) “Prepaid Health Plan (PHP) or Plan” means a managed 
health care, dental care, chemical dependency, physician care orga-
nization, or mental health care organization that contracts with the 
Authority on a case managed, prepaid, capitated basis under the 
Oregon Health Plan (OHP).  

(33) “Provider” means an individual, facility, institution, cor-
porate entity, or other organization which supplies or provides for 
the supply of services, goods or supplies to covered individuals 
pursuant to a contract, including but not limited to a provider 
enrollment agreement with the Authority. A provider does not 
include billing providers as used in the Division of Medical Assis-
tance (DMAP) general rules but does include non -healthcare 
providers such as foster care homes. DMAP billing providers are 
defined in these rules as agents, except for DMAP billing providers 
that are clinics.  

(34) “Provider Enrollment Agreement” means an agreement 
between the Authority and a provider for payment for the provision 
of covered services to covered individuals.  

(35) “Registered Transaction” means each type of EDI trans-
action applicable to a trading partner that must be registered with 
the Authority before it can be tested or approved for EDI transmis-
sion.  

(36) “Security Access Codes” means the access code assigned 
by the Authority to the web portal submitter or EDI submitter for 
the purpose of allowing access to the Authority’s information 
system, including the web portal, to execute data transmissions or 
otherwise carry out the express terms of a trading partner agreement, 
provider enrollment agreement, and these rules. Security access 
codes may include passwords, PINs, or other codes. For password 
standards, refer to the Authority’s ISPO best practice: 
http://www.dhs.state.or.us/policy/admin/security/090_002.htm.  

(37) “Source Documents” means documents or electronic 
files containing underlying data which is or may be required as part 
of a data transmission with respect to a claim for payment of 

charges for medical services or supplies provided to a covered indi-
vidual, or with respect to any other transaction. Examples of data 
contained within a specific source document include but are not 
limited to an individual’s name and identification number, claim 
number, diagnosis code for the services provided, dates of service, 
service procedure description, applicable charges for the services 
provided, and a provider’s, CCOs, PHP’s, clinic’s, or allied 
agency’s name, identification number, and signature.  

(38) “Standard” means a rule, condition, or requirement 
describing the following information for products, systems, or 
practices:  

(a) Classification of components;  
(b) Specification of materials, performance, or operations; or  
(c) Delineation of procedures.  
(39) “Standards for Electronic Transactions” mean a transaction 

that complies with the applicable standard adopted by DHHS to 
implement standards for electronic transactions.  

(40) “Submitter” means a provider, CCO, PHP, clinic, or 
allied agency that may or may not have entered into a Trading 
Partner Agreement depending upon whether the need is to exchange 
Electronic Data Transactions or access the Authority’s Web Portal.  

(41) “Transaction” means the exchange of data between the 
Authority and a provider using web portal access or a trading 
partner using electronic media to carry out financial or administrative 
activities.  

(42) “Trade Data Log” means the complete written summary 
of data and data transmissions exchanged between the Authority 
and an EDI submitter during the period of time a trading partner 
agreement is in effect and includes but is not limited to sender and 
receiver information, date and time of transmission, and the 
general nature of the transmission.  

(43) “Trading Partner” means a provider, CCO, PHP, clinic, or 
allied agency that has entered into a trading partner agreement with 
the Authority in order to satisfy all or part of its obligations under a 
contract by means of EDI, ERA, or EMC, or any other mutually 
agreed means of electronic exchange or transfer of data.  

(44) “Trading Partner Agreement (TPA)” means a specific 
written request by a provider, CCO, PHP, clinic, or allied agency to 
conduct EDI transactions that governs the terms and conditions for 
EDI transactions in the performance of obligations under a contract. 
A provider, CCO, PHP, clinic, or allied agency that has executed a 
TPA will be referred to as a trading partner in relation to those 
functions.  

(45) “User” means any individual or entity authorized by the 
Authority to access network and information systems or information 
assets.  

(46) “User Identification Security (UIS)” means a control 
method required by the Authority to ensure that only authorized 
users gain access to specified information assets. One method of 
control is the use of passwords and PINs with unique user identifi-
cations.  

(47) “Web Portal” means a site on the World Wide Web that 
provides secure access with personalized capabilities to its visitors 
and a pathway to other content designed for use with the Authority 
specific DDE applications. 

(48) “Web Portal Submitter” means an individual or entity 
authorized to establish an electronic media connection with the 
Authority to conduct a DDE transaction. A web portal submitter 
may be a provider or a provider’s agent.  

Stat. Auth.: ORS 413.042 &414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0110 
Purpose 

(1) These rules establish requirements applicable to providers, 
CCOs, PHPs, and allied agencies that want to conduct electronic 
data transactions with the Authority. These rules govern the 
conduct of all web portal or EDI transactions with the Authority. 
These rules only apply to services or items that are paid for by the 
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Authority. If the service or item is paid for by a plan or an allied 
agency, these rules do not apply. 

(2) These rules establish the Authority’s electronic data trans-
action requirements for purposes of the Health Insurance Portability 
and Accountability Act of 1996, 42 USC 1320d–1320d-8, Public 
Law 104-191, sec. 262 and sec. 264, and the implementing 
standards for electronic transactions rules. Where a federal HIPAA 
standard has been adopted for an electronic data transaction, this 
rule implements and does not alter the federal standard.  

(3) These rules establish procedures that must be followed by 
any provider, CCO, PHP, or allied agency in the event of a security 
or privacy incident, regardless of whether the incident is related to 
the use of an electronic data transaction. 

Stat. Auth.: ORS 413.042 &414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0112 
Scope and Sequence of Electronic Data Transmission Rules 

(1) The Authority communicates with and receives communi-
cations from its providers, CCOs, PHPs, and allied agencies using 
a variety of methods appropriate to the services being provided, the 
nature of the entity providing the services, and constantly changing 
technology. These rules describe some of the basic ways that the 
Authority will exchange data electronically. Additional details may 
be provided in the Authority’s access control rules, provider-
specific rules, or the applicable contract documents. 

(2) Access to eligibility information about covered individuals 
may occur using one or more of the following methods:  

(a) Automated voice response, via a telephone;  
(b) Web portal access;  
(c) EDI submitter access; or  
(d) Point of sale (POS) for pharmacy providers.  
(3) Claims for which the Authority is responsible for payment 

or encounter submissions made to the Authority may occur using 
one or more of the following methods:  

(a) Paper, using the form specified in the provider specific 
rules and supplemental billing guidance. Providers may submit 
paper claims, except that pharmacy providers are required to use 
the POS process for claims submission, and CCOs and PHPs must 
use the 837 electronic formats;  

(b) Web portal access;  
(c) EDI submitter access; or  
(d) POS for pharmacy providers.  
(4) Authority informational updates, provider record updates, 

depository for CCO or PHP reports, or EDT as specified by the 
Authority for contract compliance.  

(5) Other Authority network and information system access is 
governed by specific program requirements, which may include 
but is not limited to IUP access. Affected providers, CCOs, PHPs, 
and allied agencies shall be separately instructed about the access 
and requirements. Incidents are subject to these rules.  

(6) Providers and allied agencies that continue to use only 
paper formats for claims transactions are only subject to the confi-
dentiality and security rule, OAR 943-120-0170.  

Stat. Auth.: ORS 413.042 &414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0114 
Provider Enrollment Agreement 

(1) When a provider applies to enroll, the application form 
will include information about how to participate in the web portal 
for use of DDE and automated voice response (AVR) inquiries. 
The enrollment agreement shall include a section describing the 
process that will permit the provider, once enrolled, to participate 
in DDE over the Internet using the secure Authority web portal. 
This does not include providers enrolled through the use of the 
DMAP 3108 Managed Care Plan and FFS Non Paid Provider 

Application. CCOs and PHPs shall receive the information 
described in this rule, along with PINs and other information 
required for access. 

(2) When the provider number is issued by the Authority, the 
provider will also receive two PINs: one that may be used to access 
the web portal and one that may be used for AVR.  

(a) If the PINs are not activated within 60 days of issuance, 
the Authority will initiate a process to inactivate the PIN. If the 
provider wants to use PIN-based access to the web portal or AVR 
after deactivation, the provider must submit an update form to 
obtain another PIN.  

(b) Activating the PIN will require Internet access and the 
provider must supply security data that will be associated with the 
use of the PIN.  

(c) Providers, CCOs, and PHPs using the PIN must protect the 
confidentiality and security of the PIN pursuant to OAR 943-120-
0170.  

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0116 
Web Portal Submitter 

(1) Any provider, CCO, or PHP activating their web portal 
access for web portal submission may be a web portal submitter. 
The provider will be referred to as the web portal submitter when 
functioning in that capacity, and shall be required to comply with 
these rules governing web portal submitters. 

(2) The authorized signer of the provider enrollment agreement 
shall be the individual who is responsible for the provider’s, 
CCO’s, or PHP’s DDE claims submission process.  

(a) If a provider, CCO, or PHP submits their own claims 
directly, the provider, CCO, or PHP will be referred to as the web 
portal submitter when functioning in that capacity and shall be 
required to comply with these rules.  

(b) If a provider, CCO, or PHP uses an agent or clinic to 
submit DDE claims using the Authority’s web portal, the agent or 
clinic will be referred to as the web portal submitter when function-
ing in that capacity and shall be required to comply with these 
rules.  

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0118 
Conduct of Direct Data Entry Using Web Portal 

(1) The web portal submitter is responsible for the conduct of 
the DDE transactions submitted on behalf of the provider, CCO, or 
PHP, as follows: 

(a) The web portal submitter must take reasonable care to 
ensure that data and DDE transmissions are timely, complete, accu-
rate, and secure, and must take reasonable precautions to prevent 
unauthorized access to the information system or the DDE trans-
mission. The Authority may not correct or modify an incorrect 
DDE transaction prior to processing. The transactions may be 
rejected and the web portal submitter shall be notified of the rejec-
tion.  

(b) The web portal submitter and the Authority must bear their 
own information system costs. The web portal submitter must, at 
their own expense, obtain access to Internet service that is 
compatible with and has the capacity for secure access to the 
Authority’s web portal. Web portal submitters must pay their own 
costs for all charges, including but not limited to charges for equip-
ment, software and services, Internet connection and use time, ter-
minals, connections, telephones, and modems. The Authority is not 
responsible for providing technical assistance for access to or use 
of Internet web portal services or the processing of a DDE transac-
tion.  
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(c) The web portal submitter must send and receive all data 
transactions in the Authority’s approved format. Any attempt to 
modify or alter the DDE transaction format may result in denial of 
web portal access.  

(d) Re-submissions. The web portal submitter must maintain 
source documents and back-up files or other means sufficient to re-
create a data transmission in the event that re-creation becomes 
necessary for any purpose, within timeframes required by federal 
or state law, or by contractual agreement. Back ups, archives, or 
related files are subject to the terms of these rules to the same 
extent as the original data transmission.  

(2) To protect security and confidentiality, web portal submitters 
must comply with the following:  

(a) Refrain from copying, reverse engineering, disclosing, 
publishing, distributing, or altering any data or data transmissions, 
except as permitted by these rules or the contract, or use the same 
for any purpose other than that which the web portal submitter was 
specifically given access and authorization by the Authority or the 
provider.  

(b) Refrain from obtaining access by any means to any data or 
the Authority’s network and information system for any purpose 
other than that which the web portal submitter has received express 
authorization to receive access. If the web portal submitter receives 
data or data transmissions from the Authority which are clearly not 
intended for the receipt of web portal submitter, the web portal sub-
mitter will immediately notify the Authority and make arrangements 
to return or re-transmit the data or data transmission to the 
Authority. After re-transmission, the web portal submitter must 
immediately delete the data contained in the data transmission 
from its information system. 

(c) Install necessary security precautions to ensure the security 
of the DDE transmission or records relating to the information sys-
tem of either the Authority or the web portal submitter when the 
information system is not in active use by the web portal submitter.  

(d) Protect and maintain, at all times, the confidentiality of 
security access codes issued by the Authority. Security access 
codes are strictly confidential and specifically subject, without lim-
itation, to all of the restrictions in OAR 943-120-0170. The 
Authority may change the designated security access codes at any 
time and in any manner as the Authority in its sole discretion con-
siders necessary.  

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0120 
Registration Process — EDI Transactions 

(1) The EDI transaction process is preferred by providers, 
CCOs, PHPs, and allied agencies for conducting batch or real time 
transactions, rather than the individual data entry process used for 
DDE. EDI registration is an administrative process governed by 
these rules. The EDI registration process begins with the submission 
of a TPA by a provider, CCO, PHP, clinic, or allied agency, 
including all requirements and documentation required by these 
rules. 

(2) Trading partners must be Authority providers, CCOs, 
PHPs, clinics, or allied agencies with a current Authority contract. 
The Authority will not accept a TPA from individuals or entities 
who do not have a current contract with the Authority; however, 
the Authority shall accept a TPA from entities that have been provi-
sionally certified to become CCOs in order to facilitate testing, 
pending contract signing.  

(a) The Authority may receive and hold the TPA for individuals 
or entities that have submitted a provider enrollment agreement or 
other pending contract, subject to the satisfactory execution of the 
pending document.  

(b) Termination, revocation, suspension, or expiration of the 
contract will result in the concurrent termination, revocation, sus-
pension, or expiration of the TPA without any additional notice; 
except that the TPA will remain in effect to the extent necessary for 

a trading partner or the Authority to complete obligations involving 
EDI under the contract for dates of service when the contract was 
in effect. Contracts that are periodically renewed or extended do 
not require renewal or extension of the TPA unless there is a lapse 
of time between contracts.  

(c) Failure to identify a current Authority contract during the 
registration process shall result in a rejection of the TPA. The 
Authority shall verify that the contract numbers identified by a 
provider, CCO, PHP, clinic, or allied agency are current contracts.  

(d) If contract number or contract status changes, the trading 
partner must provide the Authority with updated information 
within five business days of the change in contract status. If the 
Authority determines that a valid contract no longer exists, the 
Authority shall discontinue EDI transactions applicable for any 
time period in which the contract no longer exists; except that the 
TPA will remain in effect to the extent necessary for the trading 
partner or the Authority to complete obligations involving EDI 
under the contract for dates of service when the contract was in 
effect.  

(3) To register as a trading partner with the Authority, a 
provider, CCO, PHP, clinic, or allied agency must submit a signed 
TPA to the Authority.  

(4) In addition to the requirements of section (3) of this rule, a 
trading partner must submit an application for authorization to the 
Authority. The application provides specific identification and 
legal authorization from the trading partner for an EDI submitter to 
conduct EDI transactions on behalf of a trading partner.  

(5) A trading partner may use agents to facilitate the electronic 
transmission of data. If a trading partner will be using an agent as 
an EDI submitter, the application for authorization required under 
section (4) of this rule must identify and authorize an EDI 
submitter and must include the EDI certification signed by an EDI 
submitter before the Authority may accept electronic submission 
from or send electronic transmission to an EDI submitter.  

(6) In addition to the requirements of section (3) of this rule, a 
trading partner must also submit its EDI registration form. This 
form requires the trading partner or its authorized EDI submitter to 
register an EDI submitter and the name and type of EDI transaction 
they are prepared to conduct. Signature of the trading partner or 
authorized EDI submitter is required on the EDI registration form. 
The registration form will also permit the trading partner to 
identify the individuals or EDI submitters who are authorized to 
submit or receive EDI registered transactions.  

(7) The Authority shall review the documentation provided to 
determine compliance with sections (1) through (6) of this rule. 
The Authority may verify the documentation. When the Authority 
determines that the information complies with these rules, the 
Authority shall notify the trading partner and EDI submitter by 
email about any testing or other requirements applicable to place 
the registered transaction into a production environment.  

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0130 
Trading Partner as EDI Submitter — EDI Transactions 

(1) A trading partner may be an EDI submitter. Registered 
trading partners that also qualify as an EDI submitter may submit 
their own EDI transactions directly to the Authority. A trading 
partner will be referred to as an EDI submitter when functioning in 
that capacity and will be required to comply with applicable EDI 
submitter rules, except as provided in section (3) of this rule.  

(2) Authorization and Registration Designating Trading Partner 
as EDI Submitter. Before acting as an EDI submitter, a trading 
partner must designate in the application for application that they 
are an EDI submitter who is authorized to send and receive data 
transmissions in the performance of EDI transactions. A trading 
partner must complete the “Trading Partner Application for Autho-
rization to Submit EDI Transactions” and the “EDI Submitter 
Information” required in the application. A trading partner must 
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also submit the EDI registration form identifying them as an EDI 
submitter. A trading partner must notify the Authority of any 
material changes in the information no less than ten days prior to 
the effective date of the change.  

(3) EDI Submitter Certification Conditions. Where a trading 
partner is acting as its own EDI submitter, the trading partner is not 
required to submit the EDI submitter certification conditions in the 
application for authorization applicable to agents.  

Stat. Auth.: ORS 413.042 &414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11 

943-120-0140 
Trading Partner Agents as EDI Submitters — EDI 
Transactions 

(1) Responsibility for Agents. If a trading partner uses the ser-
vices of an agent, including but not limited to an EDI submitter in 
any capacity in order to receive, transmit, store, or otherwise 
process data or data transmissions or perform related activities, a 
trading partner shall be fully responsible to the Authority for the 
agent’s acts.  

(2) Notices Regarding EDI Submitter. Prior to the commence-
ment of an EDI submitter’s services, a trading partner must 
designate in the application for authorization the specific EDI sub-
mitters that are authorized to send and receive data transmissions in 
the performance of EDI transactions of a trading partner. A trading 
partner must complete the “Trading partner Authorization of EDI 
Submitter” and the “EDI Submitter Information” required in the 
application. A trading partner must also submit the EDI registration 
form identifying and providing information about an EDI submitter. 
A trading partner or authorized EDI submitter must notify the 
Authority of any material changes in the EDI submitter authorization 
or information no less than five days prior to the effective date of 
the changes.  

(3) EDI Submitter Authority. A trading partner must authorize 
the actions that an EDI submitter may take on behalf of a trading 
partner. The application for authorization permits a trading partner 
to authorize which decisions may only be made by a trading 
partner and which decisions are authorized to be made by an EDI 
submitter. The EDI submitter information authorized in the appli-
cation for authorization will be recorded by the Authority in an 
EDI submitter profile. The Authority may reject EDI transactions 
from an EDI submitter acting without authorization from a trading 
partner.  

(4) EDI Submitter Certification Conditions. Each authorized 
EDI submitter acting as an agent of a trading partner must execute 
and comply with the EDI submitter certification conditions that are 
incorporated into the application for authorization. Failure to 
include the signed EDI submitter certification conditions with the 
application shall result in a denial of EDI submitter authorization 
by the Authority. Failure of an EDI submitter to comply with the 
EDI submitter certification conditions may result in termination of 
EDI submitter registration for EDI transactions with the Authority.  

(5) EDI Submitters Responsibilities. In addition to the require-
ments of section (1) of this rule, a trading partner is responsible for 
ensuring that an EDI submitter makes no unauthorized changes in 
the data content of all data transmissions or the contents of an 
envelope, and that an EDI submitter will take all appropriate mea-
sures to maintain the timeliness, accuracy, truthfulness, confiden-
tiality, security, and completeness of each data transmission. A 
trading partner is responsible for ensuring that its EDI submitters 
are specifically advised of, and will comply with, the terms of these 
rules and any TPA.  

Stat. Auth.: ORS 413.042 &414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11 

943-120-0150 
Testing — EDI Transactions 

(1) When a trading partner or authorized EDI submitter 
registers an EDI transaction with the Authority, the Authority may 

require testing before authorizing the transaction. Testing may 
include third party and business-to-business testing. An EDI sub-
mitter must be able to demonstrate its capacity to send and receive 
each transaction type for which it has registered. The Authority 
will reject any EDI transaction if an EDI submitter either refuses or 
fails to comply with the Authority testing requirements.  

(2) The Authority may require EDI submitters to complete 
compliance testing at an EDI submitter’s expense for each transac-
tion type if either the Authority or an EDI submitter has experienced 
a change to hardware or software applications by entering into 
business-to-business testing.  

(3) When third party and/or business-to-business testing is 
completed to the Authority’s satisfaction, the Authority will notify 
an EDI submitter that it will register and accept the transactions in 
the production environment. This notification authorizes an EDI 
submitter to submit the registered EDI transactions to the Authority 
for processing and response, as applicable. If there are any changes 
in the trading partner or EDI submitter authorization, profile data 
or EDI registration information on file with the Authority, updated 
information must be submitted to the Authority as required in OAR 
943-120-0190.  

(4) Testing will be conducted using secure electronic media 
communications methods.  

(5) An EDI submitter may be required to re-test with the 
Authority if the Authority format changes or if the EDI submitter 
format changes.  

Stat. Auth.: ORS 413.042 &414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11 

943-120-0160 
Conduct of Transactions — EDI Transactions 

(1) EDI Submitter Obligations. An EDI submitter is responsible 
for the conduct of the EDI transactions registered on behalf of a 
trading partner, including the following:  

(a) EDI Transmission Accuracy. An EDI submitter shall take 
reasonable care to ensure that data and data transmissions are 
timely, complete, accurate, and secure; and shall take reasonable 
precautions to prevent unauthorized access to the information sys-
tem, the data transmission, or the contents of an envelope which is 
transmitted either to or from the Authority. The Authority will not 
correct or modify an incorrect transaction prior to processing. The 
transaction may be rejected and an EDI submitter notified of the 
rejection.  

(b) Re-transmission of Indecipherable Transmissions. Where 
there is evidence that a data transmission is lost or indecipherable, 
the sending party must make best efforts to trace and re-transmit 
the original data transmission in a manner which allows it to be 
processed by the receiving party as soon as practicable.  

(c) Cost of Equipment. An EDI submitter and the Authority 
will pay for their own information system costs. An EDI submitter 
shall, at its own expense, obtain and maintain its own information 
system. An EDI submitter shall pay its own costs for all charges 
related to data transmission including, without limitation, charges 
for information system equipment, software and services, electronic 
mailbox maintenance, connect time, terminals, connections, tele-
phones, modems, any applicable minimum use charges, and for 
translating, formatting, sending, and receiving communications 
over the electronic network to the electronic mailbox, if any, of the 
Authority. The Authority is not responsible for providing technical 
assistance in the processing of an EDI transaction. 

(d) Back-up Files. EDI submitters must maintain adequate 
data archives and back-up files or other means sufficient to re-
create a data transmission in the event that re-creation becomes 
necessary for any purpose, within timeframes required by state and 
federal law, or by contractual agreement. Data archives or back-up 
files shall be subject to these rules to the same extent as the original 
data transmission.  

(e) Transmissions Format. Except as otherwise provided 
herein, EDI submitters must send and receive all data transmissions 
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in the federally mandated format, or (if no federal standard has 
been promulgated) other formats as the Authority designates.  

(f) Testing. EDI submitters must, prior to the initial data trans-
mission and throughout the term of a TPA, test and cooperate with 
the Authority in the testing of information systems as the Authority 
considers reasonably necessary to ensure the accuracy, timeliness, 
completeness, and confidentiality of each data transmission.  

(2) Security and Confidentiality. To protect security and con-
fidentiality of transmitted data, EDI submitters must comply with 
the following:  

(a) Refrain from copying, reverse engineering, disclosing, 
publishing, distributing, or altering any data, data transmissions, or 
the contents of an envelope, except as necessary to comply with the 
terms of these rules or the TPA, or use the same for any purpose 
other than that which an EDI submitter was specifically given 
access and authorization by the Authority or a trading partner;  

(b) Refrain from obtaining access by any means to any data, 
data transmission, envelope, mailbox, or the Authority’s information 
system for any purpose other than that which an EDI submitter has 
received express authorization. If an EDI submitter receives data or 
data transmissions from the Authority which clearly are not 
intended for an EDI submitter, an EDI submitter shall immediately 
notify the Authority and make arrangements to return or re-
transmit the data or data transmission to the Authority. After re-
transmission, an EDI submitter shall immediately delete the data 
contained in the data transmission from its information system;  

(c) Install necessary security precautions to ensure the security 
of the information systems or records relating to the information 
systems of either the Authority or an EDI submitter when the infor-
mation system is not in active use by an EDI submitter;  

(d) Protect and maintain the confidentiality of security access 
codes issued by the Authority to an EDI submitter; and  

(e) Provide special protection for security and other purposes, 
where appropriate, by means of authentication, encryption, the use 
of passwords, or other means. Unless otherwise provided in these 
rules, the recipient of a protected data transmission must at least 
use the same level of protection for any subsequent transmission of 
the original data transmission.  

(3) Authority Obligations. The Authority shall:  
(a) Make available to an EDI submitter, by electronic media, 

those types of data and data transmissions which an EDI submitter 
is authorized to receive.  

(b) Inform an EDI submitter of acceptable formats in which 
data transmissions may be made and provide notification to an EDI 
submitter within reasonable time periods consistent with HIPAA 
transaction standards, if applicable, or at least 30 days prior by 
electronic notice of other changes in formats.  

(c) Provide an EDI submitter with security access codes that 
will allow an EDI submitter access to the Authority’s information 
system. Security access codes are strictly confidential and EDI 
submitters must comply with all of the requirements of OAR 943-
120-0170. The Authority may change the designated security 
access codes at any time and manner as the Authority, in its sole 
discretion, deems necessary. The release of security access codes 
shall be limited to authorized electronic data personnel of an EDI 
submitter and the Authority with a need to know.  

(4) Department of Consumer and Business Services (DCBS) 
submission standards Health insurers and health care entities in 
Oregon shall make all necessary actions required by the DCBS 
Oregon Companion Guides to comply with the Health Insurance 
Reform Administrative Streamlining and Simplification as specified 
in OAR 836-100-0100 to 836-100-0120. 

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11 

943-120-0165 
Pharmacy Point of Sale Access 

Pharmacy providers who electronically bill pharmaceutical 
claims must participate in and submit claims using the POS 
system, except as provided in OAR 410-121-0150. 

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11 

943-120-0170 
Security 

(1) Individually Identifiable Health Information. All providers, 
CCOs, PHPs, and allied agencies are responsible for ensuring the 
security of individually identifiable health information, consistent 
with the requirements of the privacy statutes and regulations, and 
shall take reasonable action to prevent any unauthorized disclosure 
of confidential information by a provider, CCO, PHP, allied 
agency, or other agent. A provider, web portal submitter, trading 
partner, EDI submitter, or other agent must comply with any and 
all applicable privacy statutes and regulations relating to confidential 
information. 

(2) General Requirements for Electronic Submitters. A provider 
(web portal submitter), trading partner (EDI submitter), or other 
agent must maintain adequate security procedures to prevent unau-
thorized access to data, data transmissions, security access codes, 
or the Authority’s information system, and must immediately 
notify the Authority of all unauthorized attempts by any individual 
or entity to obtain access to or otherwise tamper with the data, data 
transmissions, security access codes, or the Authority’s information 
system.  

(3) Notice of Unauthorized Disclosures. All providers, CCOs, 
PHPs, and allied agencies must promptly notify the Authority of all 
unlawful or unauthorized disclosures of confidential information 
that come to its agents’ attention pursuant to the Authority’s ISPO 
p o l i c y : 
http://www.dhs.state.or.us/policy/admin/security/090_005.pdf, and 
shall cooperate with the Authority if corrective action is required 
by the Authority. The Authority shall promptly notify a provider, 
CCO, PHP, or allied agency of all unlawful or unauthorized disclo-
sures of confidential information in relation to a provider, CCO, 
PHP, or allied agency that come to the Authority’s or its agents’ 
attention, and will cooperate with a provider, PHP, or allied agency 
if corrective action is required.  

(4) Wrongful use of the web portal, EDI systems, or the 
Authority’s network and information system, or wrongful use or 
disclosure of confidential information by a provider, CCO, PHP, 
allied agency, electronic submitters, or their agents may result in 
the immediate suspension or revocation of any access granted 
under these rules or other Authority rules, at the sole discretion of 
the Authority.  

(5) A provider, allied agency, CCO, PHP, or electronic 
submitter must report to the Authority’s Information Security 
Office at dhsinfo.security@state.or.us and to the Authority program 
contact individual, any privacy or security incidents that compro-
mise, damage, or cause a loss of protection to confidential informa-
tion, information assets, or the Authority’s network and security 
system. Reports must be made in the following manner:  

(a) No later than five business days from the date on which a 
provider, allied agency, CCO, PHP, or electronic submitter becomes 
aware of the incident; and  

(b) Provide the results of the incident assessment findings and 
resolution strategies no later than 30 business days after the report 
is due under section (4)(a).  

(6) A provider, allied agency, CCO, PHP, or electronic 
submitter must comply with the Authority’s requests for corrective 
action concerning a privacy or security incident and with applicable 
laws requiring mitigation of harm caused by the unauthorized use 
or disclosure of confidential information.  

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 
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943-120-0180 
Record Retention and Audit 

(1) Records Retention. A provider, CCO, PHP, web portal 
submitter, trading partner, and EDI submitter shall maintain, for a 
period of no less than seven years from the date of service, 
complete, accurate, and unaltered copies of all source documents 
associated with all data transmissions. 

(2) EDI Trade Data Log. An EDI submitter must establish and 
maintain a trade data log that must record all data transmissions 
taking place between an EDI submitter and the Authority during 
the term of a TPA. A trading partner and EDI submitter must take 
necessary and reasonable steps to ensure that the trade data log 
constitutes a current, truthful, accurate, complete, and unaltered 
record of all data transmissions between the parties and must be 
retained by each party for no less than 24 months following the 
date of the data transmission. The trade data log may be maintained 
on electronic media or other suitable means provided that, if neces-
sary, the information may be timely retrieved and presented in 
readable form.  

(3) Right to Audit. A provider, CCO or PHP must allow and 
require any web portal submitter to allow, and a trading partner 
must allow and require an EDI submitter or other agent to allow 
access to the Authority, the Oregon Secretary of State, the Oregon 
Department of Justice Medicaid Fraud Unit, or its designees, and 
DHHS or its designees to audit relevant business records, source 
documents, data, data transmissions, trade data logs, or information 
systems of a provider and its web portal submitter, and a trading 
partner, and its agents, as necessary, to ensure compliance with 
these rules. A provider must allow and require its web portal sub-
mitter to allow, and a trading partner must allow and require an 
EDI submitter or other agent to allow the Authority, or its designee, 
access to ensure that adequate security precautions have been made 
and are implemented to prevent unauthorized disclosure of any 
data, data transmissions, or other information.  

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0190 
Material Changes 

(1) Changes in Any Material Information — EDT Process. A 
trading partner must submit an updated TPA, application for autho-
rization, or EDI registration form to the Authority within ten 
business days of any material change in information. A material 
change includes but is not limited to mailing or email address 
change, contract number or contract status (termination, expiration, 
extension), identification of authorized individuals of a trading 
partner or EDI submitter, the addition or deletion of authorized 
transactions, or any other change that may affect the accuracy of or 
authority for an EDI transaction. The Authority may act on data 
transmissions submitted by a trading partner and its EDI submitter 
based on information on file in the application for authorization 
and EDI registration forms until an updated form has been received 
and approved by the Authority. A trading partner’s signature or the 
signature of an authorized EDI submitter is required to ensure that 
an updated TPA, authorization, or EDI registration form is valid 
and authorized.  

(2) Changes in Any Material Information — Web Portal 
Access. Providers must submit an updated web portal registration 
form to the Authority within ten business days of any material 
changes in information. A material change includes but is not 
limited to mailing or email address change, contract number or 
contract status (termination, suspension, expiration), identification 
of web portal submitter contact information, or any other change 
that may affect the accuracy of or authority for a DDE transaction. 
The Authority is authorized to act on data transmissions submitted 
by a provider and its web portal submitter based on information on 
file in the web portal registration form until an updated form has 
been received and approved by the Authority. A provider’s 
signature or the signature of an authorized business representative 

is required to ensure that an updated web portal registration form is 
valid and authorized.  

(3) Failure to submit a timely updated form may impact the 
ability of a data transaction to be processed without errors. Failure 
to submit a signed, updated form may result in the rejection of a 
data transmission.  

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11 

943-120-0200 
Authority System Administration 

(1) No individual or entity shall be registered to conduct a 
web portal or an EDI transaction with the Authority except as 
authorized under these the rules. Eligibility and continued partici-
pation as a provider, CCO, PHP, allied agency or web portal sub-
mitter in the conduct of DDE transactions, or as a trading partner or 
EDI submitter in the conduct of registered transactions, is condi-
tioned on the execution and delivery of the documents required in 
these rules, the continued accuracy of that information consistent 
with OAR 943-120-0190, and compliance with a requirements of 
these rules. Data, including confidential information, governed by 
these rules may be used for purposes related to treatment, payment, 
and health care operations and for the administration of programs 
or services by the Authority. 

(2) In addition to the requirements of section (1) of this rule, 
in order to qualify as a trading partner:  

(a) An individual or entity must be a Authority provider, 
CCO, PHP, clinic, or allied agency pursuant to a current valid con-
tract; and  

(b) A provider, CCO, PHP, clinic, or allied agency must have 
submitted an executed TPA and all related documentation, including 
the application for authorization that identifies and authorizes an 
EDI submitter.  

(3) In addition to the requirements of section (1) of this rule, 
in order to qualify as an EDI submitter:  

(a) A trading partner must have identified the individual or 
entity as an authorized EDI submitter in the application for autho-
rization;  

(b) If a trading partner identifies itself as an EDI submitter, the 
application for authorization must include the information required 
in the “Trading Partner Authorization of EDI Submitter” and the 
“EDI Submitter Information”; and  

(c) If a trading partner uses an agent as an EDI submitter, the 
application for authorization must include the information described 
in section (3)(b) and the signed EDI submitter certification.  

(4) The EDI registration process described in these rules pro-
vides the Authority with essential profile information that the 
Authority may use to confirm that a trading partner or EDI 
submitter is not otherwise excluded or disqualified from submitting 
EDI transactions to the Authority.  

(5) Nothing in these rules or a TPA prevents the Authority 
from requesting additional information from a trading partner or an 
EDI submitter to determine their qualifications or eligibility for 
registration as a trading partner or EDI submitter.  

(6) The Authority shall deny a request for registration as a 
trading partner or for authorization of an EDI submitter or an EDI 
registration if it finds any of the following:  

(a) A trading partner or EDI submitter has substantially failed 
to comply with the applicable administrative rules or laws;  

(b) A trading partner or EDI submitter has been convicted of 
(or entered a plea of nolo contendre) a felony or misdemeanor 
related to a crime or violation of federal or state public assistance 
laws or privacy statutes or regulations;  

(c) A trading partner or EDI submitter is excluded from partic-
ipation in the Medicare program, as determined by the DHHS sec-
retary; or  

(d) A trading partner or EDI submitter fails to meet the quali-
fications as a trading partner or EDI submitter.  

(7) Failure to comply with these rules, trading partner agree-
ment, or EDI submitter certification or failure to provide accurate 
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information on an application or certification may also result in 
sanctions and payment recovery pursuant to applicable Authority 
program contracts or rules.  

(8) For providers using the DDE submission system by the 
Authority web portal, failure to comply with the terms of these 
rules, a web portal registration form, or failure to provide accurate 
information on the registration form may result in sanctions or pay-
ment recovery pursuant to the applicable Authority program con-
tracts or rules.  

Stat. Auth.: ORS 413.042 & 414.065 
Stats. Implemented: ORS 413.042 & 414.065 
Hist.: OHA 13-2011(Temp), f. & cert. ef. 7-1-11 thru 12-27-11; OHA 26-2011, 
f. 10-31-11, cert. ef. 11-1-11; OHA 4-2012(Temp), f. & cert. ef. 7-12-12 thru 1-
6-13; OHA 7-2012, f. 10-9-12, cert. ef. 10-10-12 

943-120-0300 
Definitions 

In addition to the definitions in OAR chapter 410 division 
120, the following definitions apply to OAR 943-120-0300 to 943-
120-0350:  

(1) “Claim” means a bill for services, a line item of a service, 
or all services for one client within a bill. Claim includes a bill or 
an encounter associated with requesting reimbursement, whether 
submitted on paper or electronically. Claim also includes any other 
methodology for requesting reimbursement that may be established 
in contract or program-specific rules.  

(a) Temporary Assistance to Needy Families (TANF) are cat-
egorically eligible families with income levels under current TANF 
eligibility rules;  

(b) CHIP children under one year of age whose household has 
income under 185% Federal Poverty Level (FPL) and do not meet 
one of the other eligibility classifications; 

(c) Poverty Level Medical (PLM) adults under 100% of the 
FPL and clients who are pregnant women with income under 100% 
of FPL;  

(d) PLM adults over 100% of the FPL are clients who are 
pregnant women with income between 100% and 185% of the 
FPL;  

(e) PLM children under one year of age who have family 
income under 133% of the FPL or were born to mothers who were 
eligible as PLM adults at the time of the child’s birth;  

(f) PLM or CHIP children one through five years of age who 
have family income under 185% of the FPL and do not meet one of 
the other eligibility classifications;  

(g) PLM or CHIP children six through 18 years of age who 
have family income under 185% of the FPL and do not meet one of 
the other eligibility classifications;  

(h) OHP adults and couples are clients age 19 or over and not 
Medicare eligible, with income below 100% of the FPL who do not 
meet one of the other eligibility classifications, and do not have an 
unborn child or a child under age 19 in the household;  

(i) OHP families are clients, age 19 or over and not Medicare 
eligible, with income below 100% of the FPL who do not meet one 
of the other eligibility classifications, and have an unborn child or a 
child under the age of 19 in the household;  

(j) General Assistance (GA) recipients are clients who are eli-
gible by virtue of their eligibility under the GA program, ORS 
411.710 et seq.;  

(k) Assistance to Blind and Disabled (AB/AD) with Medicare 
eligibles are clients with concurrent Medicare eligibility with 
income levels under current eligibility rules;  

(l) AB/AD without Medicare eligibles are clients without 
Medicare with income levels under current eligibility rules;  
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